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Class 1: SAML Federation with F5

1.1 Getting Started

1.1.1 Lab Network Setup

In the interest of focusing as much time as possible configuring and performing lab tasks, we have provided
some resources and basic setup ahead of time. These are:

Cloud-based lab environment complete with Jump Host, Virtual BIG-IP and Lab Server

Duplicate Lab environments for each student for improved collaboration

The Virtual BIG-IP has been pre-licensed and provisioned with Access Policy Manager (APM)

Pre-staged configurations to speed up lab time, reducing repetitive tasks to focus on key learning
elements.

If you wish to replicate these labs in your environment you will need to perform these steps accordingly.
Additional lab resources are provided as illustrated in the diagram below:
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1.1.2 Timing for labs

The time it takes to perform each lab varies and is mostly dependent on accurately completing steps. This
can never be accurately predicted but we strived to provide an estimate based on several people, each
having a different level of experience. Below is an estimate of how long it will take for each lab:

Lab Description Time Allocated
LAB | (SAML Service Provider (SP)) | 25 minutes
LAB Il (SAML Identity Provider (IDP)) | 25 minutes
LAB Il (Kerberos to SAML) 25 minutes
LAB IV (SAAS Federation IAPP) 25 minutes

1.1.3 Authentication — Credentials

The following credentials will be utilized throughout this Lab guide.

Credential Use User ID Password
BIG-IP Configuration Utility (GUI) admin admin
BIG-IP CLI Access (SSH) root default
Jump Host Access f5demo\user | Agility1
All User authentication for Labs/Tasks | user Agility1




1.1.4 Utilized Browsers

The preferred browsers for this lab are Firefox and Internet Explorer. Shortcut links have been provided to
speed access to targeted resources and assist you in your tasks. Except where noted, either browser can
be used for all lab tasks.

1.1.5 General Notes

As noted previously, environment staging has been done to speed up lab time, reducing repetitive tasks to
focus on key learning elements. Where possible steps that have been optimized have been called out with
links and references provided in the Additional Information section for additional clarification. The intention
being that the lab guide truly serves as a resource guide for all your future federation deployments.

1.2 Lab 1: SAML Service Provider (SP) Lab

The purpose of this lab is to configure and test a SAML Service Provider. Students will configure the various
aspects of a SAML Service Provider, import and bind to a SAML Identity Provider and test SP?Initiated
SAML Federation.

Objective:
» Gain an understanding of SAML Service Provider(SP) configurations and its component parts
» Gain an understanding of the access flow for SP-Initiated SAML

Lab Requirements:
+ All Lab requirements will be noted inf the tasks that follow

Estimated completion time: 25 minutes

1.2.1 TASK 1 ? Configure the SAML Service Provider (SP)

SP Service

1. Begin by selecting: Access -> Federation -> SAML Service Provider -> Local SP Services
2. Click the Create button (far right)

Access » Federation : SAML Service Provider : Local SP Services
-

‘SAML Service Provider + | SAML Identity Provider = | SAML Resources | OAuth Authorization Server = OAuth Client /Resource Server = | PingAccess -

Create

SAML IdP Connectors Description Partition

3. In the Create New SAML SP Service dialog box click General Settings in the left navigation pane
and key in the following as shown:

Name: app.f5demo.com
Entity ID: | https://app.f5demo.com

4. Click OK on the dialogue box




Create New SAML SP Service

-

4 Endpoint Sefttings
& Security Setlings

4 Authentication Context Entity ID*:
4" Advanced Settings Ihnps:ffapp.fﬁdemu.cum |
SP Name Settings

Scheme : Host :
hitps D

app.fSdemo.com I

Description :

Relay State :

OK Cancel

Note: The yellow box on Host will disappear when the Entity ID is entered.

IdP Connector

1. Click on Access ?> Federation ?> SAML Service Provider ?> External IdP Connectors or click
on the SAML Service Provider tab in the horizontal navigation menu and select External IdP Con-
nectors

2. Click specifically on the Down Arrow next to the Create button (far right)

3. Select From Metadata from the drop down menu

Usett Local SP Senices ? connectors. When you use this BIG-IP system as a SAML senice provider, it sends authentication requests to the IdP and in tum receives assertions from the IdP. You can create, edit and delete IdP connections by
click

Connector Automation
Creale
—— Authentication Context Classes '
[ fvarme— SAML SP Senvices Description Partition Custom
From Metadata I

From Template... b

4. In the Create New SAML IdP Connector dialogue box, click Browse and select the
idp.partner.com?app_metadata.xml file from the Desktop of your jump host.

5. In the Identity Provider Name field enter idp.partner.com:
6. Click OK on the dialog box




Create New SAML I|dP Connector

Select File*:

idp.partner.com-app_metadata.xml

| Browse

dentity Provider Mame*:
idp.partner.com

— ; on desktop
Select Signing Cerificate :

Note: The idp.partner.com-app_metadata.xml was created previously. Oftentimes, IdP providers will
have a metadata file representing their IdP service. This can be imported to save object creation time
as it has been done in this lab

7. Click on the Local SP Services from the SAML Service Providers tab in the horizontal navigation
menu

8. Click the checkbox next to the previously created app.f5demo.com and click Bind/Unbind IdP Con-
nectors at the bottom of the GUI

Access » Federation : SAML Service Provide zal 5P Services

% ~ SAML Sarvice Provider = | SAML Identity Provider = SAML Resources OAuth Authorizalion Server = | OAuth Client/ Res

Local SP Services
External laP Conneclors
Connecion Automation

Authenticabion Conlen! Classes

@ Name - - SAML IdP Connectors £
IIJ'I app.fSdemo.com I

[ Edt | [ Detete | [ BindundindioP Connectors || [ Export Metadata |

9. In the Edit SAML IdP’s that use this SP dialogue box, click the Add New Row button
10. In the added row, click the Down Arrow under SAML IdP Connectors and select the /Com-




mon/idp.partner/com SAML IdP Connector previously created
11. Click the Update button and the OK button at the bottom of the dialog box

x
Edit SAML |dP's that use this SP

IdP Connectors associated with this 5P Service

) a] L0

Matching Value

12. Under the Access ?> Federation ?> SAML Service Provider ?> Local SP Services menu you
should now see the following (as shown):

Name: app.f5demo.com
SAML IdP Connectors: | idp.partner.com

Access » Federation : SAML Service Provider : Local SP Services
M -~  SAML Service Provider » | SAML Identity Provider = | SAML Resources  Ouwuth Aut

7] Name - SAML IdP Connectors

app.fSdemo.com idp.partner.com

1.2.2 TASK 2 ? Configure the SAML SP Access Policy

1. Begin by selecting Access ?> Profiles/Policies ?> Access Profiles (Per?Session Policies)

2. Click the Create button (far right)
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Access » Profiles | Policies on Policies)

1% + Access Profiles

P ync Customization

F | search Import...
| v| | [~] Status ‘ « Access Profile Name + Application ¢ Profile Type Per-Session Policy Export Copy  Logs Virtual Servers.  Partition / Path
| = access Al (none) (none)  (none) Common

3. In the New Profile window, key in the following:

Name: app.f5demo.com?policy
Profile Type: 211 (from drop down)
Profile Scope: | Profile (default)

4. Scroll to the bottom of the New Profile window to the Language Settings

5. Select English from the Factory Built?in Languages on the right, and click the Double Arrow (<<),
then click the Finished button.

Access » Profiles ! Policies : Access Profiles (Per-Session Policies) :: New Profile..

General Properties
Name [ appfsdemo.compoliy
Farent Profile | access
Profile Type All -

Profile Scope I! Profile 3

Language Settings

Additional Languages [ Afar (aa) [~ | Add

Accepted Languages Factory Builn Languages
panese -
hinesa (Simphfied) (Zh-cn)
hinase (Tradiional) (2h-lw)

an (ko)

Languages nish (8s)
‘~ Erench (Ir)

rman (de)

Defaull Language English (en) =

Cancel JFinished

6. From the Access ?> Profiles/Policies ?> Access Profiles (Per?Session Policies) screen, click the

Edit link on the previously created app . £5demo.com?policy line
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Access » Profiles / Policies : Access Profiles (Per-5

1+ ~ | Access Profiles Per-Re

sion Policies)

equest Policies | Policy Sync Customization -

I | search

|v| || ~| Status | ~ Access Profile Name

< Application = Profile Type | Per-Session Policy |
= access Al (none)
||:| = app.fSdemo.com-palicy All

7. In the Visual Policy Editor window for /Common/app. f5demo.com?policy, click the Plus (+) Sign
between Start and Deny

Access Policy: /Common/app.fSdemo.com-policy | &ditendings

Il
Start oo Deny

Add New Macro

8. In the pop?up dialog box, select the Authentication tab and then click the Radio Button next to
SAML Auth

9. Once selected, click the Add Item button
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Leagn [ Authentication [l Asseoment | | Endocint Security (Server Side) | { Endosint Security (Clent-Sde) | [ General Purpese | .

) AD Active Directory suthentication of end Lser creden tials

() ADQuery Actrve Directory query to pul user attributes for use wath resource assgnment or other funchons, such as AD group
mapping

() Clent Cert Inspecton Check the result of dient cerlificale authenticabion by the Local Traffic Clent S5L profie

) CRLDP Auth Certificate Revocation List Destribution Poaint (CRLDP) chent cortficate authenticaton

() HTTP Auth HTTP suthentication of end user credentials

() erberos Auth Kerherns authentication, typically following an HTTP 401 Response action

) LDAP Auth LOAP authentication of end user credentials

() LDAP Query LDAP query to pul user attributes for use with resowrce assignment or other functions, such s LDAP group mepping

() LocalDB Auth Local Database Authentication

) NTLM Auth Resull NTLM sulhenbication of end user credentiale

) ocse auth Onlne Certificate Status Protocol (DCSP) dient certificate authentication

() On-Demand Cert Auth Dynamically initiate an 55U re-handshake and validate the received dient cerlificate

() OTP Generate Generate One Time Passcode (OTF)

) oTP venfy Verify One Time Passcade (OTP)

O RADIUS Acct Send accounting messages to & RADILS server when users log on and off

) RADIUS Auth RADIUS authenticaton of end user credentials

) RSASeasID RSA SeaurlD two-factor authentication of end user credenbials

SAM| Auth using SAML Service Provader Interface

TACACS 4 Acct Send accounting messages to 8 TACACS 4 server when users log on and off

L

L Ta TAALAS i boidkeclecllon off sad ann s domllals

Cancel Add [tem

Help

10. In the SAML Auth configuration window, select /Common/app. f5demo.com from the AAA Server

drop down menu

11. Click the Save button at the bottom of the window

JrF'ruperﬁes*] fEranch F‘.ules]

MName: [SAML Auth

SAML Authentication SP

AAA Server

| fCommonapp.f5demo.com El

12. In the Visual Policy Editor window for /Common/app.f5demo.com?policy, click the Plus (+)
Sign on the Successful branch following SAML Auth
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Access Policy: /Common/app.fSdemo.com-policy  editendings

|
Start fallback ]

SAML Auth

=

3o

fallback = E D

Add New Macro

13. Inthe pop-up dialog box, select the Assighment tab, and then click the Radio Button next to Variable
Assign

14. Once selected, click the Add Item buton

O

O 0

O OO 0O 00O 00

BWC Policy
Citrix Smart Access
Dynamic ACL

LDAP Group Resource Assign

Links Sections and Webtop
Assign

Poal Assign
ROG Policy Assign

Resource Assgn

Route Domain and SNAT
Selection

550 Credential Mapping
Variable Assign
VMwrare View Po

' Cancel || Add Ttem

Assign existing Access Control Lists (ACLs)

Map ACLs and resources based on user Active Directory group membership
Expression-based assignment of Connectivity Resources, Webtop, and ACLs

Assign Bandwidth Controller policies

Enable Citrix Smartaccess filters when deploying with XenApp or XenDesklop

Assign and map Access Control Lists (ACLs) retrieved from an external directory such as RADILS or LDAP
Map ACLs and resources based on user LDAP group membership

Ascign a Webtop, Webtop Linke and Webtop Sectione

Agsign a Local Traffic Pool

Assign an access profile to use to authorize host/port on the Remote Desktop Gateway
Assign Connectivity Resources

Dynamically select Route Domain and SNAT settings

Enables Sngle Sign-On (550) credentials caching and assigns 550 variables

Assign custom variables, configuration variables, or predefined session variables

Speafy a policy that will apply to YMware View connections

15. In the Variable Assign configuration window, click the Add New Entry button

14



16. Under the new Assignment row, click the Change link

17. In the pop?up window, configure the following:

Left Pane

Variable Type: | Custom Variable

Security: Unsecure

Value: session.logon.last.username
Right Pane
Variable Type: Session Variable

Session Variable:

session.saml.last.attr

.name.emailaddress

18. Click the Finished button at the bottom of the configuration window

19. Click the Save button at the bottom of the Variable Assign dialog window

JFProperties‘w [’Branch Rules]

Name: |l-'ariah|e Assign

B

Insert Before:

session.logon.last. username

Session Variab

[lzst.attr.name. emailaddress|

| ) )
| session.saml.last.attr.name.emailaddress '

20. In the Visual Policy Editor select the Deny ending along the fallback branch following the Variable

Assign

15



Access Policy: /Common/app.fSdemo.com-policy ' et Endings

X ——x-
oy ek | Successiul | [T — _n falback+_»_E

SAML Auth
falback | :h

Add New Macro

21. From the Select Ending dialog box, select the Allow button and then click Save

Help |

22. In the Visual Policy Editor click Apply Access Policy (top left) and close the Visual Policy Editor

Access Policy: /Common/app.fSdemo.com-policy | edt endings

X —.
Eﬂ_&‘_ Eu:cuiful*‘_»_ Variable fallback - ;
P

Allow
+-» } Deny

Add New Macro

16



1.2.3 TASK 3 ? Create the SP Virtual Server & Apply the SP Access Policy

1. Begin by selecting Local Traffic -> Virtual Servers
2. Click the Create button (far right)

Local Traffic «» Virlual Servers : Virlual Server Lisi

£ ~  Virual Jerver List

, Search |Reset Searcn
|+ | |~ Sfalus = Nama  Descriptign | © Applicabon  * Destinaton © Senice Fon @ Type Resources + Parivon /Path
=1 | |

Mo records 1o display

Enabia Disable Delate.._

3. In the New Virtual Server window, key in the following as shown:

General Properties

Name: app.f5demo.com
Destination Address/Mask: | 10.1.10.100
Service Port: 443

Configuration
HTTP Profile: http (drop down)
SSL Profile (Client) | app. f5demo.com?clientssl

Access Policy
Access Profile: | app.f5demo.com?policy

Resources
iRules: ‘ application?irule

4. Scroll to the bottom of the configuration window and click Finished

17



Local Traffic » Virtual Servers : Virtual Server List »» New

v Virtual Server...

Egneral Pmpe_rties
Name W
Description I
Type | Standard w
Source Address |
Destination Address/Mask
Service Por

Notify Status to Virtual Address | [

state [Enabied [v]

Configuration: | Basic |~/
Protocol ‘ | Tcp v
Protocol Profile (Client) ! | tep v
Protocol Profile (Server) | | (Use Client Profile) w
HTTP Profile http v
FTP Profile [None -

{
RTSP Profile “Nune
|None w

SSH Proxy Profile

Selected

Available

200154

SSL Profile (Client) emo.com-clientss

clientss!
clientsskinsecure-compatible
clientsslsecure
crypto-server-default-chentss|
wom-default-clientss|

W

18




Access Policy
Access Profile

Connectivity Profile

Per-Request Policy

app.fodemo.com-policy i+

+ |Nnne w
|Nune w

VDI Profile I None w
Application Tunnels (Java &
OAM Support [JEnabled
Resources
Enahled Available
|i£‘aman - “sys_auth_ssl_co_ldap *
_sys_auth_ssl_crldp
iRules _sys_auth_ssl_ocsp —
_sys_auth_tacacs L
bl _sys_https_redirect %
Enahled Available
Fuolicies
Default Poal INDHB :
Default Fersistence Profile I MHone :
Fallback Persistence Profile INDHB j

[ Cancel H Repeat ] Finished
Note: The iRule is being added in order to simulate an application server to validate successful

access.

1.2.4 TASK 4 ? Test the SAML SP

1. Using your browser from the jump host, navigate to the SAML SP you just configured at https://
app . £5demo . com (or click the provided bookmark)

19



[ https:/fapp.fidemo.com/ % | =+

{' * t pp fhdemo.com I
i) Big-1P [ idp.deemn.cwl Ij appﬁdmo.cnmla idp.partner.com [l app.partnercom [ saasfSdemo.com

2. Did you successfuly redirect to the IdP?

3. Log in to the IdP. Were you successfully authenticated?

Note: Use the credentials provided in the Authentication section at the beginning of this guide
(user/Agility1)

After successful authentication, were you returned to the SAML SP?
Were you successfully authenticated to the app in the SAML SP?

Review your Active Sessions (Access ?> Overview ?> Active Sessions)

N o o &

Review your Access Report Logs (Access ?> Overview ?> Access Reports)

1.3 Lab 2: SAML Identity Provider (IdP) Lab

The purpose of this lab is to configure and test a SAML Identity Provider. Students will configure the various
aspect of a SAML Identity Provider, import and bind to a SAML Service Provider and test IdP-Initiated SAML
Federation.

Objective:
» Gain an understanding of SAML Identity Provider(ldP) configurations and its component parts
» Gain an understanding of the access flow for IdP-Initiated SAML

Lab Requirements:
+ All Lab requirements will be noted in the tasks that follow

Estimated completion time: 25 minutes

1.3.1 TASK 1 ? Configure the SAML Identity Provider (IdP)

IdP Service

1. Begin by selecting: Access ?> Federation ?> SAML Identity Provider ?> Local IdP Services
2. Click the Create button (far right)

Access » Federation : SAML ldentity Provider : Local P Services

£ ~  SAML Service Provider -~ SAML Identity Provider ~ SAML Resources = OAuth Authorization Server ~ | OAuth Client/ Resource Server ~ | PingAccess -
e ———

I Create
i Exernal SP Connectors '

] | Name -« SAML SF Cor, Porial Access Resources Log Description Partition

s
Atifact Resolution Senvices

3. In the Create New SAML IdP Service dialog box, click General Settngs in the left navigation pane
and key in the following:

20



IdP Service Name:

idp.f5demo.com?app
IdP Entity ID:

https://idp.f5demo.com/app

Create New IdP Service

% General Settings . ..
<& SAML Profiles id;.fﬁdemo.mmﬁaé I
4 Endpoint Settings

+0 Assertion Settings

& SAML Attributes Ihltps:.f!id p.fsdemo.com/a pq

4 Security Setlings

IdP Mame Settings
Scheme : Host :
hitps b
Description :
Log Setting :

Fram Access Profile »

1 8] )8 ][ Cancel I

Note: The yellow box on “Host” will disappear when the Entity ID is entered

4. In the Create New SAML IdP Service dialog box, click Assertion Settings in the left navigation pane
and key in the following:

Assertion Subject Type:

Persistent Identifier (drop down)
Assertion Subject Value:

%{session.logon.last.username} (drop down)

21



e v ® N o

Create New IdP Service

<% General Settings

“sserion subject Type :
Persistent [dentifier

Assertion Subject Value™:
Y{zession.logon.lastusername}

# Assertion Settings
=y =AML Atinibutes
& Security Seftings

Authentication Context Class Reference :
urnoasis:names:tc.3AML 2 0.acclasses:PasswordProtectedTransm | v

Assertion Validity (in seconds) :
G00
[[] Enable encryption of Subject

Encryption Strength :
AES1Z28

] ][ Cancel

In the Create New SAML IdP Service dialog box, click SAML Attributes in the left navigation pane
and click the Add button as shown

In the Name field in the resulting pop-up window, enter the following: emailaddress
Under Attribute Values, click the Add button

In the Values line, enter the following: % {session.ad.last.attr.mail}

Click the Update button

Click the OK button

22



Create New IdP Service

'@ General Seltings
& SAML Profiles

4" Endpoint Settings
B Assertion Settings
« SAML Aftributes
4" Security Settings

SAML Attributes

[ | Name =

Value(s)

| Cancel

23



Create New SAML Attribute

ame*;
emailaddress

Attribute Value(s)

Yi{zession.ad.last.attrmail}

Cancel

Encr'vpt

il
(T
[¢]
(T

Type . AEZ128

11. In the Create New SAML IdP Service dialog box, click Security Settings in the left navigation pane
and key in the following:

Signing Key: | /Common/SAML. key (drop down)
Signing Certificate: | /Common/SAML. crt (drop down)

Note: The certificate and key were previously imported

12. Click OK to complete the creation of the IdP service
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Create New IdP Service

& General Settings
& SAML Profiles

o Endpoint Seftings
& Assertion Seftings

igning Key :
ICommonSAML key

Signing Certificate :
ICommon/SAML crf

R nlas

4 Security Seftings

I* oK m Cancel

SP Connector
1. Click on External SP Connectors (under the SAML Identity Provider tab) in the horizontal naviga-
tion menu
2. Click specifically on the Down Arrow next to the Create button (far right)

3. Select From Metadata from the drop down menu

‘IG-\P (this device), in its role as a SAML Identity Provider, receives an authentication request from a service and in tum authenticates the user and sends an assertion back o the service,
respective buttons.

This application is usedto manag  Local IdP Senvices
Users can create, edit and delete

Artifact Resolution Senices

Ce ]
[ Name - SANL IdP Senvices Description Pariition Custom
[7] sami_office365 Predefined SP connector object for Office 365 Common From Metadata

From Template... »
I

4. In the Create New SAML Service Provider dialogue box, click Browse and select the
app.partner.com_metadata.xml file from the Desktop of your jump host

5. In the Service Provider Name field, enter the following: app.partner.com
6. Click OK on the dialog box
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Create New SAML Service Provider

app.partner.com_metadata.xml
app.partner.com

Select Signing Cerificate :

| Browse

on desktop

Note: The app.partner.com_metadata.xml file was created previously. Oftentimes SP providers will
have a metadata file representing their SP service. This can be imported to save object creation time
as has been done in this lab.

. Click on Local IdP Services (under the SAML Identity Provider tab) in the horizontal navigation

menu

. Select the Checkbox next to the previously created idp. f5demo.com and click the Bind/Unbind

SP Connectors button at the bottom of the GUI
Access » F L kdentity Provider : Local P 5

5~ SAML SAML Identity Provider urc OAuth Authonzation Server ~ | QAuth Client/ Res

| Local idP Services

{1 External SP Conneclors

| Anifact Resolution Senvices

[] | Name - | SAML SP Connectors Access Profiles | Portal Access Resources
II?I idp.f5demo.com-app I

[ Eat || Deete || BindunbindidP Connectors | [ ExportMetadata

. In the Edit SAML SP’s that use this IdP dialog, select the /Common/app.partner.com SAML SP

Connection Name created previously
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10. Click the OK button at the bottom of the dialog box

Edit SAML 5P's that use this IdP

5P Connectors associated with this IdP Service

[ Create SP Connector v]

[C]| SAML SP Connection Mame =

ICommaon/app.partner.cam

11. Under the Access ?> Federation ?> SAML Identity Provider ?> Local IdP Services menu you
should now see the following (as shown):

Name: idp.f5demo.com—-app
SAML SP Connectors: | app.partner.com

Access » Federation : SAML identity Provider : Local AP Services

N+ SAML Service Provider = | SAML Identity Provider = SAML Resource

1| Name « SANL SP Connectors

:J] idp.fSdemo.com-app app.partner.com

1.3.2 TASK 2 ? Create SAML Resource, Webtop, and SAML IdP Access Policy

SAML Resource

1. Begin by selecting Access ?> Federation ?> SAML Resources
2. Click the Create button (far right)

3. In the New SAML Resource window, enter the following values:

Name: partner?app
SSO Configuration: | idp.f5demo.com?app
Caption: Partner App

4. Click Finished at the bottom of the configuration window
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SAML Identity Provider ~ | SAML Resources  QAuth Authorization Server = | OAuth Client / Resource Server »  PingAccess -
————

|¥| # Name | ¢+ S50 Configuration K Paﬂﬁon!%]

No records to display.

Delete...

Access » Federation : SAML Resources » Hew SANML Resource...

General Properties
I MName I partner-app I
Description |
Publish on Webtop Enable
Configuration

330 Configuration | idp.fSdemo.com-app |w

Customization Settings for English

Language English
| Caption TParer fop |
Detailed Description |
Image Browse... | No file selected. ViewHide

Cancel | Repeat

Webtop

1. Select Access ?> Webtops ?> Webtop List
2. Click the Create button (far right)

28



Access » Webtops : Webtop Lists

" -~ Webtop Lists Webtop Link List Webtop Section List | Hosted Content  ~

|| & Name Type Access Profiles < Partition / Path

3. In the resulting window, enter the following values:

Name: | full_webtop
Type: | Full (drop down)

4. Click Finished at the bottom of the GUI

Access » Webtops : Webtop Lists :» New Weblop..

General Properties

MName ‘I full_webtop I

e

Configuration
Minimize To Tray [ Enabled
Show awarning message
when the weblop window close Enabled
Show URL Enfry Field Enabled
Show Resource Search ] Enabled
Fallback Section
Initial State | Expanded |«

' Cancel | Repeat] Finished

SAML IdP Access Policy

1. Select Access ?> Profiles/Policies ?> Access Profiles (Per-Session Policies)
2. Click the Create button (far right)

29



Access » Profiles | Policies : Ac

Access Profiles

F | search Import...
| v| | [~] Status ‘ « Access Profile Name + Application ¢ Profile Type Per-Session Policy Export Copy  Logs Virtual Servers + Partition / Path
| = access Al (none) (none) (none) Common

. In the New Profile window, enter the following information:

Name: idp.f5demo.com?policy
Profile Type: A1l (drop down)
Profile Scope: | Profile (default)

. Scroll to the bottom of the New Profile window to the Language Settings section

5. Select English from the Factory Built?in Languages menu on the right and click the Double Arrow

(<<), then click the Finished button.

. The Default Language should be automatically set

General Properties

I | idp fAdemo.com-palicy

ACCESS

Mame

Parent Profile

Profile Type

Profile Scope Profile

. e
Lanyuage Settings
Additional
Languages |Afar (aa) E
Factory Builtin Languages
Japanese (ja) -
Chinese (Simplified) (zh-cn)
Chinese (Traditional) (zh-tw)
Korean (ko)
Languages Spanish (es)
French (fr)
German (de)
e English (en) i |
Language

[ Cancel ][ Finished ]

7. From the Access ?> Profiles/Policies ?> Access Profiles (Per-Session Policies) screen, click the

Edit link on the previously created idp. f5demo.com?policy line
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Access » Profiles ! Policies : Access Profiles (Per-Session Policies)

Access Profiles

o -~ Per-Request Policies | Policy Sync Customization -

; | Search
¥| |~ Status * Name ¢ Application < Profile Type Access Policy Export Copy _Lngs
L access All (none) {none) (none)
E] L idp.fSdemo.com-policy All Export.. Copy.. default-log-setting

Delete... Apply Access Policy

8. In the Visual Policy Editor window for /Common/idp. f5demo.com?policy, click the Plus (+)
Sign between Start and Deny

Access Policy: /Common/idp.fSdemo.com-policy et Endings

start -=F+} peny

Add New Macro

9. In the pop-up dialog box, select the Logon tab and then select the Radio next to Logon Page, and
click the Add Item button

10. Click Save in the resulting Logon Page dialog box

31



Eg.w fyping to search

Logon |4 (ieribcaton | Asserument ) [ Endpoint Security (Server e | Encipomt Secarity (Clent-ce) | General Purpose |

) Oirix Logon Prompt Configure logon optians for Dtrix dients
() External Logan Page Redirect user 1 externally hosted form-based web logon page
() HTTP 401 Response HTTP 401 Resporse for Basic or SPNEGO Kerbercs authenticalion
() HTTP 407 Response HTTP 407 Response for Basic or SPHEGO Kerberos authenbcation
Weh form-hased logon page for collectng end user oredentats (used with most deployments)
) Wrtual Keyboard Enables 3 virtual keyboard on the logon page for entering mredentials

() WMware View Logon Page Display logon screen on VMwane View dients

et [ien_] ™
11. In the Visual Policy Editor window for /Common/idp.f5demo.com?policy, click the Plus (+)
Sign between Logon Page and Deny

Access Policy: /Common/idp.fSdemo.com-policy | edtendngs

falback . [T | fallbag
Start +—{ Logon Page -+ Deny

Add New Macro

12. In the pop-up dialog box, select the Authentication tab and then select the Radio next to AD Auth,
and click the Add Item button
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O00 000000000000 0N dJd

Chent Cert Inspection
CRUDP Auth

HTTP Auth

LDAP Auth
LOAP Query
LocalDB Auth
NTLM Auth Result
OCSP Auth
On-Demand Cert Auth
OTF Generate
oTe verify
RADGIUS Acct
RADIUS Auth
RSA SecwrID
SAML Auth

TACACS+ Acct

Active Directory authentication of end user credentisls
Active Directory query to pull user attnbutes for use with resource assignment or other funchons, such as AD group
MApoINg

Check the resut of dient certificate authentication by the Local Traffic Clent 551 profile
Certficate Revocabon List Distributon Point (CRLDP) dient certificate authenbcaton
HTTP authentication of end user credentials

Kerberos authentcabon, typicaly follovang an HTTP 401 Response acton

LDAP authentication of end user credentials

LDAP query to pull user attrbutes for use with resource assignment or other functions, such as LDAP group mapping
Lacal Catabase Authentication

NTLM authentication of end user credentisls

Oniine Certificate Status Protocol (DCSP) cient certificate authenticabon

Dynamically intiate an SSL re-handshake and validate the received dient certificate
Generate Ore Time Passcode (OTF)

Verify One Time Passcode (OTF)

Send accounting messeges (o a RADIUS server when users log on and off

RADIUS authentication of end user credenbals

RESA SecurlD two-factor suthenbication of end user oedentisl

SAML Auth usng SAML Service Provider Interface

Send accounting messages o a TACACS + server when users log on and off

Lo

[ bieip

TEAAAR ¢ bk ccbenilen ol cadicmnn e deekiale

Ttem

i
3

13. In the resulting AD Auth pop-up window, select /Common/f5demo_ad from the Server drop down
menu

14. Click Save at the bottom of the window
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fPrnperties ] rEranm Rules ]

MName: |.ﬁ.D Auth

Active Directory

Type

|,.’Cnrnmnn,.’f5dernn_ad E|
Cross Domain Support

Complexity ched: for Password -
RES;: ty Dlsabled|:|

Show Extended Error Disabled | : |

Server

Max Logon Attempts Allowed ?E
Max Password Reset Attempts
Allowed ?El

15. In the Visual Policy Editor window for /Common/idp.f5demo.com?policy, click the Plus (+)
Sign on the successful branch between AD Auth and Deny

Access Policy: /Common/idp.fSdemo.com-policy  editendings
oy Jfalback | [ falback || "] Success u| ’_E
AD AU | pack . —
Add New Macro

16. In the pop-up dialog box, select the Authentication tab and then select the Radio next to AD Query,
and click the Add Item button
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JIO OO0 00 00O 00 0000 00 o0d

LDAP Auth

LDAP Query
LocalDB Auth
NTLM Auth Result
OCSP Auth
On-Demand Cert Auth
OTF Generate:
TP verify
RADIUS Acct
RADIUS Auth
RSA SecurlD
SAML Auth

TACACS+ Acct

Active Directory query to pull user atirbutes for use with resource assignment or other funchons, such as AD group
mapping

Check the result of dient cerlificate authentication by the Local Traffic Client S5L profile
Certificate Revocaton List Distrbuton Point (CRUDP) chent certificate authenbeation
HTTP suthsnltication of end user credentisle

Kerberos authentication, typically followang an HTTP 401 Response achon

LDAP authentcation of end user credentials

LDAP query fo pull user attributes for use with resource assignment o other functions, sudch as LDAP group mapping
Local Database Authentication

NTLM authentication of end user credenibials

Oniine Certrficate Status Protocol (OCSP) dient certificate authentcaton

Dynamically initiate an 551 re-handshake and validate the received dient certificate
Generate One Time Passcode (OTF)

Verify One Time Passcode (OTP)

Send accounting messages o a RADIUS server when users kg on and off

RADIUS authentcaton of end user credentals

REA SecurlD two-facler sulhenbealion of end user gedenlisk

SAML Auth usng SAML Service Provider Interface

Send socounting messages 1o & TACACS + server when users log on and off

LT T R PV TSR TISRY RN [ —— " .

{

17. In the resulting AD Query pop-up window, select /Common/ f5demo_ad from the Server drop down
menu
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JrPFDIZIEFﬁEE':] rEranch F‘.ules]

Mame: |.|5.D Query

Active Directory

Type

Server fCormmon,/f5demo_ad E|
SearchFilter

Fetch Primary Group Disabled | : |

Cross Domain Suppart Disabled | : |

Fetch Mested Groups Disabled | : |

Complexity chedk for Password _El

Reset Disabled

Max Password Reset Attempts

Allowed ?E

Prompt user to change password

before expiration nane E”':'—l

18. In the AD Query pop?up window, select the Branch Rules tab
19. Change the Name of the branch to Successful.

20. Click the Change link next to the Expression

[Pruxrﬁes Branch Rules™®
Add Branch Rule Insert Before: I 1: Successful :

) .

Expressnon User's Primary Group ID is 100

Name: falhack

21. In the resulting pop-up window, delete the existing expression by clicking the X as shown
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fSimpIE ] rAdvanced -]

User's Primary Group ID is

AND | add Expressiar

R

[ Add Elq:wessjnr]

22. Create a new Simple expression by clicking the Add Expression button

I Advanced |

i_Add an:ressiori[

23. In the resulting menu, select the following from the drop down menus:

Agent Sel: | AD Query
Condition: | AD Query Passed

24. Click the Add Expression Button

Active Directory Query has | Passed El

|_Add Expression |

25. Click the Finished button to complete the expression




[ simple | Advanced |

Active Directory Query has | Passed v x|
AND  Add Expression

OR

Add Expression

e [Tt -

fPrnErﬁEﬂ Branch I-'-'.ules*]

| Add Branch Rule |

A=l

26. Click the Save button to complete the AD Query

27. In the Visual Policy Editor window for /Common/idp.f5demo.com?policy, click the Plus (+)
Sign on the successful branch between AD Query and Deny
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Access Policy: /Common/idp.fSdemo.com-policy  edtendings | (Endings: mw.m@

—————— e ——————— -
Start fallback . P fallback — Successful — Sucos 3 D
AD Query
fallback
AD Auth +—»—} Deny
fallback T
t-—» } Deny
Add New Macro

28. In the pop-up dialog box, select the Assignment tab and then select the Radio next to Advanced
Resource Assign, and click the Add Item button

L

|Egg.lm fyping lo search

O

ACL Assign o

() AD Group Resource Assign Map ACLs and resources based on user Aclive Direclory group membership

(@)
@]
9

BWC Po
(Citrix Smart Access
Drynamic ACL

LDAP Group Resource Assign

ks Sechons and Wehtop
Assign

Pool Assign
ROG Pelicy bssign

Resource Assign

Rt Demain and SNAT
Selaction

550 Credential Mapping

Varable Asugn

Expression-based assignment of Connectivity Resources, Webtop, and ACLs

Assign Bandwidth Controller polcies

Enable Citrix SmartAccess Mers when deployving with XenApp or XenDeskiop

Assign and map Access Conirol Lists (ACLs) retrieved from an extermal directory such as RADILIS or LDAR
Map ACLs and resources based on user LDAP group membership

Assign a Webfop, Webtop Links and Webtop Sections

Assign & Local Traffic Pool

Assign an scoess profle to use fo authorize hostfport on the Remote Deskiop Gateway
Assign Connectraty Rescuroes

Drynamically select Route Domain and SNAT settings

Enabies Singl= Sign-On (330] credenbisls caching and sssigrs 550 varlables

Asmign custom variables, configuration variables, or predefined seasion varables

Specify a pobcy that wil apply to VMware View connections

29. In the resulting Advanced Resource Assign pop-up window, click the Add New Entry button

30. In the new Resource Assignment entry, click the Add/Delete link
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_IFF'rnperties*ﬁ| fEranch Rules 1

MName: [Advanced Resource Assign

31. In the resulting pop-up window, click the SAML tab, and select the Checkbox next to /Common/
partner—app

Begin typing to search in | Current Tab | =

sAML 1/1* Mlwebtop 1/1*
JComman/partner-app

Show 7 more tabs

['static ACLs 0/C

32. Click the Webtop tab, and select the Checkbox next to /Common/full_webtop

Begin typing to search in | Current Tab |+

[ static acts 0/0 | [samL 1/1% | [ webtop 1/1% |[ Static Pool 0/3 | Show 6 more tabs

O None

|@ [Common/ful_webtop |

33. Click the Update button at the bottom of the window to complete the Resource Assignment entry

34. Click the Save button at the bottom of the Advanced Resource Assign window
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35. In the Visual Policy Editor, select the Deny ending on the fallback branch following Advanced Re-
source Assign

Access Policy: /Common/idp.fSdemo.com-policy | edtendngs  (endngs: atow, Deny [defaut])

N N e
=

AD Query
AD futh BB

falback

Add New Macro

36. In the Select Ending dialog box, selet the Allow radio button and then click Save

Select Ending:

orct [ -

dp.fodemo.com-policy | edtendngs | (Endings: Alow, Deny [defat])

) e R e e e i ey

AD Auth Mb‘“-ﬂ- ',' Deny
=ty =

Add New Macro

1.3.3 TASK 3 - Create the IdP Virtual Server and Apply the IdP Access Policy

1. Begin by selecting Local Traffic ?> Virtual Servers
2. Click the Create button (far right)
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Local Traffic «» Virlual Servers : Virlual §

-

virtual Jerver List

Search Resst Search

z

Mo records 1o display

~ | Btalus ~ Nama | © Description | © Appiicabon © Destnabon | © Senace Port © Type Resources

Enabia Disable Delate.._

3. In the New Virtual Server window, enter the following information:

General Properties

Name: idp.f5demo.com
Destination Address/Mask: | 10.1.10.110

Service Port: 443
Configuration
HTTP Profile: http (drop down)
SSL Profile (Client) | idp.f5demo.com?clientssl

Access Policy
Access Profile: | idp.f5demo.com?policy
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General Properties

Mame idp f5dema.com

Partition / Path

Description

Type

Source Address

Destination AddressiMask

Semvice Port

443
Motify Status to Virtual Address
Ayailability ) Unknown (Enabled) - The children pool member(s) either don't have service che
Syncookie Status Off

State I Enabled :
Configuration: I Basic :

Protocol TCP

Protocol Profile (Client) | tcp | =
Protocol Profile (Server) (Use Client Profile) |Z|
HTTP Profile

FTP Profile

RTSP Profile I Mone :
S55H Proxy Profile INUne :

Available
Commaon -
app.fademo.com-clientss| E|
clientss|
clientsskinsecure-compatible
clientssl-secure =

SSL Profile (Client)

Selected Available
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Access Policy

Access Profile

Connectivity Profile

Per-Request Policy Mone | =
VDI Profile None |«
Application Tunnels (Java &

Per-App VPN) "I Enabled
—nwa e ' ==l —

4. Scroll to the bottom of the configuration window and click Finished

1.3.4 TASK 4 - Test the SAML IdP

1. Using your browser from the jump host, navigate to the SAML IdP you just configured at https://
idp.f5demo. com (or click the provided bookmark)

_,-'# E] https://idp.fsdemo.com x e

,

& | & https://idp.fsdemo.com

s Big-I E] idp.f5demo.com E] app.f5demo.com [] idp.partner.com [ app.partner.com

2. Log in to the IdP. Were you successfully authenticated? Did you see the webtop with the SP applica-
tion?

Note: Use the credentials provided in the Authentication section at the beginning of this guide
(user/Agility1)

3. Click on the Partner App icon. Were you successfully authenticated (via SAML) to the SP?
4. Review your Active Sessions (Access ?> Overview ?> Active Sessions)

5. Review your Access Report Logs (Access ?> Overview ?> Access Reports)

1.4 Lab 3: Kerberos to SAML Lab

The purpose of this lab is to deploy and test a Kerberos to SAML configuration. Students will modify a
previous built Access Policy and create a seamless access experience from Kerberos to SAML for connect-
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ing users. This lab will leverage the work performed previously in Lab 2. Archive files are available for the
completed Lab 2.

Objective:
« Gain an understanding of the Kerberos to SAML relationship its component parts.

» Develop an awareness of the different deployment models that Kerberos to SAML authentication
opens up

Lab Requirements:
« All Lab requirements will be noted in the tasks that follow

Estimated completion time: 25 minutes

1.4.1 TASK 1 — Modify the SAML Identity Provider (IdP) Access Policy

1. Using the existing Access Policy from Lab 2, navigate to Access ?> Profiles/Policies ?> Access
Profiles (Per-Session Policies), and click the Edit link next to the previously created idp.f5demo.com-

policy

Access » Profiles | Policies : Access Profiles (Per-Session Policies)

% ~ | Access Profiles Per-Request Polici i mc Customization -
|

¥ || Search
| |~ Stalus = Name ¢ Application * Profile Type Access Policy Export Copy Logs
m access All (none) (none) (none)
E] . idp.fSdemo.com-policy All Export Cop default-log-setting

Delete.. Apply Access Policy

2. Delete the Logon Page object by clicking on the X as shown

Access Policy: /Common/idp.fodemo.com-policy | editendngs | (endings: alow, Deny [defaut])

| = : # fal
m ialback + T §|+_, ‘5'-'¢=_==f"+_.,_| Advanced Resource mm]ﬂ,_,
falback :I
; :l
Ihﬂ. I m

£

| Successhul

A0 Query

Add Mew Maoro

3. In the resulting Item Deletion Confirmation dialog, ensure that the previous node is connect to the
fallback branch, and click the Delete button

45



Item deletion confirmation
Do you really want to delete action ‘Logon Page'

Igwmnudnhlfalhad: Vlhﬂ:ﬁ .

O Delete all branches
Cancel | [Deete ] rep

4. In the Visual Policy Editor window for /Common/idp.f5demo.com?policy, click the Plus (+)
Sign between Start and AD Auth

Access Policy: /Common/idp.fS5demo.com-policy |edtendings  (endings: Allow, Deny [defnut])

] "¢ k
—————— b wl+—i’-{ Am-mmdpﬁu:m@n-lﬁ—+

{albacl:+

) oo |

Add Mew Macro

5. In the pop-up dialog box, select the Logon tab and then select the Radio next to HTTP 401 Re-
sponse, and click the Add Item button
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Segur fyping (o search

- Redrect wier 1o extemaly hosted form-bised wel kgon page

HTTP 401 Response HTTP 401 Response for Sasc or SPHEGO Merberos authenboston

HTTP 407 Respanse " HIT® 407 Response for Basc or SPHEGO Kerberas autharboaton
) Logen Page Wieh form-based lagor page for colecting end user cradensals [used with most deployments]
) wirnsl Keyboand Enables a wriual keybaard an e lgon page & entenn] cedentials

Wi & View LoQon Page Ciaclay logon saeen on VMwiare Vew dints

cance || | acdiem

6. In the HTTP 401 Response dialog box, enter the following information:

Basic Auth Realm: | £5demo.com
HTTP Auth Level: | basic+negotiate (drop down)

7. Click the Save button at the bottom of the dialog box
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JrF‘ererties‘} [Branch Rules]

MName: |H'I'I'F‘ 401 Response

401 Response Settings

Basic Auth Realm |F5demo. com| |
HTTF Auth Level I basic+negotiate | w
Customization
Language en [w Reset all defaults
Username

Logon Page Input Field #1

Password
Logon Page Input Field #2

Authentication required to access the resources.
HTTP response message

Click here if already logaed in
Logon Page Criginal URL

8. In the Visual Policy Editor window for /Common/idp. f5demo.com?policy, click the Plus (+)
Sign on the Negotiate branch between HTTP 401 Response and Deny

9. In the pop-up dialog box, select the Authentication tab and then select the Radio next to Kerberos
Auth, and click the Add Item button




|Egm typing to search

O LDAP Query

() LocalDB Auth

() NTLM Auth Result

) ocs auth

(0 on-Demand Cert Auth
) OTP Generste

() OTP Verify

() RADIUS Acct

() RADIUS Auth

() RSASecriD

Active Directory authenticaton of end user credentals

Active Directory query to pull user attributes for use with resource assgrment of other functons, such a3 AD group
mapping

Check e resull of dent cerbificate authenlication by e Local Traffic Chent S5L profile
Certificate Revocation List Distribution Point (CRLDP) dhent certificate suthenbication
HTTF authentcation of end user credentals

¥esberos authentication, typically following an HTTP 40 L Response action

LDAP authentication of end user credentials

LDAP query to pull user altributes for use with resource assignment or other functions; such as LDAP group mapping
Local Database Authentication

NTLM authenteation of end user credentials

Online Certificate Status Protocol (OCSP) dient certrficate authentcabon

Dynamicaly initiate an 5SL re-handshake and validate the received dient certificate
Generale One Time Passcode (OTP)

Verify One Time Passcode (OTP)

Send accountng messages to a RADIUS server when users log on and off

RADILS authentication of end user credentials

RSA SecurlD two-factor authentcation of end user redentials

SAML Auth using SAML Service Provider Interface

Send accounting messages to 8 TACACS+ server when users log on and off

(] i L LT T B R e e N L
Cancel Add Tt=m

10. In the Kerberos Auth dialog box, enter the following information:

AAA Server:

/Common/apm-krb-aaa (drop down)

Request Based Auth: | Disabled (drop down)

11. Click the Save button at the bottom of the dialog box

fProperﬁes ] [Eranch F‘.ules]

Name: [Kerberos Auth |

KERBEROS

AAA Server | [Common/apm-trb-aaa | w
Reguest Based Auth IMIZ[

Max Logon Attempts Allowed | 3 E|
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Note: The apm-krb-aaa object was pre-created for you in this lab. More details on the configuration
of Kerberos AAA are included in the Learn More section at the end of this guide.

12. In the Visual Policy Editor window for /Common/idp.f5demo.com?policy, click the Plus (+)
Sign on the Successful branch between Kerberos Auth and Deny

Access Policy: /Common/idp.fSdemo.com-policy |edtending | (endings: Deny [defsi], alow)

[t }-=E=a g LSV T, oot s advanced Resource assen |55+ plan |
oD A AL Gury falback | E

folbock E

P AR |\ s =

Kerberos Auth ke El

= o]

Mt New Mara

13. In the pop-up dialog box, select the Authentication tab and then select the Radio next to AD Query,
and click the Add Item button
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Iﬂeg.w typing lo search

Active Directory authentcation of end user credenbials

Active Directory query to pull user attnbutes for use with resource assignment or ather funchons, such as AD group
mapping

L Check the result of dient cerlificate suthentication by the Local Traffic Client S50 profile

0 P Auth Certificate Revocation List Distrbution Point (CRLDP) dient certificate authenbeation

() HTTP Auth HTTP authentication of end user cedentisls

() Kerberos duth Kerberas authentication, typicaly following an HTTP 401 Response action

() LDAP Auth LOAP suthentication of and user credentials

() LDAP Query LDAP query to pull user attributes for use with resource assignment or other functions, such as LDAP group mappng

() LocalD® Auth Local Database Authentication

() WTLM Auth Result WTLM authentication of end user credenibals

() oo Auth Orline Certfeate Status Pratocol (DESP) dient certficate authentcaton

() On-Demand Cert Auth Dynamically initiate an 551 re-handshake and vaidate the received dient certificate

() OTP Generate Generate Omne Time Passcode (OTF)

O ofP venfy Verify One Time Passcode (OTP)

) RADIUS Acct Send sccounting messages to & RADIUS server when users kog on and off

() RADIUS Auth RADIUS authentication of end user credentals

(") RSASecwID RSA SecurlD bwo-factor suthenbication of end user cedentisls

() sam Auth SAML Auth usng SAML Serwce Brovider Interface

() TACACS+ Acct Serid SL00UNTNG Mesages Lo & TACACS + server when usens leg on and off

v FARRAR ¢ bkl el o omdimmn mm il o
===l =

14. In the resulting AD Query(1) pop-up window, select /Commmon/f5demo_ad from the Server drop
down menu

15. In the SearchFilter field, enter the following value: userPrincipalName=%{session.logon.
last.username}
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16. In the AD Query(1) window, click the Branch Rules tab

fPrnperﬁes] [Branch Rules ]

Mame: |.ﬁ.D Query(1)

Active Directo

Type I Query

SErver | fCommon/f5demo_ad | w
userPrincipalMame =%{session.logon. last.username}

SearchFilter

Fetch Primary Group I Disabled | w

Cross Domain Suppart I Disabled | w

Fetch Mested Groups I Disabled | w

Complexity chedk for Password I—

Reset Disabled | v

Max Password Reset Attempts I_

Allowed 3 L

Prompt user to change password
before expiration

W |I:I

=
[=]
=
]

17. Change the Name of the branch to Successful.

18. Click the Change link next to the Expression

[Pruxrﬁes Branch Rules™®

Add Branch Rule

|

Expressnon User's Primary Group ID is 100

Insert Before: I 1: Successful :

MName: falhadk

19. In the resulting pop-up window, delete the existing expression by clicking the X as shown
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fSimpIE ] rAdvanced -]

User's Primary Group ID is

AND | add Expressiar

R

[ Add Elq:wessjnr]

20. Create a new Simple expression by clicking the Add Expression button

[Smpie® ) Advanced

Ir Add Emesm?r{

21. In the resulting menu, select the following from the drop down menus:

Agent Sel: | AD Query
Condition: | AD Query Passed

22. Click the Add Expression Button

Active Directory Query has | Passed E|

| Add Expression |

23. Click the Finished button to complete the expression




[ simple | [ Advanced |

Active Directory Query has | Passed v X
AND Add Expression
OR

Add Expression

o e

24. Click the Save button to complete the AD Query

T —

[Pru@rﬁes] Branch I-'-'.ules‘]

[ Add Branch Rule ]

Mame: [Successful

1l L E

25. In the Visual Policy Editor window for /Common/idp.f5demo.com?policy, click the Plus (+)
Sign on the Successful branch between AD Query(1) and Deny

26. In the pop-up dialog box, select the Assignment tab and then select the Radio next to Advanced
Resource Assign, and click the Add Item button
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|.§rp5.rrh fyping lo search

Map ACLs and resources based on user Active Directory group membership
Expression-based assignment of Connectivity Resources, Webtop, and ACLs

Assign Bandwidth Controller polcies

Enable Citrix Smartaccess fiters when deployving with XenApp or XenDeskiop

Assign and map Access Control Lists (ACLs) retrieved from an extermal drectory such as RADILS or LDAF
Map ACLs and resources based on user LDAR group membership

Assign a Webtop, Webtop Links and Webtop Sections

Assign a Local Traffic Pool

Assign an sccess profie to use o suthorize hostfport on the Remote Deskiop Gateway
Assign Connecmaty Resources

Dynamically gelect Route Domain and SNAT gettings

Enables Single Sign-On (550 eredentisls caching and assigns 550 varlables

Asmign custom variables, configurabion variables, or predefined session variables

Specify a pobcy that wil apply to VMware View connectiong

27. In the resulting Advanced Resource Assign(1) pop-up window, click the Add New Entry button

28. In the new Resource Assignment entry, click the Add/Delete link
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_IFF'rnperties*ﬁ| fEranch Rules 1

MName: [Advanced Resource Assign

29. In the resulting pop-up window, click the SAML tab, and select the Checkbox next to
/Common/partner-app

Begin typing to search in | Current Tab | =

SAML 1/1% ebtop 1/1%
/Commen/partner-app

Show 7 more tabs

[ static ACLs 0/C

30. Click the Webtop tab, and select the Checkbox next to /Common/full_webtop

Begin typing to search in | Current Tab |+

[‘static ACLs 0/0 | [ sAML 1/1% | [ Webtop 1/1= | [ Static Pool 0/3 | Show 6 more tabs

(O None

| (® /Common/full_webtop |

31. Click the Update button at the bottom of the window to complete the Resource Assignment entry

32. Click the Save button at the bottom of the Advanced Resource Assign(1) window
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33. In the Visual Policy Editor, select the Deny ending on the fallback branch following Advanced Re-
source Assign

ru:mPolicy: /Commen/idp.f5demo.com-policy  Edtindngs  (Endings: Alow. Demy [delnct]
| stort )

lalack Baiic "1 Succasstul
+=| =+ ——— e g ]

1'

sl
b o=
—Hy ®
TP 431 § m_'__»_ Sunun‘-ul‘_»_ S‘utnﬂﬁ.l_'_
A0 Query(]}
"‘!Rk+

| . =

I Add Mew Macra

34. In the Select Ending dialog box, selet the Allow radio button and then click Save

deectEnd'ng:
(O Deny O

Lot [Teoe ] -

35. In the Visual Policy Editor, click Apply Access Policy (top left), and close the Visual Policy Editor
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1.4.2 TASK 2 - Test the Kerberos to SAML Configuration

Note: In the following Lab Task it is recommended that you use Microsoft Internet Explorer. While other
browsers also support Kerberos (if configured), for the purposes of this Lab Microsoft Internet Explorer has
been configured and will be used.

1. Using Internet Explorer from the jump host, navigate to the SAML IdP you previously configured at
https.//idp.f5demo.com (or click the provided bookmark)

O https://idp.fsdemo.com +

€< B https://idp.fsdemo.com

5 Big-If E] idp.fSdemo.com appfsdemo.com [] idp.partner.com [] app.partner.com [] saas.fSdemo.com

2. Were you prompted for credentials? Were you successfully authenticated? Did you see the webtop
with the SP application?

3. Click on the Partner App icon. Were you successfully authenticated (via SAML) to the SP?
4. Review your Active Sessions (Access ?> Overview ?> Active Sessions)

5. Review your Access Report Logs (Access ?> Overview ?> Access Reports)

1.5 Lab 4: [Optional] SaaS Federation iApp Lab

The purpose of this lab is to familiarize the Student with the new SaaS Federation iApp. Students will use
the iApp to create a federation relationship with a commonly used Saa$S provider. This lab will leverage the
work performed previously in Lab 3. Archive files are available for the completed Lab 3.

Objective:

+ Gain an understanding of the new SaaS Federation iApp and its features.

+ Deploy a working SaasS federation using the iApp to a commonly used Saa$S provider
Lab Requirements:

+ All lab requirements will be noted in the tasks that follow

Estimated completion time: 25 minutes

1.5.1 TASK 1 — Create a new SaaS SAML Service Provider (SP)

1. Navigate to Access ?> Federation ?> SAML Identity Provider ?> External SP Connectors
2. Click specifically on the Down Arrow next to the Create button (far right)

3. Select From Metadata from the drop down menu
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SAML ldentity Provider : External SP Connectors

mider =  SAML Identity Provider ~ SAML Resources = OF

This application is usedto manag  Local ldP Senvices

#IG-IP (this device), in its role as a SAML Identity Provider, receives an authentication request from a service and in tum authenticates the user and sends an assertion back to the senvice.
Users can create, edit and delete

respeciive buttons.

Artifact Resolution Senices

Cee ]

[ ] Name ~ SAML |dP Senices Description Pariition Custom

[7] sami_oflice365 Precefined SP connector objectfor Office 365 Common

From Metadata

From Template... »
I

4. In the Create New SAML Service Provider dialogue box, click Browse and select the
SAMLSP-00D360000007jkp.xml file from the Desktop of your jump host

5. In the Service Provider Name field, enter: salesforce
6. Click OK on the dialog box

Create New SAML Service Provider

Select File™:
SAMLSP-00036000000]kp.xmi I Browse

Senvice Provider Name™:

salesforce

Select Signing Certificate :

1.5.2 TASK 2 - Deploy the SaaS Federation iApp

1. Navigate to iApps ?> Application Services -> Applications and click on the Plus (+) Sign as shown
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authentication request from a ser

This application is used to manag
T4} 1Apps
delete their SP

Templates

AWS [] app.partner.com

| saml_office365
||"-|=—“ —— - R

2. In the resulting New Application Service window, enter saas as the Name

3. Select £5.saas_idp.v1.0.rcl from the Template drop down menu

iApps » Application Services : Applications » New Application Service...

Template Selection: | Basic =]

. [ 75.5aas_idp.v1.0.0rct

Note: The iApp template has already been downloaded and imported for this lab. You can download
the latest iApp templates from https://downloads.f5.com/

Mame

Template

4. Configure the iApp template as follows:

SaaS Applications

Application: New federation relationship with salesforce.com
SP: salesforce

Display Name: | salesForce

SP Initiated: No

Saas Applications

‘Which SaaS
application
(and 8P
Connector) are
you using?

Appllcaﬁo'l MNew federation relationship with Sal&iforoeourr:l *I_;_s_gl_e;_:_s_fqr_‘f__ — j IDlspIay Naml SalesForce i Bl Iniliat X
Add

BIG-IP APM Configuration
What EntitylID do you want to use for your SaaS applica- | https://idp.f5demo.com/
tions? idp/£5/

Should the iApp create a new AAA server or use an existing | £5demo_ad

one?



https://downloads.f5.com/

BIG-IP APM Configuration

Haw is your EntityD farmatted? | | My EntitylD is a URL =

Select appropriate format used to identify provider (APM) to federation partners (Saas applications).

What EntitylD do you want to " ;
use foryour Saas applications? I hits:ifidp.fademo.comfidpifsi

Specify the glabally unigque, persistent URL ar URM that will be used to identify this [dentity Providerd

Should the iApp create a new
AAB cemar or use an existing |f5demu:u_ad E
one?

Choose whether you want the iApp ternplate to create a new AAA server ohject, or select the custom
specific requirements, we recammend allowing the idpp to create a new A48 server far the deploym

Wihich APM logging profile do

you wantto use? default-log-setting E

Selectthe AFM logging profile to use for the Access Palicy created by this iApp deployvment.

BIG-IP Virtual Server

What is the IP address clients will use to access the BIG-IP IdP Service? | 10.1.10.120

What port do you want to use for the virtual server? 443

Which certificate do you want this BIG-IP system to use for client authen- | idp.f5demo.com.

tication? crt

What is the associated private key? idp.f5demo.com.
key

BIG-IP IdP Virtual Server

What iz the IP address clients
will use to access the BIG-IP | 10110120
|dP Service?

Specify the IP address for the BIG-IP virtual server. Clients will resalve the FQDMN ofthe |

What port do you want to use fo
the wirtual server?

| 443

Specify the associated service port. The default portis 443,

Which cedificate da you want
this BIG-IP system to use for | idp.fademo.com.crt E|
client authentication?

Selectthe name of the cerificate the system uses for client-side S5L processing. The ¢

What iz the azzaciated private

key? | idp.fademo.com. key E|

Selectthe name ofthe associated 551 key.

Note: We are deploying the iApp on a different IP so that you can see how everything is built out;
however, this IdP will not work, as the idp. f5demo.com FQDN resolves to another IP. We are going
to use the iApp to create the SAML resource that we will assign to our existing access policy from Lab
3.

IdP Encryption Certificate and Key
Which certificate do you want to use to encrypt your SAML Assertion? | SAML.crt
What is the associated private key? SAML.key
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IDP Encryption Certificate and key
Which certificate do you want Ic

use to encrypt your SAML
Assertion?
Select the name of the certificate you importe:
select it. To select any new certificates and ke
IMPORTANT The |f cate can be either self-signed certifi

ard certificate to sign SAML assert

What is the associated private
key?

Select the name of the associated SSL key.

5. Scroll to the bottom of the configuration template and click Finished

6. Once deployed, you can review the built out SaaS Federation iApp at iApps ?> Application Services
?> Applications ?> saas

iIApps » Application Services : Applications » sass

¥+ ~ Properties Reconfigure Components Security Analytics

‘ Name Availability Type
= ==BIG-IP
= D 5ass Application Service
= I_] [Csass_vs 2 Unknown Virtual Server
|_1 10.1.10.120 Virtual Address
[=]sass_nttp Profile
E [j sass_client-ssl Profile

7. Review the new virtual servers created by the iApp at Local Traffic ?> Virtual Server ?> Virtual
Server List
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Local Traffic » Virtual Servers : Virtual Server List

I~ | Mitual Server List | Yirual Addr

:

El Status | =~ Mame = Description | = Application | = Destination
[l @ app fadema.com 10.1.10.100
[ (] idp fadema.com 10110110
[ (] gaas_redir_vs S3as 10110120
] a 5a35_vs Sads 10110120
| Enable || Disable || Delete..

8. Review the new Access Policy built by the iApp at Access ?> Profiles/Policies ?> Access Profiles
(Per-Session Policies) and select the Edit link next to the saas Access Policy

Access » Profiles | Policies : Access Profiles (Per-5ession Policies)

" ~ Access Profiles Per-Request Policies  Policy Sync Customization

B EEEI'I.‘-_I'I |

+ |~ Slatus = Name ¢ npplinﬂnnl ¢ Profile Type Access Pnliw- Expor

L arcess All (none) {none
B g app.fodemo.com-policy Al B8 Edit Expor
| » idp MSdemo.com-polic All 0 Edit Expor
| ] g

| saas  aas All B8 Edit Expor
 Delete.. || ApplyAccess Policy | .

9. Test the SaaS iApp by clicking on the bookmark in your browser.
b
el &4 Mew tab

] app.partnercoln E Saalifpp 10,110,120

Note: Navigating to the virtual server by IP will produce a certificate warning. This is expected. Click

63



through the warning to see the resulting page.

1.5.3 TASK 3 - Modify the SAML IdP Access Policy

The previous task, Task 2, was to provide you an understanding of how the SaaS Federation iApp can
automatically build a configuration for you.

In this task we will be modifying the existing Webtop from prior labs to add the SaaS SalesForce application.
The purpose of the task is so you can see the F5Demo App and SalesForce in the same Webtop.

1. Using the same Access Policy from Lab 3, navigate to Access ?> Profiles/Policies ?> Access
Profiles (Per-Session Policies) and click the Edit link next to the previously created idp. f5demo.
com-policy

Access » Profiles | Policies : Access Profiles (Per-Session Policies)

% « | Access Profiles Per-Request Policies | Policy Sync Customization -

¥ | Search
| |~ Status ~ Name ¢ Application * Profile Type Access Policy Expot Copy Logs
= access All (none) (none) (none)
O Ll idp.fSdemo.com-policy All Export.. Copy.. default-log-setting

Delete... Apply Access Policy

2. In the Visual Policy Editor window for /Common/idp. f5demo.com?policy, click the Advanced
Resource Assign object.

Access Policy: /Common/idp.fSdemo.com-policy | edtendrgs | (Endign Atew, Deny [delsub])
[t ) 2ot | o ") Svoceshd |, | | Sucestul W e Rogource Asmcr! +_,
AD Oupr
A0 futh .- 1
= =
¢ Deny
BT S e T s P s =iy, SRRy
ADQueny(n |
Kerberos Auth ' % Deny I
-
falback :Iu
Add Mew Maorg

3. Click the Add/Delete link on the Resource Assignment item
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Mame: |Advanced Resource Assign{1)

Resource Assignment
Add new entry

SAML: /Common/partner-app
ornononyfull_webtop

4. Click the SAML tab, and select the checkbox next to /Common/saas.app/
saas_SalesForce_saml_resource_sso

Show 7 more tabs

.4 JCommon/saas.app/saas_SalesForce_sam|_resource_sso

5. Click the Update button at the bottom of the window to complete the Resource Assignment entry

6. Click the Save button at the bottom of the Advanced Resource Assign window

7. Repeat steps 2 - 6 with the Advanced Resource Assign (1) object

8. In the Visual Policy Editor, click Apply Access Policy (top left), and close the Visual Policy Editor
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Policy: /Common/idp.fSdemo.com-policy | EdtEndngs  (Bndings: ken, Deny [defaual)

el . Hey Y
Start fback I L o =k i‘".«m il Sucoshul (e Advanced Resoursoe Assign ]HM I =k
AD Query
' =
Hegetinie N Susewashul I— Falbomch
HITE 401 Responss + Acdvan(ed Resour op Assiani(1) +=x
an .
S — o |
falback | :'
faloack | | } D
Add New Macro

1.5.4 TASK 4 - Test the SaaS Federation Application

1. Using your browser from the jump host, navigate to the SAML IdP previously configured at https:/
/idp. f5demo.com (or click the provided bookmark)

O nttps://idp.fsdemo.com * | +

i _ﬂ https://idp.f5demo.com)l

idp.fSdemo.com app.fsdemo.com [] idp.partner.com [] app.partnercom [] saas.fidemo.com

2. Were you prompted for credentials? Were you successfully authenticated? Did you see the webtop
with the new SaaS SP application?

3. Click on the SalesForce icon. Were you successfully authenticated (via SAML) to the SP?
4. Review your Active Sessions (Access ?> Overview ?> Active Sessions)

5. Review your Access Report Logs (Access ?> Overview ?> Access Reports)

1.6 Conclusion

Thank you for your participation in the 301 Access Policy Manager (APM) Federation Lab. This Lab Guide
has highlighted several notable features of SAML Federation. It does not attempt to review all F5 APM
Federation features and configurations but serves as an introduction to allow the student to further explore
the BIG-IP platform and Access Policy Manager (APM), its functions & features.

1.6.1 Learn More

The following are additional resources included for reference and assistance with this lab guide and other
APM tasks.
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Links & Guides

* Access Policy Manager (APM) Operations Guide: hitps://support.f5.com/content/kb/en-us/
products/big-ip_apm/manuals/product/f5-apm-operations-guide/_jcr_content/pdfAttach/download/
file.res/f5-apm-operations-guide.pdf

» Access Policy Manager (APM) Authentication & Single Sign on Concepts: https:/support.f5.
com/kb/en-us/products/big-ip_apm/manuals/product/apm-authentication-sso-13-0-0.html

+ SAML:

— Introduction: https://support.f5.com/kb/en-us/products/big-ip_apm/manuals/product/
apm-authentication-sso-13-0-0/28.html#guid-28f26377-6e10-42¢9-883a-3ac65eab9092
- F5 SAML |IdP (ldentity Provider with Portal): https://support.f5.com/kb/

en-us/products/big-ip_apm/manuals/product/apm-authentication-sso-13-0-0/29.html#
guid-42e93e4b-e4fc-4c3d-ae53-910641d5755¢

- F5 SAML |IdP (ldentity Provider without Portal): https://support.f5.com/kb/
en-us/products/big-ip_apm/manuals/product/apm-authentication-sso-13-0-0/30.html#
guid-39ffed07-65f2-40b8-85ae-c80073cc4e82

- F5 SAML SP (Service Provider): https://support.f5.com/kb/en-us/
products/big-ip_apm/manuals/product/apm-authentication-sso-13-0-0/31.html#
guid-be2cf224-727e-4a0f-aa68-676fdedbal37b

— F5 Federation iApp (Includes 0365): https://www.f5.com/pdf/deployment-guides/
saml-idp-saas-dg.pdf

- F5 0365 Deployment Guide: https://www.f5.com/pdf/deployment-guides/
microsoft-office-365-idp-dg.pdf

» Kerberos
— Kerberos AAA Object: (See Reference section below)

— Kerberos Constrained Delegation: http://www.f5.com/pdf/deployment-guides/
kerberos-constrained-delegation-dg.pdf

» Two-factor Integrations/Guides (Not a complete list)

— RSA Integration: https://support.f5.com/kb/en-us/products/big-ip_apm/manuals/product/
apm-authentication-single-sign-on-12-1-0/6.html#conceptid

— DUO Security:
= https://duo.com/docs/f5bigip
= https://duo.com/docs/f5bigip-alt

— SafeNet MobilePass: htip://www.safenet-inc.com/resources/integration-guide/data-protection/
SafeNet_Authentication_Service/SafeNet_Authentication_Service  RADIUS Authentication_
on_F5 BIG-IP_APM_Integration_Guide

— Google Authenticator: https://devcentral.f5.com/articles/two-factor-authentication-with-google-authenticator-an
» Access Policy Manager (APM) Deployment Guides:

— F5 Deployment Guide for Microsoft Exchange 2010/2013: hitps:/f5.com/solutions/
deployment-guides/microsoft-exchange-server-2010-and-2013-big-ip-vi1

— F5 Deployment Guide for Microsoft Exchange 2016: https://f5.com/solutions/
deployment-guides/microsoft-exchange-server-2016-big-ip-v11-v12-ltm-apm-afm
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https://duo.com/docs/f5bigip-alt
http://www.safenet-inc.com/resources/integration-guide/data-protection/SafeNet_Authentication_Service/SafeNet_Authentication_Service__RADIUS_Authentication_on_F5_BIG-IP_APM_Integration_Guide
http://www.safenet-inc.com/resources/integration-guide/data-protection/SafeNet_Authentication_Service/SafeNet_Authentication_Service__RADIUS_Authentication_on_F5_BIG-IP_APM_Integration_Guide
http://www.safenet-inc.com/resources/integration-guide/data-protection/SafeNet_Authentication_Service/SafeNet_Authentication_Service__RADIUS_Authentication_on_F5_BIG-IP_APM_Integration_Guide
https://devcentral.f5.com/articles/two-factor-authentication-with-google-authenticator-and-apm
https://f5.com/solutions/deployment-guides/microsoft-exchange-server-2010-and-2013-big-ip-v11
https://f5.com/solutions/deployment-guides/microsoft-exchange-server-2010-and-2013-big-ip-v11
https://f5.com/solutions/deployment-guides/microsoft-exchange-server-2016-big-ip-v11-v12-ltm-apm-afm
https://f5.com/solutions/deployment-guides/microsoft-exchange-server-2016-big-ip-v11-v12-ltm-apm-afm

— F5 Deployment Guide for Microsoft SharePoint 2010/2013: hitps:/f5.com/solutions/
deployment-guides/microsoft-sharepoint-2010-and-2013-new-supported-iapp-big-ip-v114-ltm-apm-asm-aam

— F5 Deployment Guide for Microsoft SharePoint 2016: https://f5.com/solutions/
deployment-guides/microsoft-sharepoint-2016-big-ip-v114-v12-ltm-apm-asm-afm-aam

— F5 Deployment Guide for Citrix XenApp/XenDesktop: https://f5.com/solutions/
deployment-guides/citrix-xenapp-or-xendesktop-release-candidate-big

— F5 Deployment Guide for VMWare Horizon View: https://f5.com/solutions/deployment-guides/
vmware-horizon-view-52-53-60-62-70-release-candidate-iapp-big-ip-v11-v12-ltm-apm-afm?
tag=VMware

— F5 Deployment Guide for Microsoft Remote Desktop Gateway Services: htips:/f5.com/
solutions/deployment-guides/microsoft-remote-desktop-gateway-services-big-ip-v114-ltm-afm-apm

— F5 Deployment Guide for Active Directory Federated Services: hitps:/f5.com/solutions/
deployment-guides/microsoft-active-directory-federation-services-big-ip-v11-ltm-apm

1.6.2 Reference: Kerberos AAA Object

The following is an example of the AAA Server object used in Lab 3: Kerberos to SAML Lab (the
/Common/apm-krb-aaa used in Task 1).

AD User and Keytab

1. Create a new user in Active Directory

2. In this example, the User Logon Name kerberos has been created
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https://f5.com/solutions/deployment-guides/microsoft-sharepoint-2010-and-2013-new-supported-iapp-big-ip-v114-ltm-apm-asm-aam
https://f5.com/solutions/deployment-guides/microsoft-sharepoint-2010-and-2013-new-supported-iapp-big-ip-v114-ltm-apm-asm-aam
https://f5.com/solutions/deployment-guides/microsoft-sharepoint-2016-big-ip-v114-v12-ltm-apm-asm-afm-aam
https://f5.com/solutions/deployment-guides/microsoft-sharepoint-2016-big-ip-v114-v12-ltm-apm-asm-afm-aam
https://f5.com/solutions/deployment-guides/citrix-xenapp-or-xendesktop-release-candidate-big
https://f5.com/solutions/deployment-guides/citrix-xenapp-or-xendesktop-release-candidate-big
https://f5.com/solutions/deployment-guides/vmware-horizon-view-52-53-60-62-70-release-candidate-iapp-big-ip-v11-v12-ltm-apm-afm?tag=VMware
https://f5.com/solutions/deployment-guides/vmware-horizon-view-52-53-60-62-70-release-candidate-iapp-big-ip-v11-v12-ltm-apm-afm?tag=VMware
https://f5.com/solutions/deployment-guides/vmware-horizon-view-52-53-60-62-70-release-candidate-iapp-big-ip-v11-v12-ltm-apm-afm?tag=VMware
https://f5.com/solutions/deployment-guides/microsoft-remote-desktop-gateway-services-big-ip-v114-ltm-afm-apm
https://f5.com/solutions/deployment-guides/microsoft-remote-desktop-gateway-services-big-ip-v114-ltm-afm-apm
https://f5.com/solutions/deployment-guides/microsoft-active-directory-federation-services-big-ip-v11-ltm-apm
https://f5.com/solutions/deployment-guides/microsoft-active-directory-federation-services-big-ip-v11-ltm-apm

& Create in: acme.com/acme-Users

First name: Initials:

Last name:

Full name:

User logon name:

kerberos [Eacme . com

User logon name (pre-Windows 2000):
ACME™

3. From the Windows command line, run the KTPASS command to generate a keytab file for the previ-
ously created user object

ktpass /princ HTTP/kerberos.acme.com@ACME.COM /mapuser acme\kerberos /
ptype KRB5_NT_PRINCIPAL /pass password /out c:\file.keytab

FQDN of virtual server: kerberos.acme.com
AD Domain (UPN format): | @ACME . COM
Username: acme\kerberos
Password: password

4. Review the changes to the AD User object
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Organization | Published Cedfficates | Member Of | Password Replication
Diial4n Object Security Environment Sessions
Remote control | Remote Desktop Services Profile | COM+ | Attribute Editor
General | Address | Account Profle | Telephones | Delegation

User logon name:
HTTP/erberos acme.com Eacme.com

User logon name (pre-Windows 2000):
ACME™, kerberos

Logon Hours... Log On To...

[w] Unlock account

Account options:

[ ] User must change password at next logon
[ ] User cannot change password

[+] Password never expires

[ ] Store password using reversible encryption

Accourt expires
(®) Newver
() End of: Tuesday . Aogust 9 2016

Kerberos AAA Object

1. Create the AAA object by navigating to Access ?> Authentication -> Kerberos
2. Specify a Name
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3. Specify the Auth Realm (Ad Domain)
4. Specify a Service Name (This should be HTTP for http/https services)
5. Browse to locate the Keytab File

6. Click Finished to complete creation of the AAA object

Access i Authentication :» Hew Server..

General Properties

Mame Kerberos_Ss0
Type Kerberos
Configuration
Auth Realm ACME.COM
Senvice Name HTTF
Keytab File Browse... Nofile selected.

Cancel  Repeat Finished

7. Review the AAA server configuration at Access ?> Authentication
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Class 2: OAuth Federation with F5

2.1 Lab Environment

All lab prep is already completed if you are working in the UDF or Ravello blueprint. The following informa-
tion will be critical for operating your lab. Additional information can be found in the *Learn More* section
of this guide for setting up your own lab.

Lab Credentials

Host/Resource Username | Password
Windows Jump Host user user
Big-IP 1, Big-IP 2 GUI (Browser Access) | admin admin
Big-IP 1, Big-IP 2 CLI (SSH Access) root default

Lab Network & Resource Design
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&) AGILITY 2017 Lab

331 OAuth Federation with F5 Environment

Big-IP 1 OAuth (C/RS)
10.1.1.4/24

Si~ Cloud-baseds,
{ Lab Environment

-

Student
Lapop

-
10.1.1.6/24

Management  gig-p 2 OAuth (C/RS)

() Jump Host = ($IG-1P-1(VE) (% 31G-1P-2 (VE) | ) Lab Server VLANSs

05 Windows 7 T™MOS 13.00 T™MOS 13.00 0os Ubuntu TMOS IP Subnet

External 10.1.20.210 Internal 10.1.10.10/24 Internal 10.1.10.11/24 Internal | 10.1.10.100/24 Internal 10.1.10.0/24

Mgmt. 10.1.1.6 External 10.1.20.10/24 External 10.1.20.11/24 10.1.20.0/24
— | Services Web Services

Mgmt. 10.1.1.4/24 Mgmt. 10.1.1.5/24 10.1.1.0/24

2.2 Lab 1: Social Login Lab

Note: The entire module covering Social Login is performed on BIG-IP 1 (OAuth C/RS)

2.2.1 Purpose
This module will teach you how to configure a Big-IP as a client and resource server enabling you to inte-
grate with social login providers like Facebook, Google, and LinkedIn to provide access to a web application.

You will inject the identity provided by the social network into a header that the backend application can use
to identify the user.

2.2.2 Task 1: Setup Virtual Server

1. Go to Local Traffic -> Virtual Servers -> Create

i |Search| I| Create... |
|¥| || ~| Status | ~ Mame < Description | = Application | = Destination | = Service Port | = Type | Resources | < Partition / Path
a dns_host_resolver 10.1.20.99 53 Standard Edit... Comman

| Enable || Digable || Delete... |
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2. Enter the following values (leave others default)
 Name: social.fbagility.com-vs
* Destination Address: 10.1.20.111
+ Service Port: 443

HTTP Profile: http

» SSL Profile (Client): f5agility-wildcard-self-clientssl

» Source Address Translation: Auto Map

‘General Properties

I Name || social fSagilty. com-vs I
Description |

Type [ Standard v

Source Address [
Destination Address/Mask i| 10.1.20.111 I
Service Port 443 [HTTPS ]

Notify Status to Virtual Address | []

State |Enabled |

Configuration: | Basic |

Protocol TCP v
Protocol Profile (Client) [tep v]
Protocol Profile (Server) [iUse Client Profie) v]
HTTP Profile niip V]
HTTP Proxy Connect Profile None v]
Traffic Acceleration Profile [None ]
FTF Profile None W
RTSP Profile None
Selected Available
- [ chentssHnsecure-compatible |
y ag ard-sefi-clientss <<| | chentssl-secure
S el {Clant) | J cryplo-senver-defaull-chentss!
[22]| splitsession-defautt-clientss!
wom-defaull-clientssi
Selected Available
[iCommon
Pr erver) [==]| apm-default-serverssi
et cryplo-dient-defaull-serverssl
[”] peoip-default-serverss
L serverss|
SMTPS Profile None
Client LDAP Profile None v
Server LDAF Profile None
SMTP Profile None v
VLAN and Tunnel Traffic [All VLANS and Tunnels |
Source Address Transtation [Auto Map | I

3. Select webapp-pool from the Default Pool drop down and then click Finished




Resources

Enabled Avallable
—sys_APW_ExchangeSuppor_helpsr ]
[== _sys_APM_ExchangeSupport_main

iRules _sys_APM_Office365_SAML_BasicAuth |

[32] | —sys_APM_activesync

_5y5_auth_krbdelegate
[Up] [Down|
Enabled Available

Policies | <
onanos t| )
Detault Persistence Prosile [None -]
Fallback Persistence Profie [None

| Cancel | | Repeat

4. Testaccess to https://social.f5agility.com from the jump host's browser.

You should be able to see the backend application, but it will give you an error indicating you have not
logged in because it requires a header to be inserted to identify the user.

[ Express x

& C | & Secure | https://social.f5agility.com el

F5 Guru Demo Login  Home  Help

Oh snap!
You have to login to use this application

2.2.3 Task 2: Setup APM Profile

1.

Go to Access -> Profiles / Policies -> Access Profiles (Per Session Policies) -> Create

 E— |

| |=|sahus = Access Frodhe Hame 4 Appbcaten © Prote Type | Paer-Sassen Pebcy Exsel Copy  Lags Vrlsd Seses © Fartton | Fath

a ranwy frane; (nate) Comren

[t | [Aaety |

Enter the following values (leave others default) then click Finished
* Name: social-ap
* Profile Type: 211

* Profile Scope: Profile
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+ Languages: English

Access i Profiles / Policies : Access Profiles (Per-Session Policies) :» Mew Profile...

General Properties

Mame ‘I social-ap I

Parent Profile aCless
Profile Type I[ All v |
Profile Scope I| Profile v ”
Language Settings
Additicnal Languages | Afar (za) ~ | [dd
) Factory Builiin Languages
I|EE&| Japanese (1) E
Chinese 2h-cn)
E;;n:l:l;mlhmuj (zh-tw)
- =,
Default Language Enghish (en) ~

3. Click Edit for social-ap, a new browser tab will open

I3 ] [ e impert |
v | =) Stwsm | = heras Profie e # Aopicaton ¢ Pofie Trpe Fur Biion Fuky Expen | Coy | Logs il Bavers |+ Pactian (P

P o - irema roes)

B e - e comncn

4. Click the + between Start and Deny, select OAuth Logon Page from the Logon tab, click Add ltem

Access Policy: /Common/social-ap [edit Endings| (Endings: Allow, Deny [default])

Ctagt hll' Deny

| Add New Macro |
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Lagon | [ duthersication | [ Asmgnment | (Endeoint Securky (Server-sice) | Endooim Secorit (Chest-Sie) | [ Genere Purpoee

Tt Logon Prompt Configure kgon optioes for Citvix clients.

External Logen Page Raedirect user to externaly hosted form-based web logon page

HTTP 401 Responsa HTTP 401 Response for Basic or SPNEGO Kerberos authentication

HTTF 407 Response HTTP 407 Response for Basic or SPNEGO,Kerberos authentication

Logen Fage Vieh ferm-based logon page for collecting end user credentials (used with most deployments)
®  Ghuth Lagon Pape ikt Lagon Pape wsed for (uth Cient uthenticabion |

Wirtual Kevboard Enables a virtual keybosrd en the logon page fer enbering credentisls

Whware View Logen Page  Display logen screem on VMware View dients

_;ah(el_l Add Tiem |

[e]
. Set the Type on Lines 2, 3, and 4 to none
rmpemﬂ‘ rBram:h R.uls]
Mame: | DAuth Logon Page
Logen Page Agent
|Snitdmintmmﬁd|m.me |'No ~] |
|0\PTOMC°I|ﬁumﬁn|| |'Nonc ] |
Type Past Variable Name Session Varisble Name  Clean Variable Velues Read Only
1 [radio osuthprovidertype [aauthprovidertype Mo | 3 [we |
ZI nane - I oauthprovidertyperope | [oauthprovidertyperope Mo
3 usemame | [usermame | e [T
-1 passward ] [password ] [he - No -
5 [none figds ] [hedss ] [ -]

. Change the Logon Page, Input Field #1 to “Choose a Social Logon Provider”

Customization [ Import |
[Language [ [Reset ol gefouis | |

Secure Logon <br> for F5 Networks

Form Header Text

Logon Page Input Field #1 Choose a Social Logon Provider |

F5=>F5;Google=>Google;Facebook=>Facebook; Fing=>Fing Identity; Custom=>Custom;ROPC=>ROFC
Lesit]

Input Field #1 Values

. Click the Values column for Line 1, a new window will open.

Type Post variable Mame Session Wariable Name  Clean Variable Wallies Read Only

1 |radio v |Dauthpr0vidertype | |Dauthpr0vidertype | MNo ¥ I|FS,'GDDgIe;Facebuok;F‘ing;CusI No T
Click Here

Alternatively, you may click [Edit] on the Input Field #1 Values line. Either item will bring you to the
next menu.

Customization Impart |

|L.|nguage | an Recet all defaults | |
Form Header Taxt |Eecur! Logon «<br: for F5 Networks

Lagon Page Ingut Field #1 Choose a Sodial Logon Provider

Iopuk Fekd #1 Vokes £5=>E5;Google=>Gaogle;Facebaak=>FacebaakPing=>Ping Identty;Custom=>Custom;ROPC=>ROPC

. Click the X to remove F5, Ping, Custom, and ROPC
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| Languge: en V]
Add Option | Insert | after last one -|
Value Text (Optional)
1 F5 F5 E@
2 Gmgle Gnngle ] [=] [x]
3 Facebook Facebook |a] =] [x]
4 Ping Ping Identity (o] [=] [x]
5 Custom Custom ) =) x|
6 |ropc | [rOPC | N E
Cancel Finished Help
9. Click Finished
| Languge: en |
Add Option | Insert | after last one /|
Value Text (Optional)
1 Google Google [=] 2]
p Facebook Facebook -l [
Cancel |FII1I5|'I-E1I:|| Help

[Properties™ | Branch Rules |
Name: |OAuth Logon Page

Lagon Page Agent

Split domain from full Usemame Mo ¥
CAPTCHA Configuration Mone ¥

Type Post Variable Name Session Variable Name  Clean Variable Values Read Only
1 | radic ¥ | |cauthprovidertype cauthprovidertype Mo ¥ IGoIe:Facehook - Mo ¥




Note: The resulting screen is shown

10. Go to the Branch Rules tab and click the X to remove F5, Ping, Custom, F5 ROPC, and Ping

ROPC
[ Praperties* | [ Branch Rutes |
(aiman] e w—
Momesrs ] ==]
e T .
Expression: OAuth provider is Google  change
Mame:[Facehook | EHEE
Eresion Ohuh provder i Fasdbosk hanae
Mame:[Png ] e
Expression: CAuth provider is Ping  thange
T [ — = |
o T I ——
Mame:[FsRoPC | = ]
Expression: Quth provider is ROPC AND Oduth ROPC provider is FSROPC  changs
Mome:[PingROPC | = @
Name: fallback
[ﬂl m (*Dats in tab has bean changad, plasse don't forget to save) lﬂl

11. Click Save

[Broperties™ | Branch Rules* |

Insert Befores 1. /5

|
&
B

tame:[Gosgle | e
Expression: QAuth provider is Google  changs
Mame: [Facebock | Bl

&

Hame: Custom

Mame: F5 ROPC

EEEE

Name: Ping ROPC
Name: falback

I *Data in tab has been changed, please don't forget to save)

12. Click Apply Access Policy in the top left and then close the browser tab
f5 I Apply Access Policy

Access Policy: /Common/social-ap (Endings: Allow, Deny [default])

fallback e "] Google N E
OAuth Logon Page Fil‘:i':":“:"':+—»—E
fallback s :ﬁ

4
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2.2.4 Task 3: Add the Access Policy to the Virtual Server

1. Go to Local Traffic -> Virtual Servers -> social.f5agility.com-vs

Local Traffic » Yirtual Servers : Virtual Server List

" - | “itual Server List | Widual Addr List | Statistics

* |Searn::h|

'+ | Status |« Mame = Description =
I_I | dns_host resolver

CJ ] | social agility. com-vs !

2. Modify the Access Profile setting from none to social-ap and click Update

Access Policy

Access Profile I| social-ap W I
Connectivity Profile None v
Per-Request Policy Mone W
VDI Profile Mone W
igllﬁ;ﬁh Tunnels (Java & Per- [ ] Enabled

OAM Support || Enabled
FPingAccess FProfile MNone

| Update l Delete

3. Test access to hitps://social.f5agility.com from the jump host again, you should now see a logon page
requiring you to select your authentication provider. Any attempt to authenticate will fail since we have
only deny endings.
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https://social.f5agility.com

O sccialfSagility.com X

(> C | @ Secure | https:/social.fSagility.com/my.policy 1

f§

Secure Logon
for F5 Networks

Choose a Social Logon Provider
® Google
) Facebook

Logon

2.2.5 Task 4: Google (Built-In Provider)

Setup a Google Project

1. Login at https://console.developers.google.com

5 sepeciarem =

Gocgle

Signin

10 continut o Googhe Cloud Platform

il e

.
Eghah nded Slatea) ~ [ i

Note: This portion of the exercise requires a Google Account. You may use an existing one or create
one for the purposes of this lab

2. Click Create Project and give it a name like “OAuth Lab” and click Create

= Google APl Q

¢ Manage Resources

No projects match the filter

Resources pending deletion



https://console.developers.google.com

= Google
New Project

Project name
OAuth Lab I

Your project ID will be oauth-lab-168918 . Edit

l Create ] Cancel

Note: You may have existing projects so the menus may be slightly different.

Note: You may have to click on Google+ APl under Social APls

3. Go to the Credentials section on the left side.
= Google aQ T 0 0
APT API Manager Library

(B o0 A

Paopular APIs

q Boagh Cloud APl

Note: You may have navigate to your OAuth Lab project depending on your browser or prior work in
Google Developer

4. Click OAuth Consent Screen tab, fill out the product name with “OAuth Lab”, then click save
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Google APls OAuth Lab = Q

API API Manager Credentials
1:* Dashboard Credeniials QAuth consent screen Damain werification
- Libra
- x Email address
O Credentials <Thiz will be your Google Accownt 1D -

Product name shown 1o users
Ouwuth Lab

Hamepage URL
htdps.4" or hidp.y
Product loge URL
hitp./fweanw example com/logo. png

This i how your logo will look 1o &nd wiers
Max size: 1200120 px

Privacy policy URL
Optional until you deploy your app

nttps.0" o hidp.y

Terms of service URL

hitps:// or hitp./f

Save Cancel

5. Go to the Credentials tab (if you are not taken there), click Create Credentials and select OAuth
Client ID




= Google Qaah i ab = Q LI

RAPI AP Manager Credentials
e [
by
o Credentisls i
Credentials

6. Under the Create Client ID screen, select and enter the following values and click Create
» Application Type: Web Application
* Name: OAuth Lab

+ Authorized Javascript Origins: https://social.f5agility.com

» Authorized Redirect URIs: https://social.f5agility.com/oauth/client/
redirect
= Google Outh Lab = q # oD
API API Manager ¢« Create client ID

108 Laam mars
PrayStation 4
Other

Neme

Restrictians

Aushoeized JavaSeript ariging
F 15 From a b

| etes.irsocial rsaginey comvomuthvciantiradirect |

[ELEEY | cancel

7. Copy the Client ID and Client Secret to notepad, or you can get it by clicking on the OAuth Lab
Credentials section later if needed. You will need these when you setup Access Policy Manager
(APM).
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OAuth client

Here is yvour client 1D
<This will be your specific client ID> |
Here is your client secret

<This will be your specific client secret> 0

OK

8. Click Library in the left-hand navigation section, then select Google+ APl under Social APls or
search for it

= Google Qauth Lab * Q @
RAPI API Manager Library
Dashboard cgle APl3
lﬂ Libirary I
[Epear all 100+ AF
O Credentials

Popular APIS
Google Cloud APl Googhe Cloud Maching Leaming
Compute Engine AP Vision API
BigQuery APY Nabural Langusge AP

Cloud Storage Service

 Manager AFI

Googier Pages AP
Googer Domains AP

9. Click Enable and wait for it to complete, you will now be able to view reporting on usage here

= Googe aurian - a

# 0 0 s | @
RPI AP Manager i Googler API
gy —

Ahoas this A7| L LT
i by

T P

on Crecrisn

ing crcdestiols W this A
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= Googe ENEIPTR a nea+ g

APT API Manayer 4 Grogls API LLEU

ke Anout this &P Decstamalz Ty RS AT

S M o - e iteat A DEWe A%ws Tamn lie | SEeme

RN By mpave pae

Frerk  garinsiue -

10. For Reference: This is a screenshot of the completed Google project:

= Google b Lab %
API AP Manager & Client ID for Web application * pawnioanason  CF RCSCTSEC
»  Dasthowa

Client 1D Vi il oy s ol cliant 1L

L
Cltent smcree <This Wil be your spechc dient secret
= Craxton dues Wiy 37, 2017, 130725 M
Hame
[t

Restrictions

suathericed avaserist

ttpe: trsactal tagi tycom

Configure Access Policy Manager (APM) to authenticate with Google

1. Configure the OAuth Server Object: Go to Access -> Federation -> OAuth Client / Resource
Server -> OAuth Server and click Create

+ =t e
o vcsn b Sy
|

2. Enter the values as shown below for the OAuth Server and click Finished
* Name: Google
* Mode: Client + Resource Server
» Type: Google
+ OAuth Provider: Google
* DNS Resolver: cauth-dns * (configured for you) x
e ClientID: <Client ID from Google>
* Client Secret: <Client Secret from Google>
+ Client’s ServerSSL Profile Name: apm-default-serverssl
« Resource Server ID: <Client ID from Google>

* Resource Server Secret: <Client Secret from Google>
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* Resource Server’s ServerSSL Profile Name: apm-default-serverssl

Access » Federation : QAuth Client / Resource Server : OQAuth Server »» New OAuth Server Configuration...

General Properties

I Name I Google I

Description

Mode Client + Rasource Server ~

e Googe 1]
OAuth Provider [ '

DNS Resolver [+]|[cauth-dns -
Selected Available
- . [iCommaon -
iRules [==]| " _sys_aPM_ExchangeSupport_OA_BasicAuth
=] _5ys_AFM_ExchangeSupport_OA_NtimAuth
_sys_APM_E: _helper
Token Validation Interval 1] minutes
Client Settings
I Client Id I <This will be your specific Google client D>
Client Secret | <This will be your specific Google client secret>
I Client's ServerSSL Profile Name |[apm-default-serverss| v] I
Resource Server Settings
I Resource Server ID <This will be your specific Google client ID>
Resource Server Secret [ <This will be your specific Google client secret>

Resource Server's ServerSSL
Profile Name

[ gt [Ered]

I:apm-ueraun-semrssl | I

3. Configure the VPE for Google: Go to Access -> Profiles / Policies -> Access Profiles (Per Session
Policies) and click Edit on social-ap, a new browser tab will open

| -] Stz | = hcraes Profie e © Appicatn  Profie Trpa | For-Sissen Poby Expont | Copy | Logs s Barers © Pattan (Pan

" e s iress froey  jaanal [—

4. Click the + on the Google provider’s branch after the OAuth Logon Page

Access Policy: /Common/social-ap (Endings: Allew, Deny [default])

[t -2+ ==} e
QAuth Logon Page Mi-
et e

Add New Macro

5. Select OAuth Client from the Authentication tab and click Add Item




[Loon | [ #etemocaton [ asmaoment | Endocint Secorte (server-gi || Endonint ot

| A uth
| D Query

) client Cert Inspection

e | [ General purpose |

‘Acthve Directary asthentication of end user credentials

Acthve Dinschary query ta pull user sttributes for wse with resource assigament or other fuscians, such &5 AD graup
mapping

ST e ry the Local roble

CRLDP Mt ‘Certificate Rewncation List Distritution Font (CRLDF) dhent certificate suthenticstion
) HTTP fasth HTTP authentication of and user credemtisls
Karberos Auth Kerberos authentication, tysically fulowing en HTTP 401 Respanse action
) LDAP Auth LDWP authesticatien of esd user credentials
I LD Query. LDAP query tn pull user attrbutes for use vt remurce assgnment or sther fanctions, sech as LIAP group mapsing
LocalDe suth Local Database Authesbcation
NTLM Asth Rasult HTLM asthantication of and wiar credentialy
O oduth Olath 2.0
|5 owuth e Dkt Cient |
21 oouth Scope Dt Scope
| OCSP Auth ‘Daling Certificate Status Protocel [OCSP) cent certificate authentication
Awth o an 550 re-handshake and vabidete the recewed chent certificate
1 OTP Genesate Generate One Time Fasscede (0TF)
| GE ey Verfy One Time Passoode (OTH)
Tl RADIUS Acct Send aconunting messages to a RADDUS server when users log on and off
J RABIUS Auth RADIUS authentication of end user credestinls
..QT;.. J— S S )

* Name: Google OAuth Client

» Server: /Common/Google

+ Grant Type: Authorization Code

6. Enter the following in the OAuth Client input screen and click Save

+ Authentication Redirect Request: /Common/GoogleAuthRedirectRequest

» Token Request: /Common/GoogleTokenRequest

* Refresh Token Request: /Common/GoogleTokenRefreshRequest

+ Validate Token Request: /Common/GoogleValidationScopesRequest

* Redirection URI:
redirect

» Scope: profile

https://%{session.server.network.name}/oauth/client/

[ Propertes* | [Branch Rules |

Hamed|Google CAuth Client ] I

OAuth

Type | Client

Server /Common|Google

Grant Type Authorization code -

| Authentication Redirect Request [/Common/GoogleAuthRedirectRequest |
Token Request |/Common/GeogleTokenRequest ol
Refresh Token Request I= g ~
validate Token Request IE gl v

Redirection URL

hitps://%{session.server.network.name}/oauth/dient/redirect
Scope profile

Cancel -I (*Diata in tab has been changed, pleass don't forget to save)

7. Click + on the Successful branch after the Google OAuth Client
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f5

I Apply Access Policy

Access Policy: /Common/social-ap (Endings: llow, Dany [default])

o o
ctart fallbzck + Google - Sun:essﬁ.l‘ I :

zoogle DAuth Client

fallback - :

Facebook - i
33 '

QAuth Logon Page

fallback &

Add Mew Macro

8. Select OAuth Scope from the Authentication tab, and click Add ltem

| [ Endpoint Security (Server-side) | (Chent-Side} | [ General Purpose |

Logen | 1l

Active Directory authentication of end user credentils
Active Directory query b pull user attributes for use with ressurce assignment o otier fmctions, ssch a5 AD group
mapping

Check of chent certificate by the Local S5L prafile

CRLDP Auth Certificate Revocation List Distribution
HTTR futh HTTE suthentcstion of end user credentials
Kerberas Auth Kerberns authentication, typically fallowing e HTTP 401 Respanse action
LDAP dusth LDAP authentication of end user credentisls
LDAP Quary LD quisry b pall user attribates for use with ressurce assignment or other functions, such as LDAP grees masping
LocalCl Auth Local Database Asthentication
NTLM Auth Result NTLM authentication of eed user credantials
it duthorization usth 2.0 Authorization Agent for scope management
) Omwth Clisst Ot Clienk
[ ot scope Qsuth Scape |
0CSP Auth Online Certificate Status Pratacel (DCSP) diest certificate authentication
Auth Dynamicaly 5L re-handshake and valdate the recenved dhest certificate.
) OTP Generate Generate One Time Passcede (OTP)
) 0T Verfy Venfy One Time Passcode (OTF)
) RADIUS Acct Send accounting messages tn 8 RADTUS server when users log on and off
) RADIUS Auth RADIUS authenbcation of end user credentials
m 8 ot s ke it bbb o 2ad crnan s et [

9. Enter the following on the OAuth Scope input screen and click Save

* Name: Google OAuth Scope

» Server: /Common/Google

* Scopes Request: /Common/GoogleValidationScopesRequest
 Click Add New Entry

— Scope Name: https://www.googleapis.com/auth/userinfo.profile

— Request: /Common/GoogleScopeUserInfoProfileRequest
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Il
hm* Casghe Qhuth Scape I

Owth

Tipe Scope

] [LicommoniGoge ] |

Stopes Reguast JCommos'Crogleyddation copfloquest

(amman|Gocg e opelmenfobodle g

l Sawe | "Data is by has been changed, please don't Torget be save)

1. Click the + on the Successful branch after the Google OAuth Scope object

Access Policy: /Common/social-ap |Edit Endings| (endigs: Aow, Dany [defuit])

@m*_ Gengle Suceausfil Succss . m
Geogle Qduth Scope
S S
Clurth Logon Page L E Deny
= Lo ]
fallback
E Deny

Ausd New Macro

2. Select Variable Assign from the Assighment tab, and click Add ltem
['tagon | Authenticabon ! Assignmant l Endpoint Secerity [Server-Side] | | Endpoint Security [Cient-Side] | | General Purpose |

J G Assign Assign existing Access Control Lists (A0Ls)

1 AD Group Resewce Assign Mg ACLS and resources based on user Active Direchory growp membership

! Advanced Resterce Assign  Expression-based assignment of Connectviy Resources, Webtep, snd AlLs

BWC Policy Assign Bandwidth Controfler policies
_) Citrox Smart Access. b degloyng Nenhpp or XenDesktop
I Dymamic ACL Assign and map Access Control Lists (ACLS) retrigved from an extemal directory such as RADTUS or LOAP

LDAP Group Resource Assign  Map ACLS and resources based on user LDWF group membership

Unks Sectizns and Webton  4o0icn a Webitos, Webtep Links and Webtop Sections

1 Puol Assign Assign a Local Trafic Pool
] RODG Policy Assign Assign an access profile to use te authorize host/port on the Remote Desktop Gateway
L R igm Resources

Reute Domsin and SHAT Dynamically select Rsute Dosain and SHAT sabtings

) 550 Cradantial Mapping Enables Single Sign-0n (550) cradentials caching and assigns S50 variables

|®  vanakie aszgn a2z custom variskles, configuratien vanaties, or predefined seszion varsties |

£ Witware View Policy Specify a pokcy that wil apply bo VMwane View connections

e [
3. Name it Google Variable Assign and click Add New Entry then change

fPrnpert’resq ['Branr.h Ruies]

Namel Google Variable Assign

Variable Assign

Add new entry

Assignment

1 empty] change

m (*Data in tab has been changed, please don't forget to save)

4. Enter the following values and click Finished
Left Side:

» Type: Custom Variable

Insert Before:

Help
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+ Security: Unsecure

* Value: session.logon.last.username
Right Side:

» Type: Session Variable

» Session Variable: session.oauth.scope.last.scope_data.userinfo.profile.

displayName
—
[Unsecure |
session. lagon last usermame [ . Session Varish _
Cancel E

5. Review the Google Variable Assign object and click Save

[‘Praperties= | [ Branch Rules |
Name: | Google Variable Assign
Variable Assign
Add new entry Insert Before: [1 - |

Assignment

session.logon.last.userame = Session Variable session.cauth.scope.last.scope_data.userinfo.profile.display el
ame  change

Cancel -IE [Data in tab has been changed, please don't forget o save)

6. Click Deny on the Fallback branch after the Google Variable Assign object, select Allow in the pop
up window and click Save

Access Policy: /Common/social-ap [EEndng| (erdnge st cuny izaftl)

=

Goeghe Sl [ | Sueomshi

- Select 1
* adow O
Fulzeck. -

7. Click Apply Access Policy in the top left and then close the tab

| T e,

Access Policy: /C [SOCIAlAD  Edl Endrgs| (Sesinge: Ao, Dany |
E: tuback [ Geocle el T Sucomi | g
Gaoae et Sonpe |
e Ctuth chent =

Qusth Legan Fage Bl y

Faaboh,

Tollack

HENH

Test Configuration

1. Test by opening Chrome in the jump host and browsing to https://social.f5agility.com,
select the provider and attempt logon.
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B socialfSagility.com x

€« C | @ Secure | https;//socialfSagility.com/my.policy b4

o
AT E——

fs & D0a googles € e © 4+ S > B-» 3

Google
Secure Logon

for F5 Networks Sign in

0 contine 10 {Sagity

Choose a Social Logon Proy
® Google
O Faczbook

.I.ogon PP m

Logon

Note: You are able to login and reach the app now, but SSO to the app has not been setup so you
get an application error.

Note: You may also be prompted for additional security measures as you are logging in from a new
location.

2.2.6 Task 5: Facebook (Built-In Provider)

Setup a Facebook Project

1. Go to https://developers.facebook.com and Login

Note: This portion of the exercise requires a Facebook Account. You may use an existing one or
create one for the purposes of this lab

FACEBOOK
DEVELOPER
CONFERENCE

Watch F8 Sessions On Demand

APRIL 18 + 19 / SAN JOSE, CA

| WATCH NOW |

= @ 7

Fatobook Login Sharing on Facebook Facabook Analytics Mabile Menetization Mussenger Platferm

2. If prompted click, Get Started and accept the Developer Policy. Otherwise, click Create App
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https://developers.facebook.com

Bi Facebock fox Dovelepen. %

- ua
€ Ova ez facabook.com e |as e O +AG > H-+-0 A=
focebook far developers | producss  Docs  ToolsBSupport  News  Videos ol | cresee aep ‘

FACEBOOK
F8 | peveLoper
CONFERENCE

Watch F8 Sessions On Demand

APRIL 18 + 19 / SAN JOSE, CA

WATCH NOW

== ré?/ /ﬂ -/

Facabook Login ‘Sharing on Facabook Facebook Anulytics Mabils Manetizstion Mussarges Platform

3. Click Create App and name (Display Name) your app (Or click the top left project drop down and
create a new app, then name it). Then click Create App ID.

Note: For example the Display Name given here was “OAuth Lab”. You may also be prompted with
a security captcha

Create a New App ID

Display Name

QAuth Lab

Contact Email

< Your Facebook Account ID >

Ihe Facebook Platform Policies Cancel

4. Click Get Started in the Facebook Login section (Or click + Add Product and then Get Started for
Facebook)

Rl rrm cVourapp D s v s

L 1 e s 0 e s 13 1 e . I ey el o e beam

Product Setup

Fazebock Login

Audience Network

Analytics

5. From the “Choose a Platform” screen click on WWW (Web)

Choose a Platform

i0os

Web Other
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6. In the “Tell Us about Your Website” prompt, enter https://social.f5agility.comn for the Site
URL and click Save then click Continue

i0S Android Other

1. Tell Us about Your Website -

Tell us what the URL of your site is.

Site URL

I hitps:/isocial fSagility.com I

7. Click Next on the “Set Up the Facebook SDK for Javascript” screen

2. Set Up the Facebook SDK for Javascript -

The Facebook SDK for JavaScript doesn't have any standalone files that need to be downloaded or
installed, instead you simply need to include a short piece of regular JavaScript in your HTML that will
asynchronously load the SDK into your pages. The async load means that t does not block loading other
elements of your page

The following snippet of code will give the basic version of the SOK where the options are set to their most
commeon defaults. You should insert t directly after the opening <t-dy> tag on each page you want to load

Copy L'oue] =

8. Click Next on the “Check Login Status” screen

Note: Additional screen content removed.
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3. Check Login Status .

The first step when loading your web page is figuring out if a person is already logged into your app
with Facebook login. You start that process with a call to FB. getLoginStatus. That function will
trigger a call to Facebook to get the login status and call your callback function with the results.

Taken fram the sample code above, here's some of the code that's run during page load to check a

dialog with F2. login () or show them the Login Button.

=

9. Click Next on the “Add the Facebook Login Button” screen

4. Add the Facebook Login Button -

Including the Login Button into your page is easy. Visit the documentation for the login button and set
the button up the way you want. Then click Get Code and it will show you the code you need to display
the bution on your page.

L e e Bk e s g s o e e Ll e et .

1. Tl Us whost Four Websin
2, S Up the Facebook SOK Yar Javasceipt
3. Check Lagin Stsnus

1. Ak o Facabosh Ligin Bumos

11. For the Client OAuth Settings screen in the Valid OAuth redirect URIs enter https://social.
f5agility.com/oauth/client/redirect and then click enter to create it, then Save Changes
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Client OAuth login is enabled but you haven't listed any valid OAuth redirect URIS. Click here for more
information

Client OAuth Settings

Client CAuth Login

Web OAuth Login Force Web OAuth Reauthentication

e
Embedded Browser OAuth Login

Valid Ovwth redirect URIS

I Plips igoeial I

in from Ds ]
wa | Login from Device

Deauthorize
Deauthorize Caliback URL

[LETTEN | Save Changes

12. Click Dashboard in the left navigation bar

%8 oauthLab APPID: <YourAppID> .2 View Analytics

Dashboard
Settings

Roles

Alerts

13. Here you can retrieve your App ID and App Secret for use in Access Policy Manager (APM).

Dashboard
OAuth Lab o
APVerson = AppID.
V28 < Your App ID >

App Secret

Screenshot of completed Facebook project

Note: If you want Facebook Auth to work for users other than the developer you will need to publish
the project

Configure Access Policy Manager (APM) to authenticate with Facebook

1. Configure the OAuth Server Object: Go to Access -> Federation -> OAuth Client / Resource
Server -> OAuth Server and click Create
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2. Enter the values as shown below for the OAuth Server and click Finished

Name: Facebook

Mode: Client + Resource Server

Type: Facebook

OAuth Provider: Facebook

DNS Resolver: oauth-dns (configured for you)

Client ID: <App ID from Facebook>

Client Secret: <App Secret from Facebook>

Client’s ServerSSL Profile Name: apm-default-serverssl
Resource Server ID: “ App ID from Facebook>*

Resource Server Secret: <App Secret from Facebook>

Resource Server’s ServerSSL Profile Name: apm-default-serverssl
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Access » Federation : OAuth Client / Resource Server : QAuth Server »» New OAuth Server Configuration...

General Properties

=

Description |

Mode |I Client + Resource Server

Type [[Facebook ]

Ofuth Provider

DNS Resolver

Selected Available
-~ ICommon -~

iRules _sys_APM_ExchangeSupport_0A_BasicAuth

o _sys_APM_ExchangeSupport_O0A_MimAuth
_sys_APM_ExchangeSupport_helper o

Token Validation Interval I G0 minutes

Client Settings
Client Id | < This will be your specific Facebook App ID >
Client Secret | < This will be your specific Facebook App Secret >
I Client's ServerSSL Profile Name || apm-default-serverss [

Resource Server Settings

Resource Server [D | < This will be your specific Facebook App ID >

Resource Server Secret | < This will be your specific Facebook App Secret >

T | apm-default-serverssl ~

I Resource Server's ServerSSL

| Cancel || Repeat || Finished |

3. Configure the VPE for Facebook: Go to Access -> Profiles / Policies -> Access Profiles (Per
Session Policies) and click Edit on social-ap, a new browser tab will open

I3 T [[Comstn_impert_|

BT T — = Appicatin  Profie Troa | Fur-Sicen oy | Exgot | Cogy Lo Vi Seres | Patan (Fan

B cans [ [remal [r—— Corren

P sosm . Eport copy_ et g ey cumnon

4. Click the + on the Facebook provider’s branch after the OAuth Logon Page
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Access Policy: [Common/soclal-ap  Esteing] iorsnee s, duy (6]

E}M‘_ Goeght Susceihy I r—— I.M‘_
Goagls isth Chent U |t .-
P st f o ]
o]
[ren =y
[[ac e s |

5. Select OAuth Client from the Authentication tab and click Add Item

{ osan | [ Ferveriicaen | | ssasment | [ Eodoset Sete (server-ige) | Endooint (et | [ Genersl Purpaes |

| ADauth Acthve Directory asthentication of end user credentials

| D Query mnl:mmw queny ta pull user attributes fr wse with resource assignment or other fuscsians, such 2s AD group
) client Cert Inspectian ck the result of by the Local prafite

I CRLDP Ath Certificate Revncatbon List Distribe L#) chert certificate

| HTTP ash HTTF authentication of end user credentisls

) Herberos Auth Kerberos authentication, tysically fulowing en HTTP 401 Respanse action

0 LDAP Auth LO&P authestication of esd user redentials

I LD Query. LDAP query to pull user attrbutes for use vl resource assgnment or sther fanchios, sech as LDAP group mapsing
) Localne auth Locel Dstabase Authenticatisn

) NTLM Asth Rasiult HTLM athantication of and wiar credentialy

O oduth Olath 2.0
|5 owuth e Dkt Cient |

O Oduth Scope Dt Scape

| OCSP Auth ‘Daling Certificate Status Protocel [OCSP) cent certificate authentication

Awth o an 550 re-handshake and vabidete the recewed chent certificate

1 OTP Genesate Generate One Time Fasscede (0TF)

| GE ey Verfy One Time Passoode (OTH)

| RADIUS Acct Send accounti ges to 3 RADIUS server g 20 and off

) RADIVS Auth RADIUS authentication of end user credentinls
..QT;.. J— e )

6. Enter the following in the OAuth Client input screen and click Save
* Name: Facebook OAuth Client
» Server: /Common/Facebook
* Grant Type: Authorization Code
+ Authentication Redirect Request: /Common/FacebookAuthRedirectRequest
» Token Request: /Common/FacebookTokenRequest
* Refresh Token Request: None
+ Validate Token Request: “/Common/FacebookValidationScopesRequest”

* Redirection URI: https://%{session.server.network.name}/oauth/client/
redirect

» Scope: public_profile (Note underscore)

Properties™ || Branch Rules

Name:] Facebook QAuth Client | |

OAuth

Type Client

Server /Common/Facebook ~ ||

Grant Type {uthorization code ]

Authentication Redirect Request I,n’Common,"FacehnokAuH\Redtr!cthquEt : I
Token Request /Common/FacebookTokenReguest ™

Refresh Token Request

Validate Token Request [Common/FacebookValidationScopesRequest
Redirection URI hitps://%e{session.server.network.name}/oauth/cient/redirect
Scope |nu blic_profile |

Cancel m(‘nata in tab has been changed, please don't forget to save)
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Click + on the Successful branch after the Facebook OAuth Client

Access Policy: /Common/social-ap  [Edttndng| (Ercgs te fau], atm

Sacmhd |

S

st roe vare soee |5 1o | e

[

‘_

| e

e o s |

Select OAuth Scope from the Authentication tab, and click Add ltem

MI sutnentscation | [ sssianment | [ Endpoint Secunty (Server-Side) | [ Endgoint Securty (Chent:Side} | | General Purpose |

! AR Auth AMctive Directory authentication of end user credentials
| AD Query ::::;:mmw query to pull user attributes for use with resource assignment or obher fumctions, ssch as AD graup
| Client Cert Inspection Check the result of dient certificate authentication by the Local Trafic Client S5L profile
| CRLDP Auth Certificate Revncation List Distribution Point (CRLDF) cient certificate authentication
I HTTP fath HTTF suthentication of end user credentials
71 Kerberos Auth Kerberos authentication, typically fallowing as HTTP 401 Respense action
| LDAP Auth LD&P authentication of end user credentisls
| LDAP Quary LDAP quary e pll user attribates fior use vwith rescurce assignment o other functions, such as LDAP grewp magging
1 LocalCl Auth Local Database Authentication
") NTLM Buth Resuk NTLM authentication of end user credentials
| Odwth Authorization Oduth 2.0 Authorization Agent for scope management
! Odwth Cliast duth Client
[ ot scope Ot Scape. |
| OCSP Auth Onling Certificate Status Protocel (OCSP) diast certificate authéntication
| On-Demand Cert Auth Dynamicaly intate an S5L re-handshake and validate the recenved dient certificate
| OTP Generste Genrate One Time Passcods (OTF)
| OTP verfy Verfy One Time Passcode (OTF)
| RADIUS Acct Send accounting messages W a RADTUS server when users log on and off
| RADIUS Auth RADIUS authenbcabon of end user credentials

m N A — [

9. Enter the following on the OAuth Scope input screen and click Save

10.

* Name: Facebook OAuth Scope

» Server: /Common/Facebook

» Scopes Request: /Common/FacebookValidationScopesRequest
* Click Add New Entry

* Scope Name: public_profile

* Request: /Common/FacebookScopePublicProfile

[ Preperties” | [eanch mues |

Warne: | Facebzak Qeuth Scepe |

Dauth

Trpe

Sanver
Senpes Request

nsen fores 1 -

Scope Hame Reguest
1 publc_seofile /CammanFacsbeoiSeoperublicProdle 2 Ll

once | [l vote it s bees chenges, plense don't forget o smve) e

idabioeS copesPequ e

Click the + on the Successful branch after the Facebook OAuth Scope object
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Access Policy: /Common/soclal-ap [Eatendng iereng: s v o)

W__ Gecga Semewid | T ] Zucommnid [ESERTR— L
Geogle Qs Scrpe |
Capcl Daath i hiknct

-

Facbo Sacmhd | ‘ sucacf ],

Eactbork Qéth Scape
i
I

ey

LG

11. Select Variable Assign from the Assignment tab, and click Add Item
['tagon | Authenticabon ! Assignmant l Endpoint Secerity [Server-Side] | | Endpoint Security [Cient-Side] | | General Purpose |

! AEL kssign Assign existing Access Control Lists (A0Ls)

] AD Group Resewrce Assign  Map ACLS and resources based on wser Active Divechory grows mesibesship

! Advanced Resterce Assign  Expression-based assignment of Connectviy Resources, Webtep, snd AlLs

BWC Policy Assign Bandwidth Controfler policies
) Citrix Smart A dedioyng Nenhpp or XenDesktop
7l Dymamic ACL Assign and map Access Control Lists (ACLS) retrigved from an extemal directory such as RADTUS or LOAP

LDAP Group Resource Assign  Map ACLS and resources based on user LDWF group membership

Unks Sectizns and Webton  4o0icn a Webitos, Webtep Links and Webtop Sections

1 Pool Assign Aatign & Local Tralfic Pood
] RDG Policy Assign Assign am access profile to use te authorize hostport on the Remote Desktop Gateway
Rescurce Assign Assign Connectity Resources

Reute Domsin and SHAT Dynamically select Rsute Dosain and SHAT sabtings

I 550 Cradantial Mapping Enahles Singla Sign-0in [S50) credentials caching and assigns 550 variahles

| ®  Vansble asgn Assign custom variables, configuration vaniables, or predefined session variables |
) Wtware View Policy Specify a pobcy that will apply bo Vidware View connections
Cancel ||| Add Item | Help

12. Name it Facebook Variable Assign and click Add New Entry then change

Properties™ | | Branch Rules
Namei Facebook Variable mgn I

Variable Assign

st slor: 1
Assignment

=] .

| cancel | m (*Data in tab has been changed, please don't forget to save) Help

13. Enter the following values and click Finished
Left Side:
» Type: Custom Variable
» Security: Unsecure
* Value: session.logon.last.username
Right Side:
» Type: Session Variable

» Session Variable: session.oauth.scope.last.scope_data.public_profile.name

[unsecure | | Session Variable
m— [riele]

14. Review the Facebook Variable Assign object and click Save
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Properties™ l Branch Rules

Name: | Facebook Variable Assign |

Variable Assign

s e

Assignment

1 session.Jogon.last.username = Session Variable session.cauth.scope.last.scope_data.public_profile.name

e

-I *Data in tab has been changed, please don't forget to save)

15. Click Deny on the Fallback branch after the Facebook Variable Assign object, select Allow in the

pop up window and click Save

Access Policy: /Commen/social-ap {Encinge: Az, Dany [swtut]]

E’M‘ e Suwehd [ (EE ] - mm-H
| Geaale Oaush S |Mm :l
| =
fitas
o |
P L= R EE R EE p . u»“EE
tMIMSan@ :
Den
natas: |

i
L[

16. Click Apply Access Policy in the top left and then close the tab

f5 1 seohacmm sl

Access Pollcy: [Common/soclal-ap [EdtEnfings| itssings: tew. Dam [Seinit])

@M__ g Suenaushs [ [T LT

Fazabock

Tiac

|
|
i
I
L
RO

2.2.7 Test Configuration

1. Test by opening Chrome in the jump host and browsing to https://social.fb5agility.com,
select the provider and attempt logon.

A legints Facebosk [Facebe 0 o

& DU & Ftos s facsbockcom, e Piegrcn Tl 9 & A O

facebook =«

Secure Logon
for F5 Networks

Choose a Social Logon Prov Log into Facebook
] Google
® Facebook

Log in

Note: You are able to login and reach the app now, but SSO to the app has not been setup so you
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get an application error.

Note: You may also be prompted for additional security measures as you are logging in from a new
location

Note: You may need to start a Chrome New Incognito Window so no session data carries over.

2. You should be prompted to authorize your request. Click Continue as <Account> (Where <Account>
is your Facebook Profile name)

OAuth Lab will receive
your public profile. @

[ Review the info you provide

Cancel

2.2.8 Task 6: LinkedIn (Custom Provider)

1. Login at https://www.linkedin.com/secure/developer

Linked

Make the most of your professional life

Already on Llnlzeul

Note: This portion of the exercise requires a LinkedIn Account. You may use an existing one or
create one for the purposes of this lab*

2. Click Create Application
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Linked in

My Applications (o sopcaon

Manage your deskiop and mobile applkations that leverage Linkedin AP1:

3. In the Create a New Application screen fill in the required values and click Submit

te a New Application

Compamy Name:

My Company I
Name: *
[ I
Description

| ©8uth Lab Exnercise |

Application Logo:

iy
@ Select Fille to Upload

Application Use:

‘Website URL:

Business Email:

usergmycompany com

Business Phone:

D have read and agree to the Linkedin API Terms of Use.

foncel

Note: Generic values have been shown. You may use the values you deem appropriate

Note: An Application logo has been provided on your desktop ‘OAuth2.png’

4. In the “Authentication Keys” screen, check the boxes for r_basicprofile and r_emailaddress.
In the Authorized Redirect URLs, enter https://social.f5agility.com/oauth/client/

redirect

5. Click Add. Finally, click Update at the bottom of the screen.
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Authentication Keys

ClientID: < Your Client ID >

Client Secret: < Your Client Secret >

Default Application Permissions

r_hasncpmﬁle _emanladdress w_company_admin

w_share

OAuth 2.0

Authorized Redirect URLs:

I https://social Bagility com/oauth/client/redirect " Add |

OAuth 1.0a

Default "Accept” Redirect URL:

Default "Cancel” Redirect URL:

Configure Access Policy Manager (APM) to authenticate with LinkedIn

1. Configure the OAuth Server Object: Go to Access -> Federation -> OAuth Client / Resource
Server -> Provider and click Create

Note: You are creating a “Provider”

2. Enter the values as shown below for the OAuth Provider and click Finished
* Name: LinkedIn
» Type: Custom
 Authentication URI: https://www.linkedin.com/oauth/v2/authorization

* Token URI: https://www.linkedin.com/oauth/v2/accessToken

Token Validation Scope URI: https://www.linkedin.com/vl/people/~
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Access » Federation : OAuth Client / Resource Server : Provider :: New Provider...

General Properties

I Name | Linkedin |
Description |
Authentication URI | hittps: /e linkedin. com/oauth/v2/authorization |
Token URI | hitps:ffwww linkedin.com/ocauthivZfaccessToken |
Token Validation Scope URI | hitps:ffwww linkedin.comiv 1/people/~ |

[ Cancel | [ Repeat | Finished |

3. Configure the OAuth Redirect Request Profile Object: Go to Access -> Federation -> OAuth Client
/ Resource Server -> Request and click Create

4. Enter the values as shown for the OAuth Request and click Finished
* Name: LinkedInAuthRedirectRequest
* HTTP Method: GET

» Type: auth-redirect-request
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5. Add the following request parameters and click Add after entering the values for each:

Access » Federation : OAuth Client / Resource Server : Request »» New Request..

General Properties

I Mame I| LinkedinAuthRedirectRequest I

Description | |

Request Settings
7T oo =
Type auth-redirect-request £
Add Paramatar Type: I{:ustum w

values warametet Name.l

here. *»..  Parameter Value: |

custom | response_type | code
client-id | client_id
Request Parameters redirect-uri | redirect_ur
scope | scope

¥ |

Header Name: |

Header Value |

Request Headers

Delete

[ Cancel |[ Repeat ||

+ Parameter Type: custom
+ Parameter Name: response_type

« Parameter Value: code
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+ Parameter Type: client-id

» Parameter Name: client_id

« Parameter Type: redirect-uri
+ Parameter Name: redirect_uri
» Parameter Type: scope

+ Parameter Name: scope

Note: LinkedIn requires a state parameter, but we already insert it by default.

Parameter Type: |custom W
Parameter Name: | response_type

Parameter Value: | code

Add
Parameter Type: |client-id v
Parameter Name: | client_id

Add
Parameter Type: |redirect-un v
Parameter Name: | redirect_uri

Add

Parameter Type. |[scope v
Parameter Name: | scope

Add

6. Configure the OAuth Token Request Profile Object: Go to Access -> Federation -> OAuth Client /
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Resource Server -> Request and click Create

7. Enter the values as shown for the OAuth Request and click Finished
* Name: LinkedInTokenRequest
* HTTP Method: pPOST

» Type: token-request
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Access » Federation : OAuth Client ! Resource Server @ Request .. New Request..

General Properties
I MName

LinkedinTokenReques!

Description

Request Settings

HTTP Method POST |

Type token-request

Add

values M Firamets voe. [ ]
Parameter Name||

here. | “a
grani-ﬁne [grani_type =

redirect-un | redirect_uri
client-id | client_id
Request Parameters client-secret | clienl_secred

Header Name: |
Header Value: |

Request Headers

[Edit|[Delete

[ cancel | [ Repeat

8. Add the following request parameters and click Add after entering the values for each:

+ Parameter Type: grant-type
+ Parameter Name: grant_type
» Parameter Type: redirect-uri

* Parameter Name: redirect_uri
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10.

+ Parameter Type: client-id
+ Parameter Name: client_id
« Parameter Type: client-secret

« Parameter Name: client_secret

Parameter Type: :grant-twe et
Parameter Name: | grant_type

|_Add |

Parameter Type: |redirect-uri w
Parameter Name: | redirect_url

[_Add |

Parameter Type: [ chent-id \/:
Parameter Name: | client_id

[[Add ]

Parameter Type: :chem-secre[ ~
Parameter Name: | client_secret

[ Add |

Configure the OAuth Validation Scopes Request Profile Object: Go to Access -> Federation ->
OAuth Client / Resource Server -> Request and click Create

Enter the values as shown for the OAuth Request and click Finished
« Name: LinkedInValidationScopesRequest
* HTTP Method: GET

» Type: validation-scopes—request
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Access » Federation : OAuth Client | Resource Server : Request » New Request...

General Properties

I Mame ‘ LinkedinvalidationScopesRequest

Description ‘ |

Request Settings
HTTP Method ‘ (GET ||
Type |I validation-scopes-request -

Add Paramater Type: | custom e
values -Pammater Name

here. -"; Paramater Value:

custom | format | json
Request Parameters
Header Name: |
Header Value: |
_
Requast Headers

Edit] | Delata

[ Cancel | | Repeat

11. Add the following request parameters and click Add after entering the values for each:

+ Parameter Type: custom
« Parameter Name: cauth2_access_token
» Parameter Value: % {session.oauth.client.last.access_token}

» Parameter Type: custom
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« Parameter Name: format

+ Parameter Value: json

FParameter Type: |custom A

Farameter Name: | pauth?_access_token

Parameter Value: | %{session.oauth_client.last.access_token]}
Add

Parameter Type: |custom hd

Farameter Name: | format

Parameter Value: | json
Add

12. Configure the OAuth Scope Data Request Profile Object: Go to Access -> Federation -> OAuth
Client / Resource Server -> Request and click Create

13. Enter the values as shown for the OAuth Request and click Finished
* Name: LinkedInScopeBasicProfile
* HTTP Method: GET
* URI: https://api.linkedin.com/vl/people/~

» Type: scope-data-request
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Access » Federation : OQAuth Client /| Resource Server : Request . New Requesl..

General Properties

I Name | I LinkedinScopaBasicProfila I

Descriptien | |

Request Settings
HTTP Method

Type

I URI | hitps flapl linkedin com/v1/people/~

Add Parameater Typa: Jcustom o
values - Parameter Name:

here. Yu. ‘| Paramatar Valua:

h.chent.lasl.access_toke -

Request Parameters

Header Nama: |

Header Value: |

Request Headers

[Eat] Delete

[ Cancel | | Repeat

14. Add the following request parameters and click Add after entering the values for each:
» Parameter Type: custom
« Parameter Name: “ oauth2_access_token®

« Parameter Value: % {session.oauth.client.last.access_token}
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+ Parameter Type: custom
« Parameter Name: format

+ Parameter Value: json

Parameter Type: |custom o

Farameter Name: | pauth2_access_token

FParameter Value: | Y {session.oauth_client last. access_token}
Add

Parameter Type: |cusiom W

Parameter Name: | format

Parameter Value: | json
Add

15. Configure the OAuth Server Object: Go to Access -> Federation -> OAuth Client / Resource
Server -> OAuth Server and click Create

16. Enter the values as shown below for the OAuth Server and click Finished
* Name: LinkedIn
e« Mode: Client + Resource Server
» Type: Custom
+ OAuth Provider: LinkedIn
* DNS Resolver: cauth-dns * (configured for you) x
e ClientID: <App ID from LinkedIn>
 Client Secret: <app Secret from LinkedIn >
+ Client’s ServerSSL Profile Name: apm-default-serverssl
* Resource Server ID: <App ID from LinkedIn >
* Resource Server Secret: <App Secret from LinkedIn >

» Resource Server’s ServerSSL Profile Name: apm-default-serverssl
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17.

18.

19.

20.

Access » Federation : OAuth Client / Resource Server : OAuth Server .. New DAuth Server Configuration.

General Properties
I Name I Linkedin I
Description |
ot
o ==
OAuth Provider [
DNS Resolver [
Selected Available
iRules ‘ J [=<] %T}M_Exmamesmpnﬂ_m_aasumn
':‘ _sys_APM_ExchangeSupport_OA_NtimAuth
_sys_APM_ExchangeSupport_helper
Token Validation interval [&D— minutes
Client Settings
I Client 1d | [ < This will be your specific Linkedin App ID >
Client Secret | < This will be your specific Linkedin App Secret >
I Client's ServerSSL Profile Name || apr-default-cerversz! ~|
Resource Server Settings
| Resource Server ID | < This will be your specific Linkedin App ID >
Resource Server Secret [ < This will be your specific LinkedIn App Secret >
Profia Nans:'“ I|j apm-default-serverss! ~|

‘ol

Configure the VPE for LinkedIn: Go to Access -> Profiles / Policies -> Access Profiles (Per Session
Policies) and click Edit on social-ap, a new browser tab will open

| -] Stan = Acres Prehs hems = Appicaton : Profie Tree | Fu-Sisoss Fescy | Exget | Capy Lo Vha Hatvirs | ¢ Ptien (Pa

M eans [ {sanal [r—— Corren

e - [EOREy S — comren

Click on the link OAuth Logon Page as shown

Access Palicy: /Common/sodal-ap {Ercinge Ao, Doy et

e e Fe—, ‘ PR s fr—

e

= |

[ i) Bl Suecracil | oo [ Eoceipek varatie acpign |22 4+
Eaccbouk Qéuth Sge

LR ‘ fr=e Toem |

- |

e =

Click on the Values area of Line #1 as shown. A pop-up window will appear

Type Post Variable Name Session Variable Name  Clean Variable Values Read Only
1 [mdo | [oauthprovidertype | [oauthprovidertype | [No | |
2 [nane | [oauthorovidertyperope | [cauthprovdertyoerope ]
3 [none -] [userneme ] [esememe ] [we -] [mo ]
4 [none ] [pasoword ] [password ] [N ] (w0 ]
s [none ] [helds ] [fieds ]

Click Add Option. In the new Line 3, type LinkedIn in both the Value and Text (Optional) fields and
click Finished
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21.

22.

23.

24.

| Languge: |Er‘| b

Insert | after last one |
Value Text (Optional)

1 Google Google (=l =

2 |Facebook | Facebook (] [=] (]
3 funkedtn | E"h‘:dl" l &l X

Cancel | B == | Help

Click on the Branch Rules tab of the OAuth Logon Page screen

[Properes* || Branch Rules |
Mame: | QAuth Logon Page

Logon Page Agent

Split damain from full Username I e -]
CAPTCHA Configuration | None

Type Post Variable Name Session Variable Name  Clean Variable Values Read Only
1 [radio oauthprovidertype oauthprovidertype L | oogle;Faceboalk;Linkedin | No |
2 [none [sauthprovidertyperape oauthprovidertyperopc

Click Add Branch Rule. In the resulting new line enter LinkedIn for the Name field and click the
Change link on the Expression line

[P_ng' Branch Me;']
Add Branch Rule | Insert Befiore: | 1: Linkedin

coome

Name: al [
Expression: OAuth provider is Google change

O s a— E
Expression: QAuth provider is Facebook  change

Name: fallback

. m (*Data in tab has been changed, please don't forget to save) Help

]

(1l

Click Add Expression on the Simple tab
J’Sirn ple] ['Advanced]

Select OAuth Logon Page in the Agent Sel: drop down. Select OAuth provider type from the Condi-
tion drop down. In the OAuth provider field enter LinkedIn and then click Add Expression
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| Simple |

Agent Selj OAuth Logon Page w

Condition: ] OAuth provider type v
0OAuth provider rsl! LinkedIn I I
Cancel I Add Expression ||

25. Click Finished on the Simple Expression tab

Jr Sim pl!e"] [ﬁd\rm:ed ]

OAuth provider is |LinkedIn x|

AND | Add Emressiun|

OR

Add Expression
el | Finished || Help

26. Click Save on the completed Branch Rules tab

Properties® | | Branch Rules™
Add Branch Rule Insert Before: | 1: Linkedln

S T r— 1
Expression: QAuth provider is Linkedln  change

Mo FEL]
Expression: OAuth provider is Google  change

Name: Ch
Expression: QAuth provider is Facebock  change

Name: fallback

Cancel -l "Dita in Lab has been changed, plesse don't forget to save) Help

27. Click the + on the LinkedIn provider’s branch after the OAuth Logon Page

Access Policy: /Common/social-ap [EmEssgs| iees st Cuey [daint])

I p————— =]
" svenbs | T sucve Iy ]
Senngle Oduth Scros
| ...
pree Tom]
QLo P | o St [y l:
[Pt [Pt s ety o] ot oo o |42 o iy
Exehosk Quuth sooee
Easabosk Qiuth Chast 1 futeaee 3 o |
s Fom |
= Fom |

Note: If not still in the VPE: Go to Access -> Profiles / Policies -> Access Profiles (Per Session
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Policies). Click Edit on social-ap, a new browser tab will open*

28. Select OAuth Client from the Authentication tab and click Add Item

[ togn | ][ easmnment e | [ Exdoont Secunty (chest- s || General Purpuss |
D Auth Active Directory autheshcation of end user credentisls
AD Quary m;“bnmw\r query o pull wser sttributes for use with resource assgnment: or other functions, such o AD grows
Chent Cert Inspection ck the result of cient cenificate by thee Local Traffic Client 551 prodile
CRLDF Auth Certficate Revocation L Paint [CRLOF)
1 HTTP Authy HTTP authentication of end user credenbalks
Kirberes Auth Karkarss authestication, tygically fallowing an HTTP 401 Resposss action
LOAP Auth LDwPR authentication of end user credentials
LDAP Query LD query t pull user attrbutes for use with resource assigament or ather funchians, such as LDAF group mapping
1 LocalDB Auth. Locsl Dstsbase Authentication
HTLM Auth Result NTUM athantication of end waer credentials.
. ‘Death Authorizabion Duth 2.0 Autharization Agent for scope masagement
| ®  Osuth Chent Oduth Clent I
{1 Ghth Scope Ouths Scope
ISP futh Onling C Prorocel (DCSF)
Auth by 551 dshake and valld d chesk certificate

iGenerate One Time Passcede (OTF)
Wenfy One Time Passcode (OTF)
Sand acosunting swssapes to 3 RADILS server when wsers log on and aff

RADIUS authetication of end user credentials

=
29. Enter the following in the OAuth Client input screen and click Save
* Name: LinkedIn OAuth Client
» Server: /Common/LinkedIn
+ Grant Type: Authorization Code
+ Authentication Redirect Request: /Common/LinkedInAuthRedirectRequest
» Token Request: /Common/LinkedInTokenRequest
* Refresh Token Request: None
+ Validate Token Request: /Common/LinkedInValidationScopesRequest

* Redirection URI: https://%{session.server.network.name}/oauth/client/
redirect

* Scope: r_basicprofile * (Note underscore)

Properties™ || Branch Rules

Name| LinkedIn Oauth Chent | |

DAuth

Type Client

Server fCommon/LinkedIn |

Grant Type Authorization code

Authentication Redirect Request /i fLinked] irecth, ol
Token Request JCommonjLinkedInTokenRequest |
Refresh Token Request None -
Valdate Token Request
Redirection URI https://% ass&on.serv:r.nemorlc.nameg..'oauth.fdenh'rwlrecl
Scope

Cancel I (*Data in tab has been changed, please don't forget to save)

30. Click + on the Successful branch after the Linkedin OAuth Client
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Access Policy: /Comman/social-ap B Endng  (tdme sioe Duny et

T * bt i)
rkadin Cuth et |

Geops Seccmmtd | T |Gusatd | T — |

Greae Dith e [
ey

fala

HEREEER

31. Select OAuth Scope from the Authentication tab, and click Add Item

ml sutnentication | [ assgnment | [ Endpoint Securty (Server-Side) | Endpoint Securty [Chent-Side] |  General Purpose |

! AR Auth AMctive Directory authentication of end user credentials
AD Query :::;:mﬂnw query to pull user attributes for use with resource assignment or obher fumctions, ssch as AD graup
) Cliet Cert Inspection Check the result of dient certificate authentication by the Local Trafic Client S5L profile
| CRLDP Auth Certificate Revncation List Distribution Point (CRLDF) cient certificate authentication
L) HTTP futh HTTF suthentication of end user credentials
| Kerberos Auth Kerberns authentication, typically following am HTTR 401 Respense action
T LDWP Aukh LD&P authentication of end user credentisls
I LDAP Quary LDWP query te pll usar attribetes for use with rescurce assignment or ather functions, such as LDAP greep magping
1 LocalDB Auth Local Database Authentication
") NTLM Buth Resuk NTLM authentication of end user credentials
| Odwth Authorization Oduwth 2.0 Authonzation Agent for scope management.
) Outh Clisst Quth Clent
|-_-- Otuth Scope Ofiuth Scope. |
Tl OCSP Auth Online Certificate Status Protocel (OCSP) diest certificate authentication
| On-Demand Cert Auth Dynamicaly intate an S5L re-handshake and validate the recenved dient certificate
| OTP Generste Genrate One Time Passcods (OTF)
| OTP verfy Verfy One Time Passcode (OTF)
| RADIUS Acct Send accounting messages W a RADTUS server when users log on and off
| RADIUS Puth RADIUS authenbcabon of end user credentials

32. Enter the following on the OAuth Scope input screen and click Save
 Name: LinkedIn OAuth Scope
» Server: /Common/LinkedIn
» Scopes Request: /Common/LinkedInValidationScopesRequest
+ Click Add New Entry
* Scope Name: r_basicprofile
* Request: /Common/LinkedInScopeBasicProfile

Preperties® | | Branch Rules
run:l Linkedin Cuth Scope I

ORuth
Tupe Scope

Server |/ CommenyLinkedin [}

Stopes Request | /CommenLinksdinvalidationScopestiaguest |

Scape Name FRequest

1 | 1_basiconofie | L/ Comemon LinkedinScopeBasicProfile ~ |l

[cancel | [T} -0sta n 13 has been changed, plesse don't forget to save)

33. Click the + on the Successful branch after the LinkedIn OAuth Scope object
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Access Policy: /Common/social-ap (s tadsgs| (s s, Dery iieiui]

E‘ Iukack M"I-u i..:nu\.ll ..‘ i ::ﬂ'
. — Toam |
- T oo |
Sooghe. Seccwmil | |ETETN | | it Y |
. | | Reod i e A | 7 i |
fubmckc E
S dullzuck.
o |
e Socveid | [  Succrasts | P— | fuuck: T |
Facebizok Chuth Staze !h back E
e o |
. o]

34. Select Variable Assign from the Assignment tab, and click Add Item
['tagon | Authenticabon ! Assignmant l Endpoint Secerity [Server-Side] | | Endpoint Security [Cient-Side] | | General Purpose |

AEL fssign Assign existing Access Control Lists (A0Ls)

1 AD Group Resewce Assign Mg ACLS and resources based on user Active Direchory growp membership

1 Advanced Resowrce Assign Expression-based assignment of Connectety Resources, Webtop, and ACLs

BWC Policy Assign Bandwidth Controfler policies
.} Citrix Smart Access fit dedioyng Nenhpp or XenDesktop
] Dymamic ACL Assign and map Access Control Lists (ACLs) retrieved from an extemal directory such as RADTUS or LDAP

| LDAP Group Resource Assign  Map ACLs and resources based cn wser LDAP group membership

Unks Sectizns and Webton  4o0icn a Webitos, Webtep Links and Webtop Sections

) Pool Assign Assign a Local Trafic Pool
] RODG Policy Assign Assign an access profile to use te authorize host/port on the Remote Desktop Gateway
L R Assign Resources

Reute Domsin and SHAT Dynamically select Rsute Dosain and SHAT sabtings

) 550 Cradantial Mapping Enahles Singla Sign-0n (550) credentials caching and assigns 550 variahles

| ®  vanable Aszign Assign custom varizbles, configuration vaniables, or predefined session vanables |
1 VMware View Policy Specify a policy that will apply bo VMware View connections
Cancel ||| Add 1t=m IE

35. Name it LinkedIn Variable Assign and click Add New Entry then change

Properties® | | Branch Fules
Name;l Linkedin Variable Assign |

Variable Assign

Insert Before: |1

Assignment
== .
Cancel m (*Data in tab has been changed, please don't forget to save) | Help

36. Enter the following values and click Finished
Left Side:
» Type: Custom Variable
» Security: Unsecure
* Value: session.logon.last.username
Right Side:
» Type: Session Variable

» Session Variable: session.ocauth.scope.last.firstName

[Custom varble ] [Unsecure ] = [Cessionvarbie 1]
[essonogmiaa iemame ] sesson varabie zson onatscoperon]

] o | s
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37. Review the Linkedln Variable Assign object and click Save

Properties™ | [ Branch Rules

Name: |Linkedin Variable Assign
Variable Assign
Add new entry Insert Before: |1 -
Assignment

1 session.ogon.last.username = Session Variable session.oauth.scopelast.firstName  change

E(’D«h in tab has been changed, please don't forget to save)

H

38. Click Deny on the Fallback branch after the LinkedIn Variable Assign object, select Allow in the
pop up window and click Save

Access Policy: [Commonsocial-ap  [rde rdngs| ey s, o ety

[ | it e ’M‘ﬁ..,mm..‘.,m, e ]

Lok Csth Chent ] s -
_ 1o |
. Cvetd | [ \westd | ey

Sk Qduth S
- e
Qeigth Logee Page falimck

Lo |
— — rapaf St Ending:
Essheok Gt Chant % alow D I — |
- ol _
e Cancel ! MI =)

39. Click Apply Access Policy in the top left and then close the tab

5 1 ot oo potey
Access Policy: [Common/social-ap  [Ede endngs] eatage st Deny waetl)

Inack. Ll Semmewhd I Rl . | ek
: etk Liskeds viriabl } o
Lnkisdln Qih Cieny ’ e Vo
-
femee o]
Sooghe Seccamiul I JEEETLN ‘Gasle | fatback E
hath Logas Paat o }E
- T ]
Facaback Feccmuhd I : iimu\. " falback. _
i ]
e faa]
s T |

Test Configuration

1. Test by opening Chrome in the jump host and browsing to https://social.f5agility.com,
select the provider and attempt logon.

B socialfSagility.com x

<« C | @ Secure | https://social.fSagility.com/my.palicy g

[ S o Lk

+
Linked in

Secure Logon
for F5 Networks

Choose a Social Logon Prov Linked m
) Google
O Facebook ;
® Linkedin

Logon
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Note: You are able to login and reach the app now, but SSO to the app has not been setup so you
get an application error.

Note: You may also be prompted for additional security measures as you are logging in from a new
location.

Note: You may need to start a Chrome New Incognito Window so no session data carries over.

2. You will be prompted to authorize your request. Click Allow.

Linked [T

u
.l?

0Auth Lab will use the info below under its privacy

policy:

* Name, photo, headline, and current positions

Not you?

Lal.‘_e' ‘ “

2.2.9 Task 7: Add Header Insertion for SSO to the App

In this task you will create a policy that runs on every request. It will insert a header into the serverside HTTP
Requests that contains the username. The application will use this to identify who the user is, providing
Single Sign On (SSO).

Configure the Per Request Policy

1. Go to Access -> Profiles/Policies -> Per Request Policies and click Create

F Tamal] [l

|| = Par-anuest Pelc; Sams FerRequest Folcy Expart | Copy Vil Servers |+ Paitiion | Pain

Ll dyramu-om m el Expart.. Copy. Comman

[ETTS

2. Enter prp-x-user-insertion the Name field and click Finished
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Access » Profiles / Policies : Per-Request Policies

General Properties

I Mame prp-x-user-insertion

Cancel [ Finished |

3. Click Edit on the prp-x-user-insertion policy line

2 Semc] [Creete.. | impurt__|
¥ P Potcy e Per-Requist Folcy Expart | Copy | Wiual Barvers * Fariag Fatn
[ prp-s-useriserion I o Edt I Export. Copy comean
[Deste.. |

4. Click the + symbol between Start and Allow

Per-Request Policy: /Common/prp-x-user-insertion

5. Under the General Purpose tab select HTTP Headers and click Add Item
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IFAuthenticalionw rﬂssiqnment] fEndpoint Security (Server—Sideﬂr General Purpose]l

1 Application Filter Assign Assign a Filter to lookup Applications
() npplication Lookup Application Lookup
() Ccategory Lookup Category Lookup
() Empty An Empty Action for constructing custom Branch Rules
HTTP Headers Modify HTTP Headers I
O iRule Event Raises an iRule ACCESS_PER_REQUEST_AGENT_EVENT event for use with custom iRules
9 Logging Log custom messages and session variables for reporting and troubleshooting
@ Protocol Lookup Protocol Lookup
) Proxy Select Proxy Select
() Request Analytics Request Analytics
() Response Analytics Response Analytics
() SSL Bypass Set 55L Bypass Set
() SSL Intercept Set S5L Intercept Set
@) 550 Configuration Select Selection of configured 550 Config
() URL Branching Simple branching rules based on the URL
@ URL Filter Assign Assign a Filter to lookup URLs

Concel [ g e |

6. Under the HTTP Header Modify section, click Add New Entry to add the following two headers and
then click Save

» Header Operation: replace

* Header Name: x-User

* Header Value: ${session.logon.last.username}
» Header Operation: replace

* Header Name: x-Provider

* Header Value: ${session.logon.last.ocauthprovidertype}
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[ Properties™ ] |rBranch Rules]

Name: |HTTP Headers

HTTP Header Modify

Header Header

e Header Name Header Value Delimiter
replace | | X-Provider %oisession.logon.last. oauthproviderty (==l
| replace ‘ | |K—Llser ||%{sessiun.Iugun.last.username} | | | =1 [

HTTP Cookie Modify

Cookie Operation Cookie Name Cookie Value

Cancel m (*Data in tab has been changed, please don't forget to save) Help

Note: Replace instead of Insert has been selected for Header Operation to improve security. A ma-
licious user might insert their own X-User header. As using Insert would simply add another header.
Using Replace will add a header if it does not exist, or replace one if it does.

You do not need to Apply Policy on per request policies. You may simply close the browser tab

Per-Request Policy: /Common/prp-x-user-insertion

fallback [ . "] fallback :
E}L+— HTTF Headers 2 Bllowe

Add the Per Request Policy to the Virtual Server

1. Go to Local Traffic -> Virtual Servers and click on social.f5agility.com-vs

Local Traffic » Virtual Servers : Virtual Server List

Statistics

% ~ Virual Server List | Virtual Address List

I —
Search Create...
g.ismus.AName * D i .:‘ icati .:r‘ inati .:ServioaPcrt.:Type .Reswrces.: Partiﬁon!Paah.
) [r] .dns__host_ resolver “10.1.20.99 - 53 . Standard . Edit... - Common I
(r] social.fSagility.com-vs 10.1.20.111 443 (HTTPS) Standard Edit... Common

Enable Disable Delete...
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2. Scroll to the Access Policy section of the Virtual Server and select prp-x—user—insertion from
the Per-Request Policy drop down. Scroll to the bottom of the page and click Update

Eccess Policy |

Access Profile |social-ap |
Connectivity Profile [None ]
Per-Request Policy | prp-x-user-insertion | I

VDI Profile

Application Tunnels (Java & Per-
App VEN) [l Enabled
OAM Support [| Enabled

PingAccess Profile

| Update || Delete

Test Configuration

1. Go to https://social.f5agility.com in your browser and logon using one of the social logon providers.
This time you should see your name appear in the top right corner. You can also click “Headers” in
the webapp and look at the headers presented to the client. You will see x-user present here with
your name as the value. You'll also see the x-provider header you inserted indicating where the data
is coming from.

F5 Guru Demo

Graham Alderson's Tasks

rotie 1| Headers @
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https://social.f5agility.com

2.3 Lab 2: API Protection

2.3.1 Purpose

This section will teach you how to configure a Big-IP (#1) as a Resource Server protecting an API with
OAuth and another Big-IP (#2) as the Authorization Server providing the OAuth tokens.

2.3.2 Task 1: Setup Virtual Server for the API

Note: This task is performed on Big-IP #1 (RS)

Create the Virtual Server

1. Go to Local Traffic -> Virtual Servers and click on Create

Local Traffic » Virtual Servers : Virtual Server List

Virtual Address List | Statistics

|"| HSearch\ | Create. .. |
EI |E| Status | ~ Mame | = Description = Application | = Destination | = Service Part | = Type ‘ Resources | = Partition # Path
@ dns_host_resolver 10.1.20.92 23 Standard Edit... Caornrnon
@ social agility. com-vs 10.1.20011M 443 (HTTPS)  Standard Edit... Cornrnon

2. Enter the following values (leave others default) then scroll down to Resources
* Name: api.f5agility.com-vs
+ Destination Address: 10.1.20.112
+ Service Port: 443
« HTTP Profile: http
» SSL Profile (Client): f5agility-wildcard-self-clientssl

* Source Address Translation: Auto Map
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I Name | 301 15agiity com-vs I

Description |
Type Standard %
Source Address r
Destination Address/Mask 10.1.20.112
Sarvice Port 443 | CLAC T |
oty Status to Virtual Address | ]
state [Enabled ]
c
PProtocol (=3 ~]
Protocol Prafile (Cllent) tcp v
Protocol Profle (Server) [(Use Client Profle) |
v
WTTP Procy ConnectProfie | [None -]
Traffic Acceleration Profie [Nome ]
FTP Profie Nome
RTSP Profile Nome
Seected Avaliable
iCommon =
5L Profee (Chent IMM“‘WIM cienissl i
[==] | cllentssi-secure
~ Cryplo-senver-default-clientss!
Selcted Available
~ (Common R
S0P Bered =] amwrm"m
[] | pcon-detautt-serverssi
sorverssl
SMTPS Protie Nona
Client LDAP Profily None v
Server LDAP Profile None ~
SMTP Profie Nove v
VLAN and Tunnel Traffic All VLANS and Tunneis
Source Address Transiation Auto Map |

3. In the Resources section, select following value (leave others default) then click Finished

Default Pool: api-pool

Resources
Enabiled Available
. " m ~
E| _sys_APM_ExchangeSuppor_0A_BasicAulh
iRules _sys_AFM_ExchangeSuppor_O8,_Nimauth
v El _5y5_APM_ExchangeSuppor_helper
_sys_APM_EschangeSuppor,_main ”
Enabied Avallable
Polickes [==]
Default Poal [+ |m,m4 >
Default Persistence Profile [None |
Fallback Persistence Profle | None ]
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Test Configuration

1. On the Jump Host, launch Postman from the desktop icon

2. The request should be prefilled with the settings below. If not change as needed or select TEST API
Call from the API Collection and click Send

Method: GET
Target: https://api.fb5agility.com/department
Authorization: No Auth

Headers: (none should be set)

Note: This request is working because we have not yet provided any protection for the API.*

Note: If you get “Could not get any response” then Postman’s settings may be set to verify SSL
Certificates (default). Click File -> Settings and turn SSI. Certificate Verification to Off.*

2.3.3 Task 2: Authorization Server

Note: This task is performed on Big-IP #2 (AS)
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Configure the Database Instance

1. Go to Access -> Federation -> OAuth Authorization Server -> Database Instance and click Create

L | o &l

7 # tame T Pt
aarhib Cammon
Oedale.

2. Enter oauth-api-db for the Name field and click Finished.

Access » Federation : OAuth Authorization Server ;: Database Instance » New Di

General Properties

I Mame I pauth-api-db

Description |

Purge Schedule Settings
Frequency
Schedule At | 02:00 =

| Cancel || Repeat l[ Finished II

Configure the Scope

1. Go to Access -> Federation -> OAuth Authorization Server -> Scope and click Create

=
¥ % MName * Bropa Nama * Songe Vil IMMI * Patizni Pan
W reconds |o okl

DOelale.

2. Enter the following values and and click Finished.
* Name: oauth—scope-username
* Scope Name: username
» Scope Value: 3 {session.logon.last.username}

» Caption: username
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Access w» Federation : OAuth Authorization Server : Scope » New Scope...

General Properties

Mame I] oauth-scope-usermame
Scope Name | username
Scope Value I] %{session.logon.last.username} I

Description

Customization Settings for English

Language English

Detailed Description |

[ Cancel | [ Repeat

Note: This scope is requested by the Resource Server and the information here is provided back.
You can hardcode a value or use a variable as we have here. So if the scope username is requested,
we will supply back the username that was used to login at the Authorization Server (AS).*

Configure the Client Application

1. Go to Access -> Federation -> OAuth Authorization Server -> Client Application and click Create

Dinricce Caoed copmanes

2. Enter the following values and click Finished.
 Name: cauth-api-client
» Application Name: HR API
+ Caption: #HR APT
+ Authentication Type: secret
* Scope: cauth-scope-username

» Grant Type: Authorization Code
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* Redirect URI(S): https://www.getpostman.com/oauth2/callback
Remember to click Add

Access » Federation : OAuth Authorization Server : Client Application

General Properties
Nama Loaut-ap-chont |

Application Name | HR AP |

Description [

[
Wabsite Logo URL [
[

_C\uwlllwon Settings for English
Language English

Icanm | HR ARI |
Detailed Descripion [

Security Settings

Authentication Type ) Nona @ Secret () Certificate

Selecled Avalatile

- o e — (<]
] Aumnorization Code
Grant Type Implicit

] Resource Cwner Password Credentials

[0 Jaad

| [Wttps v getpostman comoauth/caliback '-‘

Reanect URI(S)

Ed Deete

Token Management Configuration
Use Profile Token Management | —
Settings.

| Enabled
[cancr ) opes [ e ]

Note: The Redirect URI above is a special URI for the Postman client you'll be using. This would

normally be a specific URI to your client

Configure the Resource Server

1.

Go to Access -> Federation -> OAuth Authorization Server -> Resource Server and click Create

lr | Searct]

|2.| + Name | © Resource Server ID . # Authentication Type OAuth Profile

Mo records to display

[ Delete._ || Download Resource Servers |

2. Enter the following values and click Finished.

* Name: cauth-api-rs

» Application Type: Secret
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Access » Federation : OAuth Authorization Server : Resource Server »» Mew Resource Server...

General Properties

Mame

Authentication Type

Description

| Cancel || Repeat

Configure the OAuth Profile

1. Go to Access -> Federation -> OAuth Authorization Server -> OAuth Profile and click Create

Access » Federation : OAuth Authorization Server : OAuth Profile

service Provider « | SAML Identity Provider + | SAML Resources

[F | [searc] I Create... I

OAuth Authorization Server ~ | OAuth Client / Resource Server + | PingAc

|c Name Access Profiles | Partition / Path |
i oauth Common

2. Enter the following values and click Finished.
* Name: cauth-api-profile
+ Client Application: cauth-api-client
* Resource Server: oauth-api-rs

» Database Instance: cauth-api-db
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Access » Federation : OAuth Authorization Server : OAuth Profile :» New OAuth Profile...

General Properties

Mame I oauth-api-profile
Parent Profile oauth
Selected Available
Client Application 0auth-api-clie
-:\-b 2
Selected Available
Resource Server galit-ap
-:\-b o
Database Instance oauth-api-db W)

- - = - s

| Cancel || Repeat || Finished |

Configure the APM Per Session Policy

1. Go to Access -> Profiles/Policies -> Access Profiles (Per Session Policies) and click Create

| — T
o ||=]smtus « hccess Fronke tame # Appbcaton ¢ Proe Type | Per-Sassen Poksy Exper | Cor  Logs Vrhel Sevees. + Fartton (Path |
P s u ey irane) (e} Comren

[ostew.. | [ ot |

2. In the General Properties section enter the following values
* Name: cauthas-ap
 Profile Type: A11

+ Profile Scope: Profile
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Access » Profiles / Policies : Access Profiles (Per-Session Policies) » b

eneral Properties

Mame

Parent Profile

Frofile Type

Profile Scope

dCoBss

All 2

3. In the Configurations section select the following value from the OAuth Profile drop down menu.

» OAuth Profile: cauth-api-profile

Logout URI Include

Logout URI Timeout

Microsoft Exchange
User |dentification Method
OAuth Profile

Edit| Delete

| 5 seconds

MNone > |

HTTP

pauth-api-profile ?|

4. In the Language Settings section enter the following value and then click Finished.

» Languages: English
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5.

6.

7.

Additional Languages | Afar (aa) | (Add|

@e:ﬂed Languages

Languages

Default Language |English (en) |

| Cancel || Finished ||

Click Edit on the oauthas-ap policy, a new browser tab will open.

Access » Profiles / Policies : Access Profiles (Per-Sessi

Access Profiles Pei

o~

i s
|Siah.s|‘AcuesstﬁleName |+ Application = Profile Type | Per-Session Policy Export | Copy | Logs Virtual Servers | # Partition / Patn |
i access All (none) {none) (none) ‘Common

O i oauthas-ap Al Expori.. Copy.. defauli-log-setting Common

Click the + between Start and Deny

Access Policy: /Common/oauthas-ap [edit endings

s o) Y

Select Logon Page from the Logon tab, and click Add Item
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ILogon 1[’Authentication] [-Assignmenﬂ rEndgoint Security (Server-Side ] fEndgoint Security CIient—Sideﬂ fGeneraI Pumose]

O citrix Logon Prompt
() External Logen Page
) HTTP 401 Response

L) HTTP 407 Response

Configure logon options for Citrix dients
Redirect user to externally hosted form-based web logon page
HTTP 401 Response for Basic or SPNEGO/Kerberos authentication

HTTP 407 Response for Basic or SPNEGO/Kerberos authentication

Legon Page

Web form-based logon page for collecting end user credentials (used with most deployments)

() 0DAuth Logon Page
() Virtual Keyboard

(T} VMware View Logen Page

[cance [ adé eem 1]

QAuth Logon Page used for OAuth Clisnt authentication
Enables a virtual keyboard on the logon page for entering credentials

Display logon screen on VMware View clients

8. Accept the defaults on the Logon Page and click Save
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fmp!mu [ Branch Rules |

Name: [Logan Page |

Logon Page Agent
sphit domain from full Username
CAPTCHA Configuration

Type Post Variable Name Session Variable Name Clean Variable  Values  Read Only
1 [text | | username | [username |
2 [password ~|  [password | [password |
3 [none | [feld3 | [feld3 | Mo ~]
4 [none | [Feldd | [feld4 |
5 [none | [felds | [felds | No
Customization
|Language
Form Header Text
Logon Page Input Field #1
Lagon Page Input Fleld #2
Logon Button
Front Image
Save Password Checkbox
Mew Fassword Prompt
Verify Passward Prompt
[ cancel | save |

9. Click the + between Logon Page and Deny

Access Policy: /Common/oauthas-ap |[edit endings

fallback [ ] fallbac

10. Select OAuth Authorization from the Authentication tab and click Add Item
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[.Logon -]ermhenﬁcaﬁan IIFAssignment] IFEnduuinl Security (Ser\ter—Sideﬂ |.- Endpoint Security (CIient—Sideﬂ [.General Purgose]

() AD Auth
) AD Query
() Client Cert Inspection

) CRLDP Auth

() HTTP Auth
() Kerberos Auth
[ LDAP Auth
) LDAP Query
() LocalDB Auth

() NTLM Auth Result

Active Directory authentication of end user credentials

Active Directory query to pull user attributes for use with resource assignment or other functions, such as AD group
mapping

Check the result of dient certificate authentication by the Local Traffic Client S5L profile

Certificate Revocation List Distribution Point (CRLDP) dient certificate authentication

HTTP authentication of end user credentials

Kerberos authentication, typically following an HTTP 401 Response action

LDAP authentication of end user credentials

LDAP query to pull user attributes for use with resource assignment or other functions, such as LDAP group mapping
Local Database Authentication

MTLM authentication of end user credentials

[-:if:- OAuth Authorization

OAuth 2.0 Authorization Agent for scope management ]

() DAuth Client

() DAuth Scope

OAuth Client

OAuth Scope

11. Accept the defaults for the OAuth Authorization and click Save

_[ Properties ] [ Branch R_ules]

Name: | OAuth Autharization |

DAuth Authorization

Prompt for Authorization

Scope Assign

Add new entry

Customization

Insert Before:

Language

en Resst all defaults

Authorize Message

Authorization request

Scope Message

requests permission to do the following:

Allow Message

Authorize

Deny Message

Deny

| Cancel [J| Save |

| Help |

12. Click Deny on the Su

ccessful branch after the OAuth Authorization object, select Allow, click Save
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13.

Access Policy: /Common/oauthas-ap (Endings: Allow, Deny [def

—— 7
Start fallback +— Logon Page fallback — Successful +_}

QAuth Authorization

| | fallback ,| _D_E

Click Apply Access Policy in the top left and then close the tab

f5 1 AppiyAccess Policy

Access Policy: /Common/oauthas-ap [edit endings| (Endings: Allow, Deny [def

fallback [~ ] fallback

7] Successiul
Start +— Logon Page R LN

— Allow

ek, W

Note: We are not validating the credentials entered on the Logon Page, so you can enter anything
you want. In a production deployment you would most likely include some process for validating
credentials such as an LDAP Auth or AD Auth object, or perhaps limiting access by IP or client
certificate

+ —

Note: This policy might also set some variables that get used as scope values. Thus, you could
determine what the scope values are by utilizing the policy here.*

Create the Authorization Virtual Server

1.

Go to Local Traffic -> Virtual Servers and click Create

Local Traffic - Wirtual Servers : Virtual Server List

% ~ | Mirtual Server List | Virtual Address List | Statistics
—

[ ||Search [Tcreate.. ]
| [~] Status | ~ Mame + Desctiption | ¢ Application | ¢ Destination | ¢ Service Port | < Type | Resources | + Partition f Path
Ma records to display.
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2. Enter the following values for the Authorization Server Virtual Server
* Name: cauthas.f5agility.com-vs
* Destination Address: 10.1.20.110
+ Service Port: 443
« HTTP Profile: http
» SSL Profile (Client): f5agility-wildcard-self-clientssl

» Source Address Translation: Auto Map
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General Properties

Service Por

oauthas.{Sagility com-ws

| Standard

>

Motify Status 1o Virtual Address
State Enabled
Configuration:
Protocal TCP ">
Protocol Profile (Client) [tep w |

Protocol Profile (Server)
HTTP Profile

HTTP Proxy Connect Profile
Traffic Acceleration Profile
FTF Profile

RTSP Profile

S5L Profile (Client)

S5L Profile (Server)

SMTPS Profile

Client LDAP Profis
Server LDAP Profile
SMTPF Profile

VILAM and Tunnel Traffic

Source Address Translation

| (Use Client Profile)

http
None W
|None |
Hone hd
Hone ot
Available
CIEMTEE] =
clientssl-insecure-compatible
clientssl-sacure
cryplo-server-defauli-clentzsi
. splisession-default-chenissl
Seleclad Available
ICommon S
[El apm-defaulil-serverssl I
cryplo-clieni-defaull-senverssl
|=2] | peoip-detautt-serverssi
serverssl w
Hone ol
H'm Wt
Mone w
None o

[.ﬁ.ll V0LAMe and Tunnels -

Aulo Map
|
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3. Scroll to the Access Policy section, select oauthas-ap from the Access Profile drop down menu and
then click Finished at the bottom of the screen.

Access Policy

Access Profile | oauthas-ap ¥ I
____________________________ :

| Additional sections removed |

| cancel || Repeat

2.3.4 Task 3: Resource Server

Note: This task is performed on Big-IP #1 (RS)

Configure the OAuth Provider

1. Go to Access -> Federation -> OAuth Client/Resource Server -> Provider and click Create

Access » Federation : OAuth Client / Resource Server : Provider

service Provider = | SAML [dentity Provider = | SANML Resources | QAuth Authorization Server » | OAuth Client / Resource Server = | PingAccess

|* HSearch| | Create... |

[v] ‘ “ Mame | “ Type | OAuth Servers | = Application | “ Partition / Path

TFA F5 Common

1 Facebook Facebook Facebook Common

1 Google Google Google Comrnon
LinkedIn Custom Linkedin Commaon

1 Ping Ping Caomrmon

2. Enter the following values for the Authorization Server Virtual Server and then click Finished
 Name: cauthas.f5agility.com-provider
* Type: F5
» Authentication URI: https://ocauthas.f5agility.com/£f5-o0auth2/v1l/authorize
* Token URI: https://oauthas.fbagility.com/f5-cauth2/vl/token

» Token Validation Scope: https://oauthas.f5agility.com/f5-oauth2/vl/
introspect
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Access : Federation : OAuth Client ' Resource Server : Provider = Hew Prowvider...

General Properties

I Mame ‘l oauthas. fhagility com-provider I

Description ‘
[

Authentication LRI ‘ https:ifoauthas. fagility comifa-oauth 2 fauthorize
Token LIRI ‘l https:ioauthas faagility comifa-oauth 2 token I

Token Yalidation Scope URI ‘ hitps foauthas maility comiTe-0aUth 21 Antrospect

| Cancel || Repeat

Configure the OAuth Server

1. Go to Access -> Federation -> OAuth Client/Resource Server -> OAuth Server and click Create

Access » Federation : 0Auth Client/ Resource Server : 0Auth Server

H - | SAN vice Provider = SAML |dentity Provider = | SAML Resources | OAuth Authorization Server = | OAuth Client / Resource Server = | Pling

|* HSearch| | Create... |
|Z|| - MNarme + Mode | “ Provider | + Application | # Partition / Path
Facebook Client + Resource Server Facebook Commaon
Google Client + Resource Server Google Common
Linkedin Client + Resource Server Linkedln Common

2. Enter the following values for the Authorization Server Virtual Server and then click Finished
* Name: api-resource-server
* Mode: Resource Server
» Type: F5
* OAuth Provider: cauthas.f5agility.com-provider

* DNS Resolver: cauth-dns

Resource Server ID: (see step 5) <Get this from Big-IP 2 -> Access -> Federation -> OAuth
Authorization Server -> Resource Server -> oauth-api-rs>

Resource Server Secret: (see step 5) <Get this from Big-IP 2 -> Access -> Federation -> OAuth
Authorization Server -> Resource Server -> oauth-api-rs>

Resource Server’s Server SSL Profile Name: apm-allowuntrusted-serverss|
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Access » Federation : OAuth Client / Besource Server : OAuth Server » New OAuth Se

General Properties

MNarme apl-resource-server
Description

lode Fesource Server v
Type F& v

OAuth Provider oauthas Bagility. com-provider ¥

[+

DMS Resolver oguth-dns  *

Et

Selected HAuwailab
/Comman

iFules L= _gys_APM_ExchangeSug

_gys APM ExchangeSug

122 _gys APM ExchangeSug

Token “alidation Interal B0 rrinutes

Resource Server Settings

Resource Server D Your oauth-api-rs ID from Big-IP 2

Resource Server Secret Your oauth-api-rs secret from Big-IP 2

apm-allowuntrusted-serverssl v

Frofile Name
| Cancel || Hepeat

Note: We are using a custom serverssl profile to allow negotiation with an untrusted certificate. This
is needed because our Authorization Server is using a self-signed certificate. In production for proper
security you should leverage a trusted certificate (most likely publicly signed) and the apm-default-
serverssl profile (or other as appropriate)*

I Fesource Server's ServerS5L0L

. The values for step 4 above can be obtained by accessing Big-IP 2 and navigating to Access ->
Federation -> OAuth Authorization Server -> Resource Server -> oauth-api-rs as shown.
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o~

FProperies

General Properties

Access » Federation : OAuth Authorization Server

: Resource Server :: oauth-api-rs

Marme

Resource Server 1D

Padition § Path

Authentication Type

Secret

Description

nauth-api-rs

Your oauth-api-rs ID

Carmmaon

Mone '® Secret' ' Cedificate

Your oauth-api-rs secret

4. To configure the APM Per Session Policy go to Access -> Profiles / Policies -> Access Profiles
(Per Session Policies) and then click Create

Access » Profiles / Policies : Access Profiles (Per-Session Policies)

i | [seareh [Coreste ] mpor...
| E| Status ‘ ~ Access Profile Name ‘ = Application | < Profile Type | Per-Session Policy ‘ Export | Copy | Logs Wirtual Servers ‘ = Partition / Path
w ACCEES All (hone) (hone) (none) Common

a w sociakap All B Edit... Export... Copy.. default-log-getting  social.agility.com-vs  Commaon

5. Enter the following values and then click Finished
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Access » Profiles / Policies : Access Profiles (Per-Session Policies) » Hew Profile

General Properties

-
Mame api-ap I

Farent Profile ACCReSS

Profile Type CAuth-Resource Server ¥

Profile Scope ‘l Profile v |

Language Settings

Additional Languages Afar (aa) ¥ | |Add
cepted Languages
Enalish {en)
Languages
Default Language English (en) ¥

| Cancel| | Finished |
e——

* Name: api-ap
 Profile Type: OAuth-Resource-Server
+ Profile Scope: Profile

* Languages: English

Note: User Identification Method is set to OAuth Token and you cannot change it for this profile type.

6. Click Edit on the new api-ap policy and a new window will open
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Access » Profiles / Policies : Access Profiles (Per-Session Policies)

Fer-Request Policies | Policy

Custormization =

* B [Gte [
| |~ Status | ~ Access Profile Name | = Application ‘ < Profile Type | Per-Session Palicy | Export | Copy ‘ Logs Wirtual Servers | < Partitic
= access All (none) (none) (none) Common
a i api-ap OAuth-Resource Server Export... Copy.. default-log-setting Common
o g social-ap All 8 Edit Export.. Copy.. default-log-setting  social agility. corm-vs Comrnon

7. Click Deny on the fallback branch after Start, select Allow and click Save

Access Policy: /Common/api-ap

Fallback.
Start = Deny |
| Select Emling:
o allow O
[ 'O peny O

Cancel Save |

8. Click Apply Access Policy in the top left and then close the tab

10.

S | apply Access Policy

Access Policy: /Common/api-ap

'||, Fallback ‘; '
[Start / L ! Al

To configure the APM Per Request Policy go to Access -> Profiles / Policies -> Per Request
Policies and then click Create

Access » Profiles / Policies : Per-Request Policies

q ||Search‘ I Create... Ilmpon. .

‘ ~ Per-Request Policy Name | Per-Request Palicy | Export | Copy | Yirtual Servers | < Partition ¢ Path

L prp-x-ugeringertion 8 Edit... Export... Copy.. socialagility com-vs Commaon

Enter api-prp for the Name and click Finished
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Access » Profiles / Policies : Per-Request Policies

General Properties

J e T

11. Click Edit on the api-prp policy and a new window will appear

Access » Profiles / Policies : Per-Request Policies

Per-Reguest Policies | Palic 1= Custormization

|* ||Search|

+ Per-Request Palicy MName Fer-Reguest Folicy | Export
L api-prp 8 Edit... Expart..
L prp-w-user-insertion B8 Edit... Export...

12. Click Add New Subroutine

Per-Request Policy: /Common/api-prp e endings|

_Etart Y Fallback. N } Y

| Add MNew Macro |

|| Add Mew Subroutine | I  Add New Subroutine Macro

13. Leave the Select Subroutine template as Empty. Enter RS Scope Check for the Name and
then click Save
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Select Subroutine template) | Ernpty ¥

Marne IF{S Scope Check | Terminals: St [default]

Empty subroutine with one terminal

Lin =) oue)
In
| Cancel || Save |

14. Click the + next to the RS Scope Check

Subroutine: RS Scope Check  (remess: ou [defmi)

15. Click Edit Terminals on the RS Scope Check Subroutine

E] Subroutine: RS SCDpE Check |subroutine Settings f Rename | | |Edit Terminals

n : Fallback, +

16. First, rename Out to Success, then click Add Terminal and name it Failure

fEdit*[Set Default\]

add Terminal 1 Terminal 1 ¥

Name:||FaiIure | I [#2 7| [l
Iarme :||5uu:n:555 | | @ (=1 default

| Cancal | BEENE | (*Data in tab has been changed, please don't forget to save) | Help |

17. Go to the Set Default tab and select Failure then click Save
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r@*ﬁl FSEt Default *1

s Failure

SLCCEss

Cancel | [ *Data in tab has been changed, please don't forget to save) | Help

18. Click Edit Terminals again (it will ignore the order settings if you do this in one step without saving in
between)

E] Subroutine: RS SCDPE Check |subroutine Settings [ Rename| || Edit Terminals

B :Fallback '
In }p—+

19. Move Success to the top using the up arrow on the right side then click Save

J"Edit *Hﬁet Defaultﬁ|

Add Terminal 1: Failure ¥
Marne: [Faiure | [#2 A =l default
Marne: [Success | [#1 A [ (]

Cancel *Data in tab has been changed, please don't forget to save) | Help

20. Click the + between In and Success, a new window will appear

—| Subroutine: RS Scope Check =

In :I-Fa"bac-+-|-—y SUEEESS}

21. Select OAuth Scope from the Authentication tab and click Add Item
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rLDQDn II Authentication Ifﬂssignment] fEndQDint Security (Server-Side ﬂ rGeneraI Purgusew

A0 Auth Active Directory authentication of end user credentials
CRLOP Awth Certificate Revocation List Distribution Point (CRLDP) clent certificate authentication
HTTP Auth HTTP authentication of end user credentials
LDAP Auth LDAP authentication of end wser credentials
LocalDBE Auth Local Database Authentication
Cauth Client Cauth Client

L OALth Scope OALth Scope
OCSP Auth Orling Certificate Status Protocal (OCSP) client certificate authentication
On-Dernand Cert Auth Dynamically initiate an SSL re-handshake and walidate the received client certificate
RADIUS Auth RADIUS authentication of end user credentials

| Cancel || Add Item |

22. Enter the following values and then click Save

» Server: /Common/api-resource—-server

» Scopes Request: /Common/F5ScopesRequest

[Prnperties* ] fEranch Ftules.]

Mame: [Qauth Scope |

DAuth

Type Scope Y

Server fCommon/api-resource-server v

Scopes Request fCammon/FSScopeshequest
Add new entry

Scope Mame

| Cancel *Data in tab has been changed, please don't forget to save)

23. Verify that the Successful branch terminates in Success and the Fallback branch terminates in
Failure
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— B .
. Fallback o Successful +__‘
DAUth Scope

fallback. = Faiure

24. In the main policy, click + between the Start and Allow

—| Subroutine: RS Scope Check |sutroutine Settings / Rer

Per-Request Policy: /Common/api-prp |edit endings|

Start

Fallhan:ll__

]

25. Select RS Scope Check from the Subroutines tab and click Add Item

[ authentication |[ assiament || Endooint Security (Server-Side) | General Purpose I Subroutines |
| —

I . RS Scope Check

Macrocal to RS Scope Check

Cancel |

Add Item |

26. Verify that the Success branch terminates in Allow and the Fallback branch terminates in Reject

Per-Request Policy: /Common/api-prp  [Edit Endings|

Start

fallback e

] Success
———— = >—E Allow
RS Scope Check
Failure '
|7+_’

Note: You do not need to “Apply Policy ” on Per Request Policies*

27. To add the APM Policies to the API Virtual Server, go to Local Traffic -> Virtual Servers and click on
api.fbagility.com-vs
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Local Traffic » Virtual Servers : Virtual Server List

Wirtual Server List
A

N Virtual Address List = Statistics

|“' Search|
|ﬂ‘ ~| Status | ~ Name < Description | = Application | © Destination
= (] api Bagility com-vs 10.1.20.112
() @ dns_host_resolver 10.1.20,99 3
@ social agility.com-vs 10.1.20.111

28. Scroll down to the Access Policy section. Change Access Profile from None to api-ap

IAl:t:m Policy
Access Profile
Connectivity Profile E Mone ¥
Per Reguest Poicy
WDI Profile Mone ¥
Application Tunnels (Java & Per
App YPN) - Enabled
OAM Support " Enabled
PingAccess Profile Mone ¥

Deiste

29. Change Per-Request Policy from None to api-prp and then click Update

2.3.5 Task 3: Verify

1. On the Jump Host, launch Postman from the desktop icon
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2. The request should be prefilled with the settings below (same as earlier). If not change as needed or
select TEST API Call from the API Collection and click Send

R
| MNote: Headers Tab View
[ |

* Method: GET

» Target: https://api.f5agility.com/department
 Authorization: No Auth

« Headers: (none should be set)

3. You should receive a 401 Unauthorized and 3 headers, including WWW-Authenticate:
Bearer. The body will be empty.

Body (3] tatus: 401 Unauthorized | Time: 250ms  Size: 838

Jl

Pretty ! eunt Save Response

Note: Your API call failed because you are not providing an OAuth token. Both tabs shown

Headers (3] tatuz: 401 Unauthorized Time: 250 ms Size: 938

Connection » Cl

Content-Lendgth

WAL Authenticate - Bearer

4. Click the Authorization tab and change the Type from No Auth to OAuth 2.0
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Test AP Call

b Test APICall

GET

Authorization

Type

Connection . Close

Content-Length

WWAWWY-Authenticate

httpsifapi.faagility cornfdepartrment

Head

0

Mo Environment

Cookies Code

Mo Auth W

Mo Auth
Basic Auth Status: 401 Unauthorized Time: 250 m= Size: 938
Digest Auth

OAuth 1.0

OAuth 2.0

» Bear

Hawk Authentication

AWE Signature

5. If present, select any existing tokens on the left side and delete them on the right side. Click Get New

Access Token

Authaorization

Tipe

Existing Tokens

Get a newy access token to add i to this list.

OAuth 2.0

Get Mew Token Details

Select a taken from the list to view details

6. In the Get New Access Token window, if the values do not match then adjust as needed, and click

Request Token

+ Token Name: <Anything is fine here>

Note: If you're doing this lab on your own machine and using self signed certificates you must add
the certs to the trusted store on your computer. If you've just done this, you must close Postman and
reopen. You also need to go to File -> Settings in Postman and turn SSL certificate validation to off.

e Auth URL: https://oauthas.f5agility.com/£f5-cauth2/vl/authorize
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Access Token URL: https://ocauthas.f5agility.com/f5-ocauth2/vl/token

Client ID: <Get this from Big-IP 2 -> Access -> Federation -> OAuth Authorization Server ->
Client Application -> oauth-api-client>

Client Secret: <Get this from Big-IP 2 -> Access -> Federation -> OAuth Authorization Server
-> Client Application -> oauth-api-client>

Scope:
Grant Type: Authorization Code

Request access token locally: checked
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GET MEW ACCESS TOREMN

Regquest a new access token to add it to your list of tokens
On clicking Request Token, you will be redirected to the Auth URL where you can
enter the user's credentials and request for a token

Callback URL  https:ffwww.getpostrnan.cormifoauth2icallback

spt thiz 3= the callback URL in wour app =etting= page.

Token Marne My Token
Auth URL https:ffoauthas fSagility, comit-oauth 201 auth

Access Token UIRL https:foauthas fSagility. comifi-oauth2fvl ftoke

Client |D | Your ocauth-api-client ID from Big-IP 2 I
Client Secret |"|"nur oauth-api-client secret from Big-1P EI

Scope [Optional]

Grant Type Authorization Code

Request access token locally

Cancel Reguest Taken

7. Logon with any credentials, such as user/password
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5

mecure Logon
for F5 Networks

Username

Password

8. Authorize the HR API by clicking Authorize
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Authorization request

HR API requests

permission to do the

following:
HR API

® Username

|

9. You now have received an OAuth Token. Click the name of your token under Existing Tokens (left)
and your token will appear on the right

Existing Tokens

Get Mew Access Token MYTU ken Celete Use Token

MyTaken

Add token to LRL

access_foke  3cOf4d3bdd3381104a7140186289chT 70544
n 9A0TcAI3a23 08629033507 0dd3

expires_in 300

token_type Bearer

10. Change the Add token to drop down to Header and the click Use Token. You will note that the

Header tab (in the section tabs just above) now has one header in the Header tab which contains
your Authorization Header of type Bearer with a string value.
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Wiy Token Delete Use Token I

access toke 3c9f4d3bdd9381104a714¢196289ch770a45
hn 9507c693a23¢862903a5h770dd3

expires_in 300

token_type Bearer

The Header tab data is shown in the screenshot

Authorization Headers (1] Pre-request Script Tests Cookies Code
ke Yalue Bulk Edit Presets =
Authorization Bearer cB9884a4df2e89f40d414938497bab 069385541 0ba..,

11. Click Send at the top of the Postman screen
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GET https:ifapifSagility.com/departrment Params Save

Authorization 5 (1) ] ; okles vl
Tvpe QAuth 2.0

Existing Tokens Get Mew Access Taken My Token Dalats Use Token '

MyToken

access_toke  ecd2165e10611860001db5hacke3dadnE2E
n 33812428 d5824ec0abTad3408

BYpIres _in 'EI:I[\.-

loken_type Bearar

12. You should receive a 200 OK, 5 headers and the body should contain a list of departments

PSS

Ao S fabes: 200 OK Twme: 350 ms ce: 1.05 KB

o
i
Jl

‘departments”: [
“HATER MGMNT=,
el "POLICE",

GERERAL SERVILEST,

Note: This time the request was successful because you presented a valid OAuth token to the
resource server (the Big-IP), so it allowed the traffic to the API server on the backend.

2.3.6 Task 4: Testing Session and Token States

Note: Parts of this task are performed on both Big-IP devices. Check each step to make sure you are
working on the correct device.

Invalidate the Session

1. Go to Big-IP 1 (OAuth C/RS) -> Access -> Overview -> Active Sessions. Select the existing
sessions and click Kill Selected Sessions, then confirm by clicking Delete
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Access s Overview : Active Sessions

sions

Repaorts

QAuth Reparts -

SWG Reports

* | BEvent Logs

Display Options

Auto Refresh |Disabled ¥ |Refresh|

Refresh Session Table
Total Active Sessions

Active Session Count 1
|* ||Sear|:h|

'~ Gtatus [+ ¢ Session|D Variables < User © ClientIP |+ Start Time + Expiration

[#] Q El 256f10ed Wieny nfa 10.1.200210 2017-05-31 13:22:24  2017-05-31 13:40014

Kill Selected Session

5]

2. Go back to Postman and click Send with your current OAuth token still inserted into the header. You
should still receive a 200 OK, 5 headers and the body should contain a list of departments.

Body 5
Pretty
i« {
2 ‘departments®: [
"MATER MGMNT™,

o "POLICE",

GERERAL SERVILES™,

e

EarmEme

Stabes: 200 OK

lme: 350ms  Soe: 1.05KB

Note: You were still able to reach the API because you were able to establish a new session with
your existing valid token*.

Invalidate both the Current Session and Token

1. Go Big-IP 2 (OAuth AS) -> Access -> Overview -> OAuth Reports -> Tokens. Change the DB
Instance to oauth-api-db.
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OAuth Tokens

DB Instance:

IICommunruauth-api-db '] Lastweek

User o
IZommon/oauthas-ap user
ICommon/oauthas-ap.user
IComrmonioauthas-ap user
IZommon/oauthas-ap.user
IZommon/oauthas-ap.user

iCommonioauthas-ap user

Access » Owerview : OAuth Reports : Tokens

Access Token Issued:

Client App
HR AFI
HR AP
HR AP
HRE AFI
HR AP

HR AR

OAuth Reports

r

v

-

User ar Client App

“  Access Token Issued v
2017-05-30 234538
2017-05-30 22:44:57
2017-05-30 233916
2017-05-30 23:25:44
2017-05-30 231513

2017-05-30 23:09:48

~ Eventlogs -

Search

Access Token Expires >

2017-05-30 235038

2017-05-30 23:49:57

2017-05-30 23:4416

2017-05-30 23:30:44

2017-05-30 2320013

2017-05-30 23:14:48

Revoke

Access Token Status -

ACTIVE

ACTIVE

ACTIVE

ExPIRED

ACTIVE

ACTIVE

2. Select all tokens, click Checkbox left in title bar and the click Revoke in the top right

Access » Overview : OAuth Reports : Tokens

Refresh

Refresh Token Issued~ R

2017-05-30 234538

2017-05-30 234457

2017-05-30 233916

2017-05-30 232544

2017-05-30 231513

2017-05-30 23:09:48

OAuth Tokens

DB Instance:

ICommonioauth-api-db ¥ Lastweek

User i

ICommonioauthas-ap.user
ICommonioauthas-ap.user
ICommonioauthas-ap.user

ICommonioauthas-ap.user

L

ICommonioauthas-ap.user

Access Token Issued:

Client App
HR AFI
HR AFI
HR AP
HR AR

HR &FI

v

v

User or Client App

¥ Access Token Issued
2017-05-30 23:45.38
2017-05-30 23:44.57
2017-05-30 23:3916
2017-08-30 23:25.44

2017-05-30 231513

Search

Access Token Expires -

2017-05-30 23:50:38

2017-05-30 23:49:57

2017-05-30 23:44:16

2017-05-30 23:20:44

2017-05-30 23:20:13

Revioke

Access Token Status -

ACTIVE

ACTIVE

ACTIVE

EXPIRED

ACTIVE

Refresh

Refresh Token Issued © R

2017-05-30 23:45:38

2017-05-30 23:44:57

2017-05-30 233916

2017-05-30 23:25:44

2017-05-30 231513

3. Go to Big-IP 1 (OAuth C/RS) -> Access -> Overview -> Active Sessions. Select the existing
sessions and click Kill Selected Sessions, then confirm by clicking Delete
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Access s Overview : Active Sessions

sions Feparts DAuth Reports * | SWE Reports = | EventLogs

Display Options

Auto Refresh Disahled ¥ | |Refrezh

Refresh Session Table

Total Active Sessions

Active Session Count 1

- Search

'~ Gtatus [+ ¢ Session|D Variables < User © ClientIP |+ Start Time + Expiration

(v Q E 25671 Oed Wi nia 10120210 2017-05-31 12:22:24  2017-05-31 13:40:14

Kill Selected Sassions |

4. Go back to Postman and click Send with your current OAuth token still inserted into the header. You
should receive a 401 Unauthorized, 3 headers, no body, and the WWwwWw-Authenticate header
will provide an error description indicating the token is not active.

(1] Headers (3] Stetug 401 Unauthorized | Time: 732ms Size: 1558

Connection : Close

Content-Length . 0

WA futhenticate - Bearer error="invalid_token" errar_description="Token is not active”

Note: You can remove the header, delete the token, and start over getting a new token and it will work
once again.*

Note: This time you were no longer able to reach the API because you no longer had a valid token to
establish your new session with. Getting a new token will resolve the issue.

2.4 Lab 3: Reporting and Session Management

2.4.1 Task 1: Big-IP as Authorization Server (Big-IP 2)

1. You can see reporting on OAuth traffic at Access -> Overview -> OAuth Reports -> Server
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Access »» Overview : Ofuth Reports : Server

s Reports

OAuth Reports

* | BWGE Reports -

OAuth Server Performance

Time :
Last day

—y— FEnuests

Egouehkefsdrrarettad

0.015

0.010

0.000

02 P

Reports Browser
Favarites

Built In Repotts

ez Favvcrite:

Y
FU_L LISIENE S ST S0

ACL Summary (Session 109

ACL Summary (Al Sessions)
Allowwed ACL Details (Session D)
Allovved ACLs (A Sessions])
Denied ACL Details (Session D0
Denied ACLs (&l Sessions)

Z Browser/App Reports
Application and OS5 Distribution

Access » Overview :Access Reports

Auth Codes Issued

—— Tokens lssued

—— Failed Requests

08 P

CAuth Reports

All Sessions *

02 P

& Export to CSv File | [2]

Local Time

2017-05-30 23:45:27
2017-05-30 23:44:45
2017-05-30 23:38:02
2017-05-30 23:28:31
2017-05-30 23:25:34
2017-05-30 23:14:59
2017-05-30 23:09:36
2017-05-30 22:53:17
2017-05-30 22:24:41
2017-05-30 22:19:38
2017-05-30 22:12:10

Session 1D
97ec3806
12bEd17e
e0804cha
AeSabizf

92215414
coc2E00e
TSeedbhl
OcBhO035d2
c851 fTad

SE3cdbh
90030545

5 Reports

Ewvent Logs -

OVERVIEWY

Refresh Tokens [s=sued

ied 21 032 AM 06 A

2. You can see the session logs by going to Access-> Overview-> Active Sessions and click on the
active session, or for past sessions under Access -> Overview -> Access Reports -> All Sessions
Report (it runs by default and asks for a time period)

- | EventLogs -

] wiew Report Constraints |

Logaon Active  Session Variables State
user M Wigw Session variables
uzer M Wiew Session Yariables
uzer M Wiew Session Yariables
M Wigw Session variables
user M Wiew Session Yariables
uzer M Wiew Session Yariables
user M Wigw Session variables
user M Wiew Session Yariables
uzer M Wiew Session Yariables
M Wigw Session variables
user M Wiew Session Yariables




2.4.2 Task 2: Big-IP as Client / Resource Server (Big-IP 1)

1. After logging in Go to Access -> Overview -> Active Sessions and note that the “User” field
is populated with the name from your social account (from social account labs). This happens
because we took the relevant variable from the OAuth response and put it into the variable ses-
sion.logon.last.username.

ACCRES » Overview : Active Sesshons

# - | Adtive Sesslons | Al ports OAuth Reports = | SWG Reports *  Event Logs

Display Options
Auto Refrash Disabled | Refresh

Refresh Session Table

Total Active Sessions
Active Session Couni 1

P | search
|| |~|Status |I1-, ¢ Session ID Variables |-I..I'nr & Client IP < Stant Th

] Q £ did4a5200 View |Gnaa Leslay 192.168.187 169 2017-05-

Kl Salected Sessions

2. There are more session variables retrieved from the provider you can examine. To see them click on
View under Variables for the session. Search for variables that start with “session.oauth.scope.last”.
The scope will determine what the Authorization Server returns to you.

ACCEEs » Overview : Active Sessions

[« = Active Sessions ACCRSS Rapors OAuth Raparts * | SWG Hepons i Event Logs

Display Options
Auto Refresh Disabled « | Refrash
Refresh Session Table
Total Active Sessions
Active Session Count i
P | Search
|#| |~ Status |I1-, & Session D Variables |- User I ¢ Client IP & Stant Tii

] Q £ dida5200 | View Chas Leslay 182,168 187 164 2017-05-.

Kill Selected Sessions
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Note: You can terminate this session if desired at the Active Sessions screen*

dfdas200 === 0 0= e = s scope_data public_profile first_name |Dhas

df4a5200 session.oauth.client/Commonfsocial-ap_act_oauth_client_1_ag.state |

df4a5200.session.cauth.scope/Commonisocial-ap_act_oauth_scope_1_ag.scope | public_profile

3. You can see reporting on OAuth traffic at Access -> Overview -> OAuth Reports -> Client / Re-
source Server

Access » Overview : Ofuth Reports : Client / Resource Server

OAuth Client / Resource Server Performance

Time :

Last hour v

OVERVIEW

Reguests Per Second : - Auth Codes —— Tokens Refresh Tokens Scopes

00z -

0.0z

0.00

01 Pw 01:05 01:10 o1:15 01:20 01:25 01:30 01:35 01:40 01:45

4. You can see the session logs by going to Access-> Overview-> Active Sessions and click on the
active session, or for past sessions under Access -> Overview -> Access Reports -> All Sessions
Report (it runs by default and asks for a time period)

170



Reports Browser

Favorites

&% Delete Favorite

Report Name

teports

Access Reports

OAuth Reports

Session Details - df4a5200 *

& Exportto CSV Fie | [0

LLocal Time:

2017-05-31 13:49:19
2017-05-31 13:48:19
2017-05-31 13:48:24
2017-05-31 13:45:24
2017-05-31 13:50:10
2017-05-31 13:50:10
2017-05-21 13:50:14
2017-05-31 13:50:14
2017-05-31 13:50:15%
2017-05-31 13:50:15
2017-05-31 13:50:115
2017-05-31 13:50:15
2017-05-31 12:50:15
2017-05-31 13:50:15%

2.5 Lab 4: Troubleshooting

2.5.1 Task 1: Logging Levels

3 View Report Constraints Current default repart name: "All Sassions”

Log Message

ICommon/social-ap;,Common:dfda5200: Received User-Agent header: Mozila/5.0 (Windows NT 10.0; WOWE4; rv-53
ICommon/social-ap;Common:dfda5200: New session from clent IP 192 188,187 168 (ST=/CC=/C=) at VIP 192.188. 1%
ICommon/social-ap:Common:df4aS200:/Common/social-ap_act_oauth_client_1_ag: OAuth Chent: authorization_code
ICommon/sociakap:Common:df4aS200/Commonisocial-ap_act_oauth_client_1_ag: OAuth Clent: User redirected to.
[Common/social-ap:Common:df4a5200: New OAuth Authorization Code recetved
ICommon/sociakap:Common:df4a5200 /Commonisocial-ap_act_oauth_client_1_ag: DAuth Client: Reguesting new to
ICommon/social-ap:Common:dfdaS200:/Commonizocial-ap_act_oauth_client_1_ag: Osuth Clent: succeeded for ser
IMCommonfsocialkap; Common:df4a5200./Common/sociakap_act_pauth_scope_1_ag: OAuth Scope: getting st of sco
ICommon/social-ap:Common:df4aS200:/Common/social-ap_act_oauth_scope_1_ag: OAuth Scope: succeeded for s
ICommon/social-ap:Common:df4aS200: Username ‘Chas Lesiey’

[Common/sociabap: Commen:di4a5200: Following rule fallback’ from item ‘Facebook Variable Assign” to ending "Allov
ICommon/secialap Common:dfdasz0l: Access policy result LTH APM_Mode
ICommen/secial-ap:.Commen:dfda5200; Received client info - Hostname: Type: Mozila Version: & Platform: Win10 CPI
ICommon/social-ap:Common:df4a5200: | Start (fallback) | O4uth Logon Page (Facebook) | Facebook OAuth Client (S

1. You can turn up the logging levels specific to OAuth at Access -> Overview -> Event Logs -> Set-
tings. Often times Informational is enough to identify issues. It is recommended to start there before
going to debug. In particular pay attention session.oauth.client.last.errMsg as it contains the errors
the other side reported back to you.

Access » Ouverview : Event Logs : Settings

parts

Event Logs

OAuth Rep Feports -

[il Marme - Description Access System Loas LRL Request Logs Accessi
V| default-log-setting Default log setting for...  Enabled Enabled api-ap

Edit

Deleta
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Edit APM Log Setting

& General Information

: A S Publisher*:

I FIEEE S5 SYBIe N Z00s [Commonisys-db-access-publisher |~ | Create |

& URL Request Loos e —

* :;&(jesc:abf'rulﬂlea Access Policy - Per-Reguest Palicy ;

! jects Motice v Motice b
ACL S50
Motice b Motice e
Secure Webh Gateway ECA
Motice b Motice e
OAuth PingAccess Profile
Matice R Matice S
YDl Endpoint Management System :
Matice i Motice D

T |

2.5.2 Task 2: Traffic Captures

1. You can actually examine what Big-IP has sent out when acting as a client/resource server. First,
capture the traffic on the tmm channel:

tcpdump —-i tmm:h -s0 -w /tmp/oauth.dmp

dalone] config # tepdwnp -1 thenth
n:h, link-type EN1OME (Ethernet),

el
lalone] config # I

2. Then attempt your login using OAuth and ctrl-c the capture to end it. Now you need to ssldump the
output:

ssldump —-dr /tmp/ocauth.dmp | more

172



0 | more

localh . omain (10001)

:015Effallailbis06iafed4sf2E5

onnection:
lier

Note: Your SSL Ciphers must support ssldump utility. Refer to the following link for further details
https://support.f5.com/csp/article/K10209

2.5.3 Information: Logging at the Other Side

Sometimes the issue is not at your end and some providers have their own logging and reporting you can
leverage. As an example, Google has a dashboard that reports errors.

2.5.4 Information: The Browser

Although a lot of the critical stuff is passed back and forth directly without your browser being involved, you
can at least validate the browser portions of the transaction are good (e.g. are you passing all the values
you should, example below for Google).

2.6 Conclusion

2.6.1 Learn More

Links & Information
» Access Policy Manager (APM) Operations Guide:

https://support.f5.com/content/kb/en-us/products/big-ip_apm/manuals/product/
f5-apm-operations-guide/_jcr_content/pdfAttach/download/file.res/f5-apm-operations-guide.pdf

» Access Policy Manager (APM) Authentication & Single Sign On Concepts:

https://support.f5.com/kb/en-us/products/big-ip_apm/manuals/product/apm-authentication-sso-13-0-0.
html

e OAuth Overview:

https://support.f5.com/kb/en-us/products/big-ip_apm/manuals/product/apm-authentication-sso-13-0-0/
35.html#guid-c1b617a7-07b5-4ad6-9b84-29d6ecd789b4
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« OAuth Client & Resource Server:

https://support.f5.com/kb/en-us/products/big-ip_apm/manuals/product/apm-authentication-sso-13-0-0/
36.html#guid-c6db081e-e8ac-454b-84c8-02a1a282a888

¢ OAuth Authorization Server:

https://support.f5.com/kb/en-us/products/big-ip_apm/manuals/product/apm-authentication-sso-13-0-0/
37.html#guid-be8761c9-5e2f-4ad8-b829-871c7feb2a20

» Troubleshooting Tips
— OAuth Client & Resource Server:

https://support.f5.com/kb/en-us/products/big-ip_apm/manuals/product/
apm-authentication-sso-13-0-0/36.html#guid-774384bc-cf63-469d-a589-1595d0ddfba2

— OAuth Authorization Server:

https://support.f5.com/kb/en-us/products/big-ip_apm/manuals/product/
apm-authentication-sso-13-0-0/37.html#guid-8b97b512-ec2b-4bfb-a6aa-1af24842ee7a

2.6.2 Lab Reproduction

If you are building your own, here is some important information about the environment not covered in the
lab. This lab environment requires two Big-IPs. One will act as an OAuth Client and Resource (Client/RS)
Server. The other will act as an OAuth Authorization Server (AS). Both must be licensed and provisioned
for Access Policy Manager (APM).

On the OAuth Client/RS Big-IP you will need backend pools for the two virtual servers, the lab expects a
webapp behind the Social VS that accepts a header named x-user and reposts it back to the user. The lab
expects an APl behind the API VS that can respond with a list of departments to a request to /department.
Also, a DNS Resolver must be configured on this Big-IP, in our case we don’t have a local DNS server to
respond for the names used, so we are also leveraging an iRule and VS to answer DNS requests for specific
names. You will need a browser for testing the social module and Postman for testing the API module.
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https://support.f5.com/kb/en-us/products/big-ip_apm/manuals/product/apm-authentication-sso-13-0-0/36.html#guid-774384bc-cf63-469d-a589-1595d0ddfba2
https://support.f5.com/kb/en-us/products/big-ip_apm/manuals/product/apm-authentication-sso-13-0-0/36.html#guid-774384bc-cf63-469d-a589-1595d0ddfba2
https://support.f5.com/kb/en-us/products/big-ip_apm/manuals/product/apm-authentication-sso-13-0-0/37.html#guid-8b97b512-ec2b-4bfb-a6aa-1af24842ee7a
https://support.f5.com/kb/en-us/products/big-ip_apm/manuals/product/apm-authentication-sso-13-0-0/37.html#guid-8b97b512-ec2b-4bfb-a6aa-1af24842ee7a

Class 3: SWG - Securing Outbound Internet Access

Welcome to the APM 231: SWG - Securing Outbound Internet Access lab. These lab exercises will instruct
you on configuring F5 Secure Web Gateway (SWG) for typical use cases. This guide is intended to comple-
ment lecture material provided during the course and to serve as a reference guide when configuring SWG
in your own environment. Expected time to complete: 3 hours

3.1 Lab Environment

In the interest of time, the following components have been set up with basic configurations for you in a
cloud-based virtual lab environment with:

+ Windows Jump Host — Provides remote access the virtual lab environment via RDP (note: you
will need to connect to it using your Remote Desktop Client for Windows/Mac). This will also be
your test client.

BIG-IP Virtual Edition (VE) — Pre-licensed and provisioned for Access Policy Manager (APM)
and Secure Web Gateway (SWG)

BIG-1Q Centralized Management (CM) VE — BIG-1Q console
BIG-1Q Data Collection Device (DCD) VE — BIG-IQ logging node
» Windows Server — Active Directory and DNS services

* DLP Server — ICAP mode

Each student’s lab environment is independent.

3.1.1 Lab Environment Diagram

The following diagram illustrates the lab environment’s network configuration and will be useful if you wish
to replicate these exercises in your personal lab environment:
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3.1.2 Timing for Labs

The time it takes to perform each lab varies and is mostly dependent on accurately completing steps. Below
is an estimate of how long it will take for each lab:

Lab Timing
Lab name (Description) Time Allocated
Use Case: Enterprise Web Filtering
Lab 1: SWG iApp - Explicit Proxy for HTTP and HTTPS 30 minutes
Lab 2: URL Category-based Decryption Bypass 25 minutes
Lab 3: Explicit Proxy Authentication - NTLM 25 minutes
Use Case: Access Reporting
Lab 4: SWG Reporting with BIG-IQ 15 minutes

Use Case: Guest Access Web Filtering
Lab 5: SWG iApp — Transparent Proxy for HTTP and HTTPS | 15 minutes

Lab 6: Captive Portal Authentication 25 minutes
Use Case: SSL Visibility
Lab 7: SSL Visibility for DLP (ICAP) 15 minutes

3.1.3 General Notes

Provisioning Secure Web Gateway (SWG) requires Access Policy Manager (APM to also be provisioned.

When working with iApp templates for the first time, you should change the BIG-IP Configuration Utility’s
default “Idle Time Before Automatic Logout” setting to a larger value. This has already been done for you
in the lab environment to save time.
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3.1.4 Accessing the Lab Environment

To access the lab environment, you will require a web browser and Remote Desktop Protocol (RDP) client
software. The web browser will be used to access the Lab Training Portal. The RDP client will be used
to connect to the Jump Host, where you will be able to access the BIG-IP management interfaces using
HTTPS and SSH. You will also be using the Jump Host as a test client.

You class instructor will provide additional lab access details.
1. Establish an RDP connection to your Jump Host and login with the following credentials:
» User: JUMPBOX\external user
» Password: password
1. Use Firefox to access the BIG-IP GUI (https://10.1.1.10).
2. Login into the BIG-IP Configuration Utility with the following credentials:
+ User: admin

* Password: admin

3.2 Lab 1: SWG iApp — Explicit Proxy for HTTP and HTTPS

In this lab exercise, you will learn how to automate and simplify a deployment of SWG using an iApp
template.

Estimated completion time: 30 minutes
Objectives:
» Create an Explicit Proxy configuration by deploying the SWG iApp template
+ Test web browsing behavior
Lab Requirements:
+ BIG-IP with SWG licensed
» BIG-IP must have access to the public Internet
» BIG-IP must have access to a DNS server that can resolve queries for public Internet web site names

» The latest iApp for SWG can be downloaded from https:/downloads.f5.com/ (browse to BIG-IP
iApp Templates) Note: The iApp has already been downloaded and imported for you.

Before you can deploy the SWG iApp template, you must have the following objects configured:
» AD AAA server
+ SWG-Explicit Access Policy
» Custom URL Filter

» Per-Request Access Policy
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3.2.1 Task 1 — Create an “SWG-Explicit” Access Policy for Authentication

Create an AD AAA Server

Create an AD AAA server by selecting Access >> Authentication >> Active Directory and clicking
on Create...

Change the Name to AD_F5DEMO

Change the Domain Name to f5demo.com

» Change Server Connection to Direct
Change the Domain Controller to 10.1.20.20
Click Finished

Access » Authentication »: AD_FSDEMO

-

Groups

Properties
1

General Properties

Name AD_FSDEMO

Partition / Path Common

Type Active Directory
Configuration

Domain Name |f5dem0.com

Server Connection ©) Use Pool @ Direct

Domain Controller | 10.1.20.20

Admin Name |

Admin Password |

Verify Admin Password |

Group Cache Lifetime | a0 Days | Clear Cache
Password Security Object
Cache Lifetime I 30 Days | Clear Cache
Kerberos Preauthentication
Encryption Type I None lz‘
Timeout | 15 seconds
Update

Create a Per-Session Access Policy

* Browse to Access >> Profiles / Policies >> Access Profiles (Per-Session Policies) and click Cre-
ate...”

* Name the profile AP_Explicit_Auth

Change the Profile Type to SWG-Explicit

Add English to the Accepted Languages list

Accept all other default settings and click Finished

Click on the Edit... link for the appropriate Access Policy created above
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Access » Profiles / Policies : Access Profiles (Per-Session Policies)

1+ +~ Access Profiles

Per-Request Policies

Policy Sync Customization v

i J[search]
[v] ’ [~] Status ’ ~ Access Profile Name ‘ + Application ‘ 4+ Profile Type ‘ Per-Session Policy | Export | Copy | Logs Virtual Se
(] [m AP_Explicit_Auth SWG-Explicit 8 Edit. Export.. Copy.. default-log-setting
[m access All (none) Nene) (none)

[ratate | At |

» Select the + between Start and Deny and Add an HTTP 407 Response object
fs Help Close
Access Policy: /Common/AP_Explicit_Auth |edit endings| (endings:

&llow, Deny [default])

Add New Macro

» Change the HTTP Auth Level to basic

f Properties™® 1 IFMW

Name: [HTTP 407 Response

407 Response Settings

Basic Auth Realm | |

HTTP Auth Level
Customization /
Language | en ¥

Logen Page Input Fisld =1 ||/5SMam=

Logon Page Input Field #2 |[Password

Authentication required to access the resources

HTTP response message

Yes Yes

No No
+ Click Save

» On the Basic branch of the HTTP 407 Object, Add an AD Auth Object

179



|Beg-'r? typing to search

[ Logon || Authentication |[ Assianment || Endpoint Security (S

o  ADAuth Active Directory authen
Active Directory query b
AD Query mapping
CRLDP Auth Certificate Revocation L
HTTP Auth HTTP authentication of
Kerberos Auth Kerberos authenticatior

« Change the Server to /Common/AD_F5DEMO and change Show Extended Error to Enabled

JF Properties® ] IF Branch Rules]

Name: [AD Auth

Active Dir

Type Authentication ¥

Server JCommon/AD_FSDEMO ¥
Cross Domain Support Disabled ¥

(Fioe;negle:dty check for Password Disabled ¥

Show Extended Error @\

Max Logon Attempts Allowed 3v \7
Max Password Reset Attempts 3

Allowed

Click Save

On the Successful branch of the AD Auth Object, click on the Deny Ending and change it to Allow
Click Save

Click on the Apply Access Policy link
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fS | Apply Access Policy

Access Policy: /Common/AP_Explicit_Auth (Endings: Allow, Deny [defaul])

S S %— e
Fallhack+_ Basic e Succm‘ul_'__}
AD Auth
I+ —
HTTP 407 Response |
Negotiate |
Select Endi
Fallhack+ - I!/I Allow O

() Denyl

An access policy consists of a start point, actions, and one or more endings. To insq
riaht edae of the box. Click the Add Macro button to add a purpose-built set of oi

3.2.2 Task 2 — Create a custom URL Filter

» Browse to Access >> Secure Web Gateway >> URL Filters and click Create...
» Name your filter LAB_URL_FILTER and click Finished

* Click on the first check box to select all categories
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Hostname: |bigip1
ess: 10.1.1.10

ONLINE (ACTIVE)
5 Standalone

Access » Secure Web Gateway : URL Filters :; LAB_URL_FILTER

Al Stafichics 1+ - Properties

IApps
General Properties

@ Wizards Name LAB_URL_FILTER
Partition / Path Common

% SSL Orchestrator
Description

(3] Local Traffic Update

o
[ g& Traffic Intelligence

) ed Categories
@Acoelemﬁon +) category -
Custom Categories
CIZI Access g
Abortion
Overview
£ Adult Material
Profiles / Policies
v
Authentication £ Advocacy Groups
) ) ) )
Single Sign-On Bandwidth

* Click Allow at the bottom of the page

B Travel
hicles

Weapons

Confirm | | Block

W

« Click the check box to select Social Web — Facebook and then click Block (for this lab, our URL filter
will only block Facebook)
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(4]

Religion

[+

Security

[+

Shoppin

8 80 868 6860 6860 6

Sports

g o

Travel

[+

Vehicles

[+

]
(]
(]
(]
(]
(]
(]
(]
(]
(]
(]
(]
(]
(]
(]
(]

& Weapon

g

Social Organizations

Social Web - Facebook b

Social Web - Linkedin
Social Web - Twitter
Social Web - Various
Social Web - YouTube
Society and Lifestyles

Special Events

Tasteless

Violence

S

O0C0C0CO0O0CO0CO0CO0CO0OO00COBBOOOCO

[ Allow ] [ Confirm

| Block |

3.2.3 Task 3 — Create a “Per-Request” Access Policy

Browse to Access >> Profiles / Policies >> Per-Request Policies and click Create...

Name your policy Lab_Per_Request

Click Finished

Click on the Edit...

link for the appropriate Per-Request Policy created above, then go back to the

VPE tab in your browser

£+ ~ Access Profiles

Access » Profiles / Policies : Per-Request Policies

Per-Request Policies = Policy Sync
1

Customization

-

8l ||search| Create... || Import..
‘A Per-Request Policy Name ‘F’er—Req tF’oIicy|Expon ‘Copy ‘\nrtual Senrers‘e Partition / Path
|| Lab_Per_Request B Edit... Export.. Copy... Common

Delete...

* Click on the + symbol between Start and Allow

» Go to the General Purpose tab and add a Protocol Lookup object
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’er-Request Policy: /Common/Lab Per Request |esit Endings| (Endings: Allow, Reject [defoul])

I
S e |Begr'n typing to search |
e I'Authentlcatlonw nmenﬂ fEndgnt Security (Server Sldeﬂ General Purpose1
Application Filter Assign Assign a Filter to lookup Applications
Add New Subrod () Application Lookup Application Lookup
Category Lookup Category Lookup
Empty An Empty Action for constructing custom Branch Rules
HTTP Headers Modify HTTP Headers
iRule Event Raises an iRule ACCESS_PER_REQUEST_AGENT_EVENT event for use with cust
Logging Log custom messages and session variables for reporting and troubleshooting
Protocol Lookup Protocol Lookup
Proxy Select Proxy Select

+ Click Add ltem
+ Click Save
» On the HTTPS branch, click the + and Add a Category Lookup object (General Purpose tab)

)

Per-Request Policy: /Common/La r_Request |editendings| (Endings: Allow, Reject [de

I VN

ot fallback | HTTPS |

Protocol Lookup e
P

Add New Macro |
Begin typing to search
Add New Subroutine | gin typing |
I’Autl'uenticationw IrAssignmenﬂ ( Endpoint Security jServer-Sideﬂ fGeneraI Purpose
Application Filter Assign Assign a Filter to lookup Applications
Application Lookup Application Lockup
Category Lookup Category Lookup
Empty An Empty Action for constructing custom Branch Rules
HTTP Headers Modify HTTP Headers
iRula Fusnt Raicss an iRula ACCFSS DFR RENIIFST AGFNT FUFNT

» Select Use SNI in Client Hello for Categorization Input
* Click Save

« After the Category Lookup, Add a URL Filter Assign Object (from the General Purpose tab) and
choose URL Filter /Common/LAB_URL_FILTER
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*Per-Request Policy: /Common/Lab_Per_ Request it Endings| (endings: Allw, Reject [default)

H— ¥
tart fallback nd HTTPS | Cateaory Looks fallback o] Allow +_’
Confi
*URL Filter Assign —””+—»
Protocol Lookup
st e o |
fallback + E
Add New Macro J( Properties™® ] f Branch Rulﬁ:]
Name: [URL Filter Assign |
| Add New Subroutine | | Add New Subrouti| URL Filter Lookup Agent
‘ URL Filter ﬁ” J/Common/LAB_URL_FILTER ¥ |
]
Note: To supply categories, a Category Lookup item must occur in the per-request policy before
An access policy consists of a start point, actior| "UNS:

Important: Change the Ending of the Allow outcome on the “fallback” branch from “Reject” to Allow

Per-Request Policy: /Common/Lab_Per_Request {Entings: Allow, Reject [O=falt])

=
[E) e G T

URL Filter Assion

Protocol Lookup

3.2.4 Task 4 - Create Explicit Proxy Configuration using the SWG iApp
Import the SWG iApp template into the BIG-IP — Note: This has been done for you.

* In the BIG-IP Management Ul, browse to iApps >> Templates and click Import...

+ Click Choose File or Browse... and select the iApp file (at the time of writing the current version is
1.1.0rc4 (f5.secure_web_gateway.v1.1.0rc4.tmpl).

+ Click Open and Upload

Create a SWG proxy configuration

» Browse to iApps >> Application Services
* Click Create...
» Change the name to SWG

» Change the Template to f5.secure_web_gateway.v1.1.0rc4 (your version may be newer)
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1. Answer the questions as follows:

Question | Answer

Do you want to see inline help? | Yes, show inline help

Do you want to enable advanced options?

No, do not enable advanced options

Which type of SWG configuration do you
want to deploy

Explicit Proxy

Do you want to use ICAP to forward requests
for inspection by DLP servers?

No, do not use ICAP for DLP

What IP address and port do you want to use
for the virtual server?

— IP Address: 10.1.20.200
— Port: 3128

What is the FQDN of this proxy?

proxy.fsdemo.com. The local hosts file on
your Jump Host has already been modified to
resolve this FQDN to the correct IP address
indicated above.

On which ports should the system accept | 80
HTTP traffic?
On which ports should the system accept | 443

HTTPS traffic?

Which SWG-Explicit Access Policy do you
want to use?

AP_Explicit_Auth

Which Per-Request Access Policy do you
want to use?

Lab_Per_Request

Do you want the system to forward all name
requests?

Yes, forward all name requests

Which DNS servers do you want to use for
forwarding?

- IP:10.1.20.20
— Port: 53

Which SSL profile do you want to use for
client-side connections?

Create a new Client SSL profile

Which Subordinate CA certificate do you | fbagility.crt
want to use?

Which CA key do you want to use? fSagility.key
Does the key require a password? If so, type | F5labs

it here

Which SSL profile do you want to use for
server-side connections?

Create a new Server SSL profile

2. Click Finished — you will see a large number of objects created for you on the Components tab.

3.2.5 Task 5 — Verify that the “F5 Agility CA” certificate is trusted
A Windows Domain Group Policy was configured to deploy the CA certificate that SWG uses to forge new
certificates (on behalf of the origin server) to domain-joined machines.

» Open Internet Explorer on your Jump Host client machine

+ Click the gear icon or hit A1t-X and select Internet options
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=% EoR ==

ok
Print > |
File Ly
Zoom (100%) »
Safety »
Add site to Start menu
View downloads Ctrl+J

Manage add-ons

F12 Developer Tools

Go to pinned sites
Compatibility View settings

Report website problegns
Internet options

About Internet Explorer

* Go to the Content tab and click Certificates

» Click on the Trusted Root Certification Authorities tab and scroll down. You should see the F5
Agility CA certificate in the list.

-

Internet Options @

| General | Security | Privacy | Content | Connections | Programs I Advanced|

Certificates

Use certificates for encrypted connections and identification.

[ Clear 551 state ] [ Certificates l [ Publishers

AutoComplete Certificates
= Au
Intended purpose: ’<NI>

for
Feeds and We | Intermediate Certification Authoerities | Trusted Root Certification Authorities I Trusted Publ 1 | *

Fe
col -
reg

pr [5yJEntrust Root Certifi... Entrust Root Certifica...  11/27/2026  Entrust
[5)JEntrust Root Certifi... Entrust Root Certifica...  12/7/2030  Entrust.net

El

Issued To Issued By Expiratio...  Friendly Name

@Entrust.net Certific... Entrust.net Certificati... 7/24/2029  Entrust (2048) ﬂ
@Equifﬁx Secure Cer,.. Equifax Secure Certifi... 8/22/2018  GeoTrust

54 F5 Agility CA F5 Agility CA

@GeoTrust Global CA  GeoTrust Global CA 5/21/2022  GeoTrust Global CA
@GeoTrust Primary C... GeoTrustPrimary Cer... 12/1/2037  GeoTrust Primar...

@ Globalsign GlobalSign 3/18/2029  GlobalSign

@GlobaISign Root CA GlobalSign Root CA 1/28/2028  GlobalSign 57

[ Impart... ” Expart... Remove

Certificate intended purposes

<All=

View

Learn more about certificates

» Double-click on the certificate to view its properties, then close this window and the Certificates win-
dow.
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3.2.6 Task 6 — Testing
Configure your browser with a “Proxy Server”

» Go to the Connections tab and click LAN settings

» Enable the checkbox for Use a proxy server for your LAN and enter:
— Address: 10.1.20.200
— Port: 3128

» Click OK twice.

Internet Options 7] =]

| General | Security I Privacy | Content| Connections | Programs | Advanced
=
B35

Local Area Metwork (LAN) Settings

Automatic configuration

Automatic configuration may override manual settings. To ensure the

use of manual settings, disable automatic configuration,
Automatically detect settings
0 Y . Add VPN, .

|:| Use automatic configuration script

Proxy server

Use a proxy server for your LAN (These settings will not apply to
dial-up or ¥PM connections).

Address:  10.1.20.200 Port: 3128

Bypass proxy server for local addresses

o ][ et ]

=]

OK ] [ Cancel Apply

Test 1:

* Open a new Internet Explorer “InPrivate” browser window on your Jump Host client machine

» Browse to https://www.google.com
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E] BIG-IP Per Request Policy Resour...
Tasks

"b Start InPrivate Browsir4

| Open new tab

?T_—| Reopen last session

& Internet Explorer

o Unpin this program from taskbar
[ Close window

@lc/c e

» The browser should prompt you for authentication. Submit your credentials:
— User: userl

— Password: AgilityRocks!
« Verify defined user has an Access Session ID
» Browse to Access > Overview > Active Sessions

Access » Overview : Active Sessions

1+ - Active Sessions A Reports OAuth Reports

~ | SWG Reports ~ | EventLogs

Display Options
Auto Refresh | Disabled |+ | [Refresh
Refresh Session Table

Total Active Sessions

‘ Active Session Count | 1

*

‘ |~ Status | (4] ‘ + Session ID | Variables ‘ « User ‘ + ClientIP ‘ < Start Time

< Expiration

[ Q@ E a5a0aaB3 View usert  1001.20100 2017-06-19 01:26:21 2017-06-19 01:43:02

[ Kill Selected Sessions |

Test 2:

» Using an InPrivate browser window from the client test machine, go to https:/www.google.com and
verify the SSL certificate is signed by the F5 Agility CA you configured in Lab 1
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e°| G https://www.google.com/ L~-ac || G Google » | |
Website Identification

F5 Agility CA has identified this site as:

i, google, corm
This connection to the server is encrypted.

Should Ttrust this site?

Wiew certificates

Go

« Using an InPrivate browser window from the client test machine, go to https://www.wellsfargo.com and
examine the certificate to verify that it is signed by the same F5 Agility CA you configured in Lab 1

a(\:—?‘\I|E https://www.wellsfargo.com, D~-ac
Website [dentification

F5 Agility CA& has identified this site as

weansie el sfargo.com
This connection to the sepver is encrypted,

Should I trust this site?

Wiew certificates I

Test 3:

* Using an InPrivate browser window from the client test machine, go to https://www.facebook.com

and verify that you are instead delivered a SWG Block Page, in accordance to the URL Filter you
configured above.

@| El http://wunw facebook.com/vdesk/urlfilter_blocked.php3?errorcode= O ~ & | [El BIG-IP Per Request Palicy R, *

Access to this page is blocked.
Access was denied by a per-request policy.

The session reference number: 8da31110

The category reference is: Social Web - Facebook

This product is licensed from FS Networks. € 1995-2016 FS Metworks. All rights reserved.
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3.3

Lab 2: URL Category-based Decryption Bypass

In this lab exercise, you will bypass SSL decryption based on requests to URLs categorized as financial
services web sites.

Estimated completion time: 25 minutes

Objectives:

Apply a new Per-Request Policy to bypass SSL decryption for specific URL categories

Test web browsing behavior

Lab Requirements:

Lab 1 previously completed successfully (working SWG iApp deployment)

3.3.1 Task 1 — Copy and configure new Per-Request Policy

Copy the Lab_Per_Request Per Request Policy by browsing to Access Policy > Per-Request Poli-
cies and click Copy

Name the copy Lab_Per_Request_SSL_Bypass

Edit the new Per-Request Policy by clicking Edit, then go to the VPE tab in your browser
Modify the Encrypted Category Lookup object to include a branch for SSL Bypass:
Click on the existing Category Lookup object

On the Properties tab, change the name to Encrypted Category Lookup

Click to access the Branch Rules tab

Click Add Branch Rule and name it Banks

Click Change to modify the Expression of this new Branch Rule

Click Add Expression

Change Agent Sel: to Category Lookup

Change Category is: to Financial Data and Services

Click Add Expression

Click Finished

Click Save

Add an SSL Bypass Set object (from the General Purpose tab) on the Banks branch of the En-
crypted Category Lookup

Click Save

Add an SSL Intercept Set object (from the General Purpose tab) on the “fallback” branch of the
Encrypted Category Lookup

Click Save

Add a URL Filter object on the SSL Bypass Branch; select the LAB_URL_FILTER URL filter previ-
ously created in Lab1

Click Save
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« Change the Allow branch to an ending of Allow

Per-Request Policy: fCommon/Lab_Per_Request_SSL_Bypass (Endings: Reject [default], Allow)

%
fallback | _| HTTPS | Banks | L Bvpass Set fallback | .. | Allow

Bypass URL Filter P20 4 o Y poicet

Encrypbed Category Lookup

e
Protocol Lookup | Fallback 55L Intercept Set Falbback |, | Allow |, Bllowy

Confirm

S5L Filker Assign —————+— Reject
Fallback. + allaw

&dd Mew Macro

3.3.2 Task 2 — Reconfigure SWG iApp to assign New Per-Request Policy

Browse to iApps >> Application Services > Applications”
Click on SWG

Click Reconfigure

Find the section Which Per-Request Access Policy do you want to use?

» Change the per-request policy to Lab_Per_Request_SSL_Bypass

Scroll to the bottom and click finished

3.3.3 Task 3 - Testing
Test 1:

* Open Internet Explorer on your Jump Host client machine

Browse to http://www.wellsfargo.com
» The browser should prompt you for authentication. Submit your credentials.
* User: userl

» Password: AgilityRocks!

Verify the site loads correctly and inspect the SSL certificate to confirm that it is originated from Wells
Fargo and SSL Bypass was enabled
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e . | https:/www.wellsfargo.com/ L~-ac |

Wells Fargo - Personal & B.. | |

8¢ | Refresh (F5)
= ? Website Identification Enroll  Custo
Werisign has identified this site as . .
Small Business Commercial

waencnsive |l sfargo.corm
This connection to the server is encrypted,

Insurance Investing and Retirement
Should Ttrust this site?

Wiew certificates .
T ACCOONT SOTary ~

3.4 Lab 3: Explicit Proxy Authentication — NTLM

In this lab exercise, you will reconfigure authentication for seamless login of AD domain-joined client using
NTLM.

Estimated completion time: 25 minutes

Objectives:
» Enable APM client-side NTLM authentication for the SWG explicit proxy
* Test web browsing behavior

Lab Requirements:

» Lab 1 previously completed successfully (working SWG iApp deployment)

3.4.1 Task 1 — Logout and log back in as domain user

* Logout of the windows remote desktop.
* Login as a domain user with the following credentials (Switch User/Other User):
— Username : F5DEMO\ \userl

— Password: AgilityRocks!

3.4.2 Task 2 — Join BIG-IP to Domain

Use Firefox to access the BIG-IP GUI (https://10.1.1.10, admin/admin)

Browse to Access »>»> Authentication : NTLM : Machine Account
Click Create

Fill out the fields as follows:

— Name: agility-ntlm

Machine account: bigipl

Domain FQDN: f5demo. com

Domain controller FQDN: £f5demo-dc. f5demo. com

Admin user: admin

— Admin password: AgilityRocks!
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Access » Authentication : NTLM : Machine Account > New Machine Account...

General Properties

I Mame | agility-ntim
Configuration
Machine Account Mame I bigip1
Domain FQDN I fAdemo.com
Domain Controller FQDM | fademo-dc.fodemo.com
Admin User I admin
Admin Password I sssssesssenese
¢ Click Join

« Create a new NTLM Auth Configuration

Browse to Access >» Authentication : NTLM : NTLM Auth Configuration
Click Create

Name: agility-ntlm

Machine Account Name: agility-ntlm

Domain controller FQDN: f5demo—dc . f5demo. com
Click Add

Access » Authentication : NTLM : NTLM Auth Configuration ::» New NTLM Auth Configuration...

General Properties

I Name | agility-ntim

Configuration

Machine Account Name Iagilit_l,.’-mlm :

fhdemo-dc.f5demo.com

Domain Controller FQDMN List

e

» Click Finished
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3.4.3 Task 3 — Create a new Access Policy
» Browse to Access >> Profiles / Policies >> Access Profiles (Per-Session Policies) and click Cre-
ate...
» Name the profile AP_Explicit_NTLM
» Change the Profile Type to SWG-Explicit
Under Configurations:
Modify User Identification Method to Credentials
Modify NTLM Auth Configuration to agility-ntim
» Add English to Accepted Languages
» Accept all other default settings and click Finished
* Click on the Edit... link for the appropriate Access Policy created above

» On the VPE browser tab, select the + between Start and Deny and Add a NTLM Auth Result object
(from the Authentication tab)

Click Save

On the Successful branch of the NTLM Auth Result Object, click on the Deny Ending and change it
to Allow

+ Click Save
Click Apply Access Policy

f5

Access Policy: /Common/AP_Explicit NTLM |edi endings

— W
Shart Fallback +_ Successhul +_”% Al

MTLI Aukh Resulk
Fallback.
+— Deny

3.4.4 Task 4 — Reconfigure SWG iApp to apply NTLM Access Policy

* Browse to “iApps >> Application Services > Applications
Click on SWG

Click Reconfigure

» Find the section Which SWG-Explicit Access Policy do you want to use?
» Change the per-request policy to AP_Explicit_ NTLM

* Browse to the bottom and click Finished
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3.4.5 Task 5 — Testing

Before testing, close all browser sessions and kill all session in the GUI under Access > Overview > Active
Sessions

* Open Internet Explorer on your Jump Host client machine

* Browse to https://www.f5.com. The browser should not prompt you for authentication since NTLM
authentication is happening in the background (transparent to the user).

« Examine the user session details under Access > Overview > Active Sessions. Click on the session
ID for details. You can see that NTLM authentication was performed.

ACCESS

Display Opti
Auto Refre:

Refresh Se

Access » Overview : Access Reports

Access Reports

OAuth Reports ~ | SWG Reports ~ | EventlLogs

% ~ | Active Sessions

Total Active |
Session Details - bfde395¢ *
Reports Browse! « .
<po! ’ Active Sess
Favorites - £ Export to CSV File Show in Popup Window EI View Report Constraints Current default report name: "All Sessions™ —
g Delete Favorite Run  Local Time Log Message
Report Name 2017-08-20 10:22:58  /Common/AP_Explicit_NTLM:Common:bfde395c: User user1@FSDEMO from JUMPBOX is authenticated

2017-06-20 10:22:58  /Common/AP_Explicit_NTLM:Common:bfde395c: New session from client IP 10.1.20.100 (ST=/CC=/C=) at VIP 10.1.20.200 Listener /Common/SWG.app/SWG_proxy_vs (Reputi

*
2017-06-20 10:22:58  /Common/AP_Explicit_NTLM:Common:bfde395c: Received User-Agent header: Mozilla/5.0 (Windows NT 6.1; Trident/7.0; rv:11.0) like Gecko. B Sta

2017-06-20 10:22:58  /Common/AP_Explicit_NTLM:Common:bfde395c: Following rule ‘Successful from item "NTLM Auth Result' to ending "Allow"
2017-06-20 10:22:58  /Common/AP_Explicit_NTLM:Common:bfde395c: Access policy, —_——
2017-06-20 10:22:58  /Common/AP_Explicit_NTLM:Common:bfde395c: Received clig in7 CPU: unknown Ul Mode: Full Javascript Support: 1 Active: KI” SEIECtE
2017-06-20 10:22:58  /Common/AP_Explicit_NTLM:Common:bfde395c: | Start (fallba) | NTLM Auth Result (Successful) | Allow | Endjg is: Allow
2017-06-20 10:22:58  /Common/AP_Explicit_NTLM:Common:bfde395c: Per-request polit trace: | Start (fallback) | Protog
2017-06-20 10:22:58  /Common/AP_Explicit_NTLM:Common:bfde395c: Source IP:10.1.20.100: Destination URL:https://f5.com/: User:user1: SSL bypass:0: UriCategory is:/Common/Information_Techr

it info - Hostname: Type: IE Version: 11 PlalTo

Bokup (fallback) | Allow |, Ending is: Allow

3.5 Lab 4: SWG Reporting with BIG-1Q

In this lab exercise, you will explore SWG Reporting with Big-IQ Access.
Estimated completion time: 15 minutes
Objectives:
» View SWG activity reports using BIG-1Q Access
» Test web browsing behavior
Lab Requirements:
* Lab 3 previously completed successfully (working SWG iApp deployment)

3.5.1 Task 1 — Generate New Web Browsing Traffic
* Open Internet Explorer on your Jump Host machine and browse to several web sites, including face-

book.com and banking sites to generate reporting data for traffic that is allowed, decrypted, SSL
bypassed, and blocked by SWG.

196


https://www.f5.com

3.5.2 Task 2 — View SWG Reporting Data

 Using Firefox, browse to the BIG-IQ Management GUI **https://10.1.1.30**
* Login with the following credentials:

Username: admin

Password: admin

Browse to Monitoring > Dashboards > Access > Secure Web Gateway > Users to see the activity
by users

* Click on Categories to view category information,
» Adjust the time period to 30 days or less

Hostname: bigid .o " 0 30 e Ju PDT) Administr stor admin - &~
Q
Wonitoring
<
summary
ALERTS & NOTIFICATIONS
L BT LETES CSV Report Refresh
AcCESs GROUPIDEVICE: THMEFRAME: =
7 BSOS All Managed Devices (SWG) v |Lact 30 daye =

¥ Ancess

e S \J Thu  Fri9  Sat Sun Mon12 Tue Wedl4 Thu Fril6 Sat  Sun Monl19 Tue Wed2l Thu Fri23  Sal  Sun Mon2e Tue Wed28 Thu Fri30 Satl  Sun Mon3 Tue ‘WedS Thu Fri7 |

» Federation
» Sessions REQUEST COUNTS PER ACTION OVER TIME

User summary AVG #requests/ 11 days Allowed —o— Blocked —o— Owerall
¥ Logging Messages (All)

Remote Logging Configuration 20,000

15,000
DNS 10,000
» Local Traffic
5000
» REPORTS
» EVENTS
[}
Thu 15 Zat 17 Mon 12 ed 21 Frizs Junzs Tue2? Thu 29 July Man 03 ed 03 Fri o7 Julog
TOP 10 HOST NAMES BY REQUEST COUNT TOP 10 CATEGORIES BY REQUEST COUNT TOP 10 USERS BY REQUEST COUNT
i google.com - I 123 Search Engines and P [ 20856 student [— 21906
wewew google-analytics.. [N 70 Information Technolo... | 556 userl | 31&
diprest.com [N 51 Web Analytics | 301 joehacker@yaho.. | 83
pageadZ googlesyndic... [N 35 Advertisements | 236

* Click on SSL Bypass and view the breakdown between HTTPS Inspected and Bypassed Content
£5 [BIG-IQ

Monitoring
SSL Bypass
ALERTS & NOTIFICATIONS —
> AUDITLOGS Refresh
ACCESS GROUPIDEVICE: TIMEFRAME:
¥ DASHBOARDS AllManaged Devices (W) T Lasta0days [+] 1 Show Blocked
Requests
¥ Access

Application Surmmary \_\\ Fri8 Sat  Sun Mon12 Tue Wed14 Thu Fri16 Sat  Sun Mon19 Tue Wed2l Thu FriZ3 Sat  Sun Mon26 Tue Wed28 Thu Frid0 Saml Sun Mon3 Tue WedS Thu Fri7 il

» Federation

» Sessions TOP 5 S5L BYPASS BY CONNECTION COUNT OVER TIME
User suramary VG # connections / 11 days HTTRHTTPS Inspected

b Lozging Messages (All)

I

Remate Logging Configurat. 20000

¥ SecureWeb Gateway

15,000
Applications
Application Fanilies 10,000
Categories
. 5000
Client IP Addresses
Host Names
o
Thu s 117 ton 19 wed 21 iz unzs Tue 27 Thu 29 uly Mon 0z wed 03 Frio? i 0g

SWG Ligs 1

URL Filters Top 1000 551 Bypass by Connection Count

+ Click on Host Name to look at the hosts your users are accessing
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IMonitoring

Host Names
ALERTS & MOTIFICATIONS

» AUDITLOGS
ACCESS GROUP/DEVICE:

v BRCIERAS All Managed Devices (SWG)

+ ccess

Application Surnrary L B
» Federation
» Sessians

User Summary

» Logzing MessagesiAll)

m

Remote Logging Canfigurat 300

* Secure Yeb Gatenay 250

Applications 200

Application Families

i 150
Categories
100
Client IP Addresses

S5l Bypass

C5V Report
TIMEFRAME:
v Last30 days ElDShmﬂBln(ked
Requests
1
Sat  Sun Mon12 Tue Wed14 Thu Fri6 Sat  Sun Mon19 Tue Wed2l Thu Fri23 Sat  Sun Mon26 Tue Wed28 Thu FriZ0 Satl Sun Mon3 Tue Wed5 Thu Fri7
TOP 5 HOST NAMES BY REQUEST COUNT OVER TIME
s Z0ogle com —0— wan google-analytics com <5l gstatic.com pagead? googlesyndication com —o— diptest com —o— Overall
AV # requests / 11 days
U\
Thu1s sat 17 Mon 19 Vred 21 Fri 23 lunas Tue 27 Thu 29 luly Mon 03 wed 03 FrioT lul 09

 Click on URLs to get detail on what URLs your users are accessing

Monitoring

URLs
ALERTS & MOTIFICATIONS

» AUDITLOGS
ACCESS GROUP/DEVYICE:
7 BASHEREIES All Managed Devices [SWG)

¥ Access

i Frio sat

Application Surnrary
» Federation
b Sessions

User sumrmary
—0— Overall

I- Lepig s AVG # requests/ 11 days

m

Remote Logging Configurat

v

https:#clients1.google.comy

TIMEFRAME:
Last 30 days

Sun Mon12 Tue Wed14 Thu

—o— hMtp/olf. msn. com/cgif?

101130 Time: admin &+

Q

€SV Repont Refresh
[7] Show Blocked
Requests
111
Frilé Sar  Sun Mon19 Tue Wed2! Thu Fri23 Sat

Sun Mon26 Tue Wed28 Thu Fri30 Sat1 Sun Mon3 Tue Wed5 Thu  Fri7 W

TOP 5 URLS BY REQUEST COUNT OVER TIME

https. /A, goog e.comy https. /A Z00gle- 2N alytics. com/s —o— fittps: 04 wellsfargomnedia.c

¥ Secure Web Gatanay 20,000
Applications
15,000
Application Families
Categaries 10,000
Clien IP Addresses
Host Names 000
S5 Bypass
WG Lags | 'Shu 15 At 17
URL Filters

Mon 19

wred 21

Fri23 Junzs Tue 27 Thu 28 Tuly Mon 03 wred 05 Frl 07 Jul va

w Fiter..,

3.6 Lab 5: SWG iApp - Transparent Proxy for HTTP and HTTPS

In this lab exercise, you will configure SWG in transparent proxy mode to support environments where
clients do not leverage an explicit proxy. BIG-IP is deployed inline on the client’s outbound path to the

Internet to intercept the traffic.

Estimated completion time: 15 minutes

Objectives:

» Deploy SWG in transparent proxy mode

» Test web browsing behavior

Lab Requirements:
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+ Lab 1 previously completed successfully (working SWG iApp deployment)

» BIG-IP must be in path between the client workstation and the Internet (this has already been done
for you in this lab)

3.6.1 Task 1 — Create a new Access Policy

+ Use Firefox to access the BIG-IP GUI (https://10.1.1.10, admin/admin)

» Browse to Access >> Profiles / Policies >> Access Profiles (Per-Session Policies) and click Cre-
ate...

» Name the profile AP_Transparent

» Change the Profile Type to SWG-Transparent

» Add English to Accepted Languages

» Accept all other default settings and click Finished

* Click on the Edit. .. link for the appropriate Access Policy created above

» Go to the VPE tab in your browser and on the fallback branch, click on the Deny Ending and change
it to Allow

+ Click Save
+ Click Apply Access Policy

3.6.2 Task 2 — Reconfigure SWG iApp to apply Transparent Access Policy

» Browse to iApps >> Application Services > Applications

+ Click on SWG

+ Click Reconfigure

» Change Configuration Type to Transparent Proxy

* Find the section Which SWG-Transparent Access Policy do you want to use?
» Change Access Policy to AP_Transparent

+ Find the section Which Per-Request Access Policy do you want to use?

» Change the per-request policy to Lab_Per_Request

» Set Should the system translate client addresses to Yes...

+ Set Which SNAT mode do you want to use to use SNAT Auto Map

« Browse to the bottom and click Finished

3.6.3 Task 3 — Testing

» Open Internet Explorer on your Jump Host client machine
» Ensure Internet Explorer options are configured to *not* use an explicit proxy

* Browse to https://www.nhl.com. You should not be prompted for authentication.
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3.7 Lab 6: Captive Portal Authentication

In this lab exercise, you will a captive portal to authenticate client connecting to the Internet through the
SWG transparent proxy.

Estimated completion time: 25 minutes

Objectives:

Configure SWG with a Captive Portal to facilitate client authentication

Test web browsing behavior

Lab Requirements:

Lab 5 previously completed successfully (working SWG transparent proxy deployment)

3.7.1 Task 1 — Create a new Access Policy

Use Firefox to access the BIG-IP GUI (https://10.1.1.10, admin/admin)

Browse to Access >> Profiles / Policies >> Access Profiles (Per-Session Policies) and click Cre-
ate...

Name the profile AP_Transparent_Captive_Portal

Change the Profile Type to SWG-Transparent

Change Captive Portals to Enabled

Set Primary Authentication URI to https://captive.f5demo.com

Add English to Accepted Languages

Accept all other default settings and click Finished

Click on the Edit... link for the appropriate Access Policy created above

On the VPE browser tab, select the + and Add a Message Box object (from the General Purpose
tab)

For the Message, enter: Welcome to F5 Agility Guest Wifi Access. Please click the link to accept
our terms and access the internet.

For the Link enter Go
Click Save
Select the + after the message box and Add a Logon Page object.

Configure the Logon Page as shown below:
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|
fProperties ] rBranch Rules ]
Marne: |Lcu;|0n Page
Logon Page Agent
Split darmain Fram Full Username Mo ¥
CAPTCHA Configur akion Mone ¥
Type Past Yariable Name Session variable Marne Clean Yarisble  values  Read Only
1 texk r |username | |username | Mo ¥ Mo ¥
‘ nore ¥ > |passw0rd | ||:|assword | Mo ¥ ho ¥
3 naone Ad |Field3 | |Fie|d3 | Mo ¥ Mo ¥
4 |none v [Fietd4 | [Field+ | Mo ¥ Mo ¥
5 |none v [Fietds | [Fields | Mo ¥ Mo ¥
Customization Impork
Language en ¥ Reset all defaults
Form Header Text Secure Logon <bri= For FS Metworks )
Lo Feve Tou: Pl #‘ enker email address )

+ Click Save
» Click on the Deny ending and change it to Allow

+ Click Apply Access Policy

Access Policy: fCommon/AP_Transparent_Captive_Portal

o o
Fallback Message B fallback , Logaon Page Fallback ,

3.7.2 Task 2 — Reconfigure SWG iApp to enable Transparent Capture Portal

* Browse to iApps >> Application Services > Applications
Click on SWG

Click Reconfigure

+ Find the section Which SWG-Transparent Access Policy do you want to use?

Select AP_Transparent_Captive_Portal

» Change Configure the transparent proxy to relay to a Captive Portal to Yes, relay to a captive
portal

Set the Captive Portal Configuration as follows:
— IP Address: 10.1.20.201
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— Port: 443
— SSL Certificate: captive.f5demo.com
— SSL Key: captive.f5demo.com

« Browse to the bottom and click Finished

3.7.3 Task 3 — Testing

» Open Internet Explorer on your Jump Host client machine
» Ensure Internet Explorer options are configured to NOT use an explicit proxy
* Browse to https://www.nhl.com

* You should be redirected to the capture portal page, prompted to accept the policy by clicking Go,
then prompted to provide your email address before being allowed through.

3.8 Lab 7: SSL Visibility for DLP (ICAP)

In this lab exercise, you will send decrypted traffic to an ICAP-based Data Loss Prevention (DLP) service
for inspection. The DLP will block HTTP POSTs (uploads) of certain content such as credit cards numbers
and documents with Top Secret data classification labels.

Estimated completion time: 15 minutes
Objectives:

» Re-configure the SWG iApp to send unencrypted HTTP and decrypted HTTPS traffic to an ICAP
(DLP) server

» Verify that the DLP service is able to see SWG proxy traffic and block if a policy violation occurs
Lab Requirements:
» Working SWG iApp deployment

3.8.1 Task 1 — Re-configure SWG iApp to enable ICAP inspection

» Browse to iApps >> Application Services > Applications
Click on SWG

* Click Reconfigure

Scroll down to the ICAP Configuration section

Change the ICAP option to Yes, create a new ICAP DLP deployment
Enter 10.1.20.150 as the IP address of the DLP server (the default port of 1344 is correct).
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ICAP Configuration

Do you want to use ICAP to
forward requests for inspection | | Yes, create a new ICAP DLP deployment |Z|
by DLP servers?

Ifyou choose to create a new deployment, the iApp will configure the objects necessary to enable inspection of
HTTP POST requests by one or more data loss prevention (DLP) servers.

Tq which DLP semver(s) should P Address:| 10.1.20.150 pon;l 1344 @
this BIG-IP LTM forward HTTP I
POST requests? Add|

Enterthe IP address and port of the each DLP server. Click Add to create a new row. A gateway-icmp monitor will be
configured on the DLP server pool.

Enter the size, in bytes, ofthe I—
ICAP preview length: 1024

ICAP preview length specifies how much of the request ICAP will inspect to determine whether to receive the
remaining part ofthe message.

« Browse to the bottom and click Finished

3.8.2 Task 2 - Testing

» Open Internet Explorer on your Jump Host client machine

» Browse to http://diptest.com

« If you are prompted for authentication, login as user1 with password AgilityRocks!
+ Click on the HTTP Post link at the top of the page.

« Fill in the Subject and Message fields with some random text and then add a credit card numbers
such as 4111 1111 1111 1111.

+ Click on the Submit button to see if the DLP service detects this. *Hint: You should receive a blocking
page message.”

» Go back to the previous page try submitting again but with the words top secret. Again, you should
receive a blocking page from the DLP service.

» Now, go back to the previous page and click on the HTTPS Post link at the top of the page.

+ Perform the credit card number and top secret submissions again. You should again see the blocking
pages since SWG is decrypting the HTTPS connection and sending the decrypted POST data to the
DLP service for inspection.

+ If you want to see the DLP policy violations, browse to https://10.1.20.150/logs. Log in as mydlp
with password mydlp.

3.9 Conclusion

3.9.1 Learn More

Links & Information
» Secure Web Gateway Services Product Info:
https://f5.com/products/big-ip/secure-web-gateway-services-swgs
+ SWG Reference Architecture:

https://f5.com/solutions/enterprise/reference-architectures/secure-web-gateway
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Class 4: SAML Identity Provider (IdP) Lab

This lab covers the following topics:
» Configuring a SAML Identity Provider (IdP)
 Configuring Group-based Access Control
Expected time to complete: 2 hours

To continue please review the information about the Lab Environment. Additionally, if you are new to the F5
BIG-IP Platform we’ve created an overview in the BIG-IP Basics section.

4.1 Lab Topology & Environments

All pre-built environments implement the Lab Topology shown below. Please review the topology first, then
find the section matching the lab environment you are using for connection instructions.

Using Your Lab Environment

You will be using Ravello for this lab. We will be working with a Linux jumpbox, a BIG-IP Virtual Edition
version 13.1, and a simulated SaaS application. We will be using the Linux desktop as our desktop for
accessing the applications on the BIG-IP.

This diagram shows the topology of the network as it is currently configured:

The following table lists VLANS, IP Addresses and Credentials for all components:

Component | Management IP VLAN/IP Address(es) Credentials

Linux 10.1.1.10 External: 10.1.10.10 f5student/f£5DEMOs4u
Jumphost

BIG-IP VE | 10.1.1.245 External: 10.1.10.245 admin/admin

v13.1 Internal: 10.1.20.245 root/default

SaaS Appli- | 10.1.1.55 Internal: 10.1.20.55

cation

How to Access the Labs

You will receive instructions from your proctor on how to access the workstation in the lab. On this worksta-
tion, you will have the following applications:
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Management

10.1.1.0/24
10.1.1.10 10.1.1.245
Linu Jumphost BIG-IF WE v13.1 ‘5335 g
10.1.10.10 10.1.10.245
External [ =y n
10.1.10.0/24 -
10.1.20.245
Internal [
10.1.20.0/24

Fig. 4.1: Lab Topology
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+ Firefox Web Browser — For testing the applications we create and BIG-IP management access. Links
are bookmarked just below the address bar.

» Putty SSH Client — For accessing the BASH and TMSH command line of the BIG-IP. The BIG-IP
properties have been saved to the session labeled BIG-IP.

4.2 BIG-IP Basics (optional)

Just in case you're new to the F5 BIG-IP platform (or need a refresher) we’'ve included some links and
videos below that will help get you started.

4.2.1 What is BIG-IP

Source: https://devcentral.f5.comy/articles/lightboard-lessons-what-is-big-ip-26 793

4.2.2 BIG-IP Basic Nomenclature

Source: https://devcentral.f5.comyarticles/lightboard-lessons-big-ip-basic-nomenclature-26144

4.2.3 F5 DevCentral BIG-IP Basics Articles

BIG-IP Basics Articles: https://devcentral.f5.com/articles?tag=devcentral+basics

4.2.4 Using F5 in Various Environments

+ Public Cloud:

— AWS/Azure/GCP/etc.: http://clouddocs.f5.com/cloud/public/v1/
* Private Cloud:

— OpenStack: hitp://clouddocs.f5.com/cloud/openstack/

— VMware: https://f5.com/solutions/technology-alliances/vmware

+ Container Ecosystems:

Cloud Foundry: http://clouddocs.f5.com/containers/latest/cloudfoundry/

Kubernetes: http://clouddocs.f5.com/containers/latest/kubernetes

Mesos Marathon: http://clouddocs.f5.com/containers/latest/marathon

RedHat OpenShift: http://clouddocs.f5.com/containers/latest/openshift/

4.2.5 HA Proxy to BIG-IP Quick Start

If you're already familiar with HA Proxy, learning F5 BIG-IP is straightforward once you learn the associated
F5 terminology.

Here is a list of common HA Proxy configuration terminology and its F5 equivalent:

207


https://devcentral.f5.com/articles?tag=devcentral+basics
http://clouddocs.f5.com/cloud/public/v1/
http://clouddocs.f5.com/cloud/openstack/
https://f5.com/solutions/technology-alliances/vmware
http://clouddocs.f5.com/containers/latest/cloudfoundry/
http://clouddocs.f5.com/containers/latest/kubernetes
http://clouddocs.f5.com/containers/latest/marathon
http://clouddocs.f5.com/containers/latest/openshift/

HA Proxy F5 BIG-IP
Frontend Virtual Server (VIP)
Backend Pool

Server Member

mode http HTTP Profile
default_backend | Default pool
use_backend LTM policy

check port Health monitor

4.2.6 NGINX to BIG-IP Quick Start

If you are already familiar with NGINX, learning F5 BIG-IP will be straightforward once you learn the F5
terminology.

NGINX administrators usually use multiple files and leverage the include command in their config to break
down the config and make it easier to manage. F5 leverages Profiles which can be applied to a Virtual
Server.

NGINX uses in-band (passive) health monitors which can be enabled on F5 through the creation of an
inband monitor. BIG-IP also supports the use of active health monitors, which will poll the pool member
periodically. Both can be used together for better monitoring of your services.

F5 BIG-IP supports control-plane and data-plane programmability with:
* Node.js through the use of iRulesLX, iControlLX and iAppsLX
» TCL through the use of iRules and iApp Templates

A lot of the manual configuration and scripting steps that are required with NGINX are supported more easily
through various config parameters and profiles in BIG-IP. By leveraging the control-plane programmability
features this class covers you can achieve full automation of your services with the BIG-IP platform.

F5 BIG-IP is designed to be a full proxy by default. In most cases there is no need to tune TCP & HTTP
buffering like you would on NGINX (i.e. using proxy_buffering). This is because the default settings
have been optimized and can adapt to most situations.

Here is a list of common NGINX configuration terminology and its F5 equivalent:

NGINX F5 BIG-IP

listen Virtual Server Port (VIP)
upstream Pool

proxy_pass Default Pool

server Member

ss|_certificate SSL Profile Option
return LTM HTTP Policy Option

proxy_set_header X Forwarded For

HTTP Profile Option Insert X-Forwarded-For

proxy_set header

CTM HTTP Policy Option

add_header LTM HTTP Policy Option
location & proxy_pass LTM HTTP Policy Option
Proxy Cache Web Acceleration Policy
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4.3 Module 1: SAML Identity Provider

In this lab we will learn the basics concepts required to use F5 Access Policy Manager as a SAML Identity
Provider (IdP).

4.3.1 Lab 1.1: Create a SAML Identity Provider

BIG-IP APM

-—> SP Connector —» Bind Connectors —p» SAML Resource —pp» \W\ebtop —

Task 1 - Create a Local IdP Service

In this lab we will create the local Identity Provider service. This service is responsbile for handling the
authentication for the SaaS application.

Note: This guide may require you to Copy/Paste information from the guide to your jumphost. To make
this easier you can open a copy of the guide by using the Lab Guide bookmark in Chrome.

1. Navigate to Access — Federation — SAML Identity Provider — Local IdP Services
2. Click the + sign

f:];] Access

Owerview
Profiles / Policies
Authentication
Single Sign-On
Federation 8 SAML Service Provider
Cornectivity / VPN SAML Identity Provider + | Local ldP Services (%)
Secure Web Gatewsay SAML Resources Extemnal 5P

i Caormectors
Access Cortrol Lists JSON Web Token

Artifact Resobution

Webtops Ohuth Authorization Services

Server
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3. Configure the General Settings:

Property

Value

IdP Service Name

idp.f5demo.com

IdP Entity Id

https://idp.f5demo.com

«& General Settings IdP Senice Name*:
& SAML Profies idp fSdemo.com
4" Endpoint Settings

6 Assertion Settings |dP Entity 1D*;

Create New IdP Service 2

4" SAML Attributes |ht‘tps:.ffl:lp.f5den'n.wm

4 Securty Settings
MName Qualifier :

IdP Hostname Settings

Scheme :
https >

Description

Log Setting :
From Access Profile o

Host :

Cancel

4. Configure the Assertiion Settings:

Property

Value

Assertion Subject Value

Y%{session.logon.last.username}
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Create New IdP Service 2

& General Settings
‘& SAML Profiles

- Endpoint Settings
¢ Assertion Settings
4" SANL Aftributes
4" Security Settings

Asszertion Subject Type
Email Address

Assertion Subject Value®:
|%-[ses&inn Jogon last.usemame}

W

Authentication Context Class Reference :
urn:oasis names:tc:SAML: 2 .0:ac.dasses: Password Protected Transport

Assertion Validity {in seconds) :
E00
[F] Enable encryption of Subject

Encryption Strength
AES125 »

OK

Cancel

5. Configure the Security Settings:

Property Value
Signing Key idp.f5demo.com.key
Signing Certificate | idp.f5demo.com.crt
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»®
Create New IdP Service

& General Settings

' Signing Key :
& SAML Profiles iCommon/idp fadema.com.key =
4/ Endpoint Settings
& Assertion Settings Signing Certificate
5" SAML Aftributes iCommon/idp. fSdemo.com.crf ¥

o Security Settings

OK || cCancel

6. Click the OK button.

4.3.2 Lab 1.2: Create an External SP Connector

BIG-IP APM

IDP —-—> Bind Connectors —p» SAML Resource —p» Webtop —

Now that we have the Identity Provider configured, we need to configure the BIG-IP so it is aware of the Ser-
vice Provider (the SaaS application). We do this by defining an External SP Connector using the metadata
provided by the SaaS application, importing it into the BIG-IP, and setting the appropriate cryptographic
controls.

Task 1 - Obtain the SAML Service Provider Metadata

In a common deployment the metadata is provided by the application. This lab is no different, but the access
method will vary. Follow the listed steps below to obtain the necessary XML file.
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1. Open a browser and nagivate to https://app.fsdemo.com/metadata.xml

2. Save the file as app . f5demo. com.xml

Task 2 - Create an External SP Connector

In this task we will create the External SP Connector object.
1. Navigate to Access — Federation — SAML Identity Provider — External SP Connector

2. Click on the triangle on the right side of the Create button and select From Metadata

Create -

Custom
From Metadata

From Template k

3. Enter the following information:

Property Value
Select File app.fsdemo.com.xml
Service Provider Name | app.f5demo.com

Create New SANML Service Provider

Select Hie*:
app.fodemo.com_metadata_.xm Browse
Senvice Provider Mame™;
app.fademo.com| T
[L]
Sekect Signing Cerificate .
b
OK | Cancel

4. Click the OK button
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Task 3 - Modify the SP Connector Settings

Finally, for security purposes, we’ll configure the External SP Connector object to require that resposes are
cryptographically signed. This prevents an attacker from manipulating the response and potentially gaining
unauthorized access.

1. Click the checkbox next to app.f5demo.com and click the Edit button
2. Modify the following Security Settings:

Property Value
Response must be signed | checked

Edit SAML SP Connector

% General Settings
% Endpoint Settings o B
&% Secunty Settings Signing Certificate .

o° 510 Serice Settings {Common/app.fodemo.com__saml_sp_metadata_sig_certid

7] Require Signed Authentication Request

Response sent to SP by this device

[#] Response must be signed [¥] Assertion must be signed
Signing Akgorithm :
RSA-SHAL v

[F] Assertion must be encrypted
Encryption Type :
AES128 b

Encryption Certificate :
{Common/app.fodemao.com |~

OK | Cancel

3. Click the OK button.
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4.3.3 Lab 1.3: Bind SP Connectors

BIG-IP APM

IDP  —» SP Connector —-—> SAML Resource —p» Webtop —

Once we have the Identity Provider and Service Provider objects configured, we need to link them together.

Task 1 - Bind the IdP and SP Connector

1. Navigate to Access — Federation — SAML Identity Provider — Local IdP Services

E@ Access
Overview
Profiles / Paiicies
Authentication
Single Sign-On
SAML Service Provider

Secure Web Gateway SAML Resources Extemnal SP
Connectors
Access Control Lists JSON Web Token
Artifact Resalution
Webtops OAwth Authorization Services
Senver

2. Check the radio button next to idp.f5.demo.com
3. Click on the Bind/Unbind SP Connectors button
4. Check the box next to /Common/app.f5demo.com
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Edit SAML SPs that use this ldP z

SP Connectors associated with this 1dP Service

[ Create SP Connector ,J

||| SAML SP Connection Name -
¢ iCommon/app.fSdemo.com h
ICommon/saml_office 365

oK | cancel

5. Click the OK button.

4.3.4 Lab 1.4: Create SAML Resource

BIG-IP APM

IDP  —p» SP Connector —» Bind Connectors —.> Webtop —

Task 1 - Create SAML Resource

1. Navigate to Access — Federation — SAML Resource and click the + sign
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[g@ Access

Chesnview

Profiles / Policies

Authentication
Single Sign-On

Cormectivity / VPN

Secure Web Gateway

[ - e Sl

%

2. Configure the following settings:

SAML Service Provider
SAML Identity Provider

Property Value

Name app.fSdemo.com
SSO Configuration | idp.f5demo.com
Caption app

Access » Federation:

SAML Rezources

Mew SAML Resource...

I Mame | app.fSdemao.com
Description |
Puiblish on Webtop (W Erabie
Configuration
550 Configuration |idp.fidemo.com |

Customization Settings for English

Language
o
Detalled Description

Image

English

| appl

| Browse... Mo file sslected.

|_Cancel || Repeat || Finished |

3. Click the Finished button.
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4.3.5 Lab 1.5: Create a Webtop

BIG-IP APM

IDP —p» SP Connector —» Bind Connectors —p» SAML Resource —>-—

Task 1 - Create the SAML Webtop

1. Navigate to Access — Webtops — Webtop Lists

2. Click the + sign

E@ Access
Owerview
Profiles / Policies
Authentication
Single Sign-On
Federation
Connectivity / VPN
Secure Web Gateway
Access Control Lists

o s ©

3. Configure the following settings:

Property | Value
Name saml_webtop
Type full
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Access » Webtops : Weblop Lists » Mew Webtop...

Mame | sami_webtop
Type [ Full -
Configuration M
. (2]
Minimize To Tray [E Erahled

Show a waming message when
the webtop window close BEI‘!HJIEJ:I

Show URL Entry Fieid (W Erabied

Show Resource Seanch [E Enabled
Fallback Section

Initial State Expanded =

3. Click the Finished button.

4.3.6 Lab 1.6: Configure the Access Profile

BIG-IP APM

IDP —p» SP Connector —» Bind Connectors —p» SAML Resource —pp» Webtop —

The Access Profile defines the characteristics of how we authenticate and authorize a user using the BIG-IP
platform. It controls things like what type logon page is presented to the user (if any at all), what language
any dialog messages should be presented in, and — most importantly — the flow through which we limit
access and assign resources.

F5 BIG-IP Access Policy Manager supports two types of Access Policies:
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1. Per-Session access policies
2. Per-Request access policies

The difference centers around how frequently a policy is evaluated, either once at time of initial logon or
after every single HTTP request.

Task 1 - Create the Access Profile Object

1. Navigate to Access — Profiles/Policies — Access Profiles (Per-Session Policies)

2. Click the + sign

IE@ Access

Chieniew

Prafiles | Paolicies Access Profiles
[Per-Session

Avthentication Palicies)

Singke Sign-On

P rfiries

3. Configure the following settings:

Property Value

Name idp.f5demo.com-policy
Profile Type | All

Languages | English (en)

Access » Profiles [ Policies : Access Profiles (Per-Session Policies) » Mew Profile...

General Properties
Mame | app.f5demo.com-paiicy
Parent Profile acoess
Profile Type FAN P
Profile Scope Profile -

Settinas
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Language Settings

Additional Languages [ Afar (z=) =] Add |
Accepted Languages Factory Builtin Languages
Chinesa (Simplified) (zh-cn)
Chiness (Traditional) (zh-tw)
=2 |Worean (ko)
Languages =] | Spanish fes)
|;| Franch {fr)
—== | | German (de)
Default Language English (en) [ =

| Gancel || Finished |

4. Click the Finished button.

Task 2 - Configure the Access Policy Using the Visual Policy Editor

The Visual Policy Editor (VPE) is where the administrator configures the heart of the Access Policy. Using

a flow chart methodology, it is easy to create robust policies without adding burdensome management
overhead. Even significant policies can be easily read and understood.

1. Open the Visual Policy Editor

(a) Navigate to Access — Profiles/Policies — Access Profiles (Per-Session Policies)
(b) Click the Edit. .. link and the VPE will open in a new window

Access » Profiles

o5 - | Access Profiles

I_ = [ Creale.. | Impai._|

| - Status | ~ Access Profe Name - Anplcation | - Profie Type. Per-Session Paicy | Expont | Cony [ Logs Vitual Servers | - Partiion / Path
1 access Al fnone)  (nong) Common

D . idp.f5demo.com Al o Edit... Export... Copy... defaultdog-setting idp.i5demo.com Common

|_Deste.. || Apply |

We'll build a policy like the one below:

Access Policy: [Common/idp.f5demo.com | Edit Endings | (endings: allow, Deny [default])

fallback %9 fallback Sucoessful fallback
+ Logom Page T —£+—4o-| Advanced Besource Assign |;+
LocalDB Auth [2cked User out | E Deny |
=

fallback
+

2. Add a Logon Page
(a) Click on the + link after the Start node
(b) Select the Logon Page tab and click the Add /tem button

(c) Use the default settings and click the Save button
3. Add an Authentication Mechanism

(a) Click on the + link after the Logon Page node
(b) Select the Authentication tab and select LocalDB Auth then click the Add Iltem button
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(c) Configure the following settings:

Property

Value

LocalDB Instance

/Common/agility

[F‘I‘ﬂl:l-E'TtiE'E |fEmm:h Rules\]

Mame: |Local DB Auth

LocalDB Auth Agent

LocalDB Instance

| FCommon/agility j

Max Logon Attempts Allowed | 3= |

Note: The administrator can select from a variety of Authentication Mechanisms, in-
cluding Active Directory and LDAP, among others. In this lab, the LocalDB Auth has

been pre-configured.

(a) Click the Save button.

4. Add Advanced Resource Assign

(a) Click on the + link on the successful branch after the LocalDB Auth node

(b) Select the Assignment tab and select Advanced Resource Assign then click the Add ltem

button

(c) Click the Add New Entry button

(d) Click the Add/Delete link

(e) Select the Webtop tab and select the /Common/sami_webtop

(f) Select the SAML tab and select the /Common/app.f5demo.com
(g) Click the Update button, then click the Save button

[Fmpe-rties”ﬂmnch F'.1.1|E*5]

Marme: |.-".-.'J1f'an-::ed Besource Assign

Resource Assignment

| Addnew entry |

Expression: Empty change

1 SAML: /Common/app. fodemo. com
Webtop: /Common/SAML webtop

Add/Delete

M
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5. Change the ending to Allow
(a) Click on the Deny ending after the Advanced Resource Assign

(b) Select Allow
(c) Click Save

6. Apply Policy Changes
(a) Click the Apply Access Policy in top left next to the F5 red ball

(b) Close browser tab

4.3.7 Lab 1.7: Create the Virtual Server

BIG-IP APM

IDP — SP Connector —» Bind Connectors —» SAML Resource —p» \W\ebtop —

In order to access almost anything through an F5 BIG-IP, you must define a Virtual Server. The Virtual
Server listens on the specified address and handles the requests either by making a load balancing decision

or prompting for a logon (or both!).
Task 1 - Create the Virtual Server

1. Navigate to Local Traffic — Virtual Server List

2. Click the + sign

Local Traffic

et | et |

MNetwork Map
naisonris @
Policies Virtual Address List
Profiles Statistics

2. Configure the General Properties settings:
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General Properties

Property Value

Name idp.f5demo.com
Destination Address/Mask | 10.1.10.101
Service Port 443

General Properties

I Name idp.fodemo.com

Description

Type | Standard =l
Source Address |

Destination Address/Mask | 10.1.10.101

Service Port | 443] | Select... =l
Notify Status to Virtual Address | [wA

State Er

3. Configure the Configuration settings:

Configuration
Property Value
HTTP Profile http

SSL Profile (Client) | idp.f5demo.com-clientssl|
SSL Profile (Server) | serverssl
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Configuration: | Basic :l"’

Protocal
Protocol Profile (Client)
Pratocol Profile (Server)

HTTP Profile

FTP Profile
RTSP Profile

S5L Profile (Clent)

S3L Profile (Server)

SMTPE Prrfil=

HTTP Proxy Cormect Profile | Nane

Selected
Common
| -l:'.ﬂ'.l
| .'.‘-F-.'.‘-F-l
||M"n=- =1

4. Configure the Access Policy settings:

Access Policy

Property

Value

Access Profile

idp.f5demo.com

[TCP -]
| tcp =
[[[Use Clent Profils) ]
| hitp B
=
| =
| =
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Access Policy

Acoess Profile
Connectivity Profile

Per-Request Policy
VDN Profile

Per-App VPN}
OAM Support

ADFS Proxy

PingAccess Profile

L+

Application Tunnets (Java &

Edp.fSdemo.com - |

e =]

[Tire =
o=
C]EI‘EI:IEE::I

C]EI‘EI:IEE::I

DEI‘EI:I!B:I
o ]

5. Click the Finished button.

4.3.8 Lab 1.8: Test the SAML Configuration

BIG-IP APM

IDP —» SP Connector —» Bind Connectors —p» SAML Resource —p» \W\ebtop —

Now that we have all the pieces configured, the only thing left is to test and validate our setup to make sure

it's working as expected.

Task 1 - Test SAML IdP

1. Open Chromium and navigate to https://app.f5demo.com

2. Notice how we’ve been redirected to the authentication page at https://. ..

3. Login with the test credentials below:

Username

Password

alice

agility
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4. You should now see a demo application. If not, please step back through the configuration and make
sure you did not mistype one of the settings

[ SB Admin 2 - Bootstrap Admin Theme - Chromium EEEs
g/ El SB Admin 2 - Bootst x \|
<« (¢ [A Not secure | hitps://app.fsdemo.com/pages/index.htm ‘}I H

it Apps i@ bigipol [ app.fsdemo.com

SB Admin v2.0 =~ =< a- a-
Search... Q
@& Dashboard
Ll Charts 3 2 6
&8 Tables
New Comments! New Tasks!

& Forms

View Details o View Details o
# Ul Elements <
& Multi-Level Dropdown & 13
2] Sample Pages <

Support Tickets!

View Details o

5. Close the Chromium browser

4.4 Module 2: Access Control

In this lab we will limit access to SaaS resources based on group membership.

4.4.1 Lab 2.1: Modify the Access Profile

Task 1 - Launching the Visual Policy Editor

1. Navigate to Access — Profiles/Policies — Access Profiles (Per-Session Policies)
2. Click the Edit.. . link

l_ e Create... |[ Import..
@|: 3m|a-AmPrmlahhm ¢Appieaﬁu1|¢PnﬂaT)rpe|Pa—SessimPﬁny|Emm |0uw |Luqs |\|i1ui3a'vus |¢Pa‘ﬁ1iu1.l’Paﬂ1
1 [ access Al nope frone)  none) Common

D o ip.fodemo.com AN Expart... Copy... defaultdog-setting idp.fSdemo.com Common

Deiete.. || Apply

Task 2 - Add a LocalDB Query

1. Click on the + sign after LocalDB Auth on the Successful branch
2. In the search field type local
3. Select Local Database and click the Add ltem button
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4. Configure the following settings:

Property

Value

LocalDB Instance

/Common/Agility

5. Click the Add new entry button

6. Configure the following settings:

7. Click the Save button

Property Value

Action read

Destination | session.localdb.groups
Source groups

Task 3 - Modify the Advance Resource Assignment

1. Click on Advance Resource Assign

2. Click on the change link

_[F‘mpenieg ”Emm:h F‘.U|E'5'1

Mame: |.-"-d"r'-E|'l£E‘d Besource Assign

Resource Assignment
Add new entry |

Expression: Empt
SAML: /Cormmmon,3

AddiDelete

Webtop: /Common/sam] webtop

3. Click the Add Expression button

4. Configure the following settings:

Property Value

Agent Sel LocalDB Group Check
Condition LocalDB Query

User is a member of | Sales

5. Click the Add Expression button
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|5im|:|le|

Agent Sel: | Local DB Group Check

Condition: | Local DB CQuery = |

i User is a member of |5-F_|E'5|

| Cancel || AddExpression

| Help

6. Click the Finished button
7. Click the Save button

8. Click the Apply Access Policy link in top left next to the F5 red ball

4.4.2 Lab 2.2: Test Access Control

Now that you have your IdP configured we need to test it to make sure it is working as expected.

Task 1 - Test with an Authorized User

1. Open Chromium and navigate to https://app.f5demo.com

2. Login with the test credentials

Username

Password

alice

agility

3. You should now see a demo application.
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e SB Admin 2 - Bootstrap Admin Theme - Chromium m
4 B B Admin 2- Bootst x \([1 £)

&« - C [A Not secure | https://app.fsdemo.com/pages/index.html 1}] H

i Apps i bigipol [ app.fsdemo.com

SB Admin v2.0 =~ = L~ a-

Search Q

Dashboard

& Dashboard

Ll Charts ¢

26

B Tables
New Comments! New Tasks!

& Forms
View Details [+ View Details o

# Ul Elements <

& Multi-Level Dropdown <

13

] Sample Pages ¢

Support Tickets!

/iew Details o View Details 5]

4. Click the user icon in the top right of the app and logout

Task 2 - Test with an Unauthorized User

1. Navigate to https://app.fsdemo.com (you can click the bookmark)

2. Login with the test credentials

Username | Password
john agility

3. You should now see an error page since John is not a member of the sales group

¢ BIG-IP ACL denied page - Chromi

_/E| BIG-IP ACL denied p x\‘

< C lA Not secure | hitps://idp.fSdemo.com/vdesk/my.acl.php37errorcode=

$ Apps & bigipol [ app.fmn.mrn

| )

You do not have permission to access this page.

Access to requested SAML resource is denied. Please try again or contact your
system administrator for assistance.

The session reference number: 7c2091e6

This product is licensed from FS Metworks. © 1999-2017 Fb5 Metworks. All rights reserved.
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8. Close the Chromium browser
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Class 5: AD FS Proxy Lab

This lab covers the following topics:
 Configuring AD FS Proxy Services on F5 BIG-IP
Expected time to complete: 2 hours

To continue please review the information about the Lab Environment.

5.1 Getting Started

Please follow the instructions provided by the instructor to start your lab and access your jump host.

Note: All work for this lab can be performed exclusively from the Windows jumphost. No installation or
interaction with your local system is required.

5.1.1 Lab Topology

The following components have been included in your lab environment:
* 1 x F5 BIG-IP VE (v13.1)
» 5 x Windows Server 2016

Lab Components

The following table lists VLANS, IP Addresses and Credentials for all components:

233



Component | VLAN/IP Address(es) Credentials | Notes
BIGIP M t10.1.14 . Licensed with Best bundle,
| a“ag‘l’_"‘f“ Cooa rdmi /e Provisioned with LTM  and
* Intemnal: 10.1.20. \PM. BIG-IP Version 13.1.
» External: 10.1.10.4 °
+ ADFS Proxy Virtual Server IP: root/default
10.1.10.100
+ ADFS Load Balancing Virtual
Server IP: 10.1.20.100
Client user/user This is the client/jumphost
* Internal 10.1.20.8 used in the lab, it is domain
joined. Windows Server 2016.
DC admin/admin | This is the domain controller
* Internal 10.1.20.5 and certificate authority. Win-
dows Server 2016.
App admin/admin| Runs IIS with a claims app
* Internal 10.1.20.10 that is federated to ADFS.
Windows Server 2016.
ADFS-1 admin/admin | Primary ADFS farm node.
* Internal 10.1.20.6 Windows Server 2016.
ADFS-2 admin/admin | Secondary ADFS farm node.
* Internal 10.1.20.7 Windows Server 2016.

5.2 Module: Connect and Validate Environment

In this module you will validate that ADFS and the application that requests ADFS authentication are func-
tioning without the BIG-IP in the traffic flow.

5.2.1 Open an RDP session to the client machine

1. Open an RDP session to the client jumphost

2. Login with username: user and password: user

5.2.2 Change Client to Point at ADFS-1 Direct (BIG-IP not in traffic flow)

1. Double click the “ADFS-1 Direct” desktop shortcut

ADFS5-1
Direct

2. You should receive a notification that the HOSTS file now points adfs.vlab.f5demo.com directly at the
ADFS-1 server.
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Message from user 5/25/2018 5:42 PM s

HOSTS file now points adfs.vlab.fidemo.com directly at ADFS-1, BIG-IP is out of
the traffic flow.

5.2.3 Open the BIG-IP Management Interface

1. Open Chrome
2. Click the BIG-IP shortcut

/(& BIG-IP® - bigip.viab.f

3. Login with username: admin and password: admin
4. Nothing needs to be done here now, you are only validating you can access the BIG-IP.

5.2.4 Verify ADFS and App are Functional

1. Close any open Chrome incognito windows

2. Open Chrome if not already open
3. Right click the “ADFS Demo App” shortcut and click “open in incognito window”

VERY IMPORTANT: For all testing in this lab, close all incognito windows first, then open a new one

for your test. This will ensure you do not have issues related to cache or cookies.
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N Gl

Cpeninnew b

4. You should see a set of claims displayed in the claims app at app.vlab.f5demo.com

If the request failed and you do not see claims then the ADFS-1 Windows server may not have started correctly or
Option 1: You can restart services on the ADFS servers from your client with the shortcut on the
desktop. This is the fastest option.

=

RestartADES

SEMVICES

Option 2: You can restart the ADFS-1 and then ADFS-2 servers. This is much slower.

You should now see the following:
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Welcome!

These are your claims:

Type

http://schemas microsoft.com/ws/2012/01/insidecorporatenetwork true
http://schemas. xmlsoap.org/ws/2005/03/1dentity/claims/upn Useli f3dem
http://schemas microsoft com/2012/01/requestcontext/claims/x-ms-client-1p 10.1.20.8
http://schemas microsoft com/claims/authnmethodsproviders WindowsAu
http://schemas microsoft com/ws/2008/06/identity/claims/authenticationmethod |http://schem

5. Note that ADFS identified the user as inside the corporate network because they did not go through

an MS-ADFSPIP compliant proxy.
6. What happened:

(a) You made a request to App
(b) App redirected you to ADFS for authentication

(c) ADFS authenticated you automatically with Windows Integrated Authentication with your domain
joined computer

(d) ADFS redirected you back to App with a WS-Fed assertion

(e) App validated the assertion and displayed the claims it received from ADFS

You should close all browser windows in the client and repeat these steps to validate ADFS-2 using
the desktop shortcut labeled “ADFS-2 Direct”. If it fails, use the desktop shortcut to restart ADFS
services as noted above.

5.3 Module: Deploy ADFS Load Balancing Services

In this module you will deploy simple load balancing of ADFS for internal users. No proxy services are
needed for internal users.

5.3.1 Change Client to Point at BIG-IP Load Balancing Virtual Server

1.

Double click the BIG-IP ADFS Load Balancer desktop shortcut

- BIG-IP ADFS
: Load i

2.

You should see that the HOSTS file now points ADFS at the load balancing virtual server (which is
not yet created)

237



Message from user 5/25/2018 5:47 PM >

HOSTS file now peints adfs.vlab.fidemo.com at the ADFS lead balancing Virtual
Server, like an internal client.

3. Close any open Chrome incognito windows
4. Open a new Chrome window if not already open.
5. Right click the “ADFS Demo App shortcut” and open a new incognito window

(a) It should fail because you cannot access ADFS through the BIG-IP until you deploy the configu-
ration.

(b) If itis still working, you may need to close Chrome and/or retry the HOSTS file shortcut.

5.3.2 Deploy ADFS iApp for ADFS Load Balancing

1. Open the BIG-IP configuration interface
2. Open Local Traffic -> Virtual Servers and notice nothing is deployed
3. Open iApps -> Application Services -> Applications
4. Click Create
Accept all default values except for those listed below.
5. Name: adfs-lb
6. Template: f5.microsoft_adfs.v1.2.0rc7
7. SSL Encryption
(a) How should the BIG-IP system handle SSL traffic?
i. Encrypted traffic is forwarded without decryption (SSL pass-through)

SSL Pass-Through is chosen because Microsoft requires it for supported load balancing of ADFS. SSL
Bridging breaks the connectivity between WAP servers and ADFS servers because client certificate au-
thentication is required. You can use SSL Bridging if you will not point WAP servers at your deployment but
following Microsoft’s guidelines and using SSL Pass-Through is recommended.

8. High Availability
(a) What IP address do you want to use for the virtual server?
i. 10.1.20.100
10.1.20.x is the internal network in this environment.
1. Which FQDN will clients use to access AD FS?
(a) adfs.viab.f5demo.com
2. Which servers should be included in this pool?
(a) 10.1.20.6
(b) Click Add
(c) 10.1.20.7
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High Availability

What IP address do you want to
use for the virtual server?

10.1.20.100

443

adfs.viab.fSdemo.com

Create a new pool

‘What service port do you want to
use for the virtual server?

Which FQDN will clients use to
access AD FS?

Do you want to create a new pool
or use an existing one?

v

IP Address | 10.1.20.6 Connection limit

Which servers should be included
in this pool? IP Address | 10.1.20.7

Add

Connection limit

Do you want to configure support
for client certificate Yes, configure support for certificate authentication
authentication?

ar

9. Click Finished

5.3.3 Test the ADFS Load Balancing Functionality

1. Close any open Chrome incognito windows
2. Open a new Chrome window if not already open
3. Right click the “ADFS Demo App” shortcut and open in an incognito window

X

[ ClaimsXRall [4 ADFS Demo App

4. You should see a set of claims displayed in the claims app at app.vlab.f5demo.com

Welcome!

These are your claims:

Type ——
http://schemas microsoft.com/ws/2012/01/insidecorporatenetwork true

http://schemas xmlsoap org/ws/2005/03/1dentity/claims upn mﬁdemo.com
http://schemas microsoft.com/2012/01 'requestcontext/claims x-ms-client-ip 10.1.204

http://schemas microsoft. com/claims/authnmethodsproviders WindowsAuthentication

http://schemas microsoft. com/ws/2008/06/1dentity/claims/authenticationmethod [http://schemas microsoft com/v
http://schemas microsoft. com/ws/2008/06/1dentity/claims/authenticationinstant (2018-05-25T20:03:21.939Z

Server time: 3/25/2018 8:03:22 PM

1. Note that ADFS is still identifying the user as inside the corporate network because the user did not
go through an MS-ADFSPIP compliant proxy solution.

2. What happened:
(a) You made a request to App
(b) App redirected you to ADFS for authentication

(c) The BIG-IP received the request and load balanced it to one of the ADFS servers (this is
the only change from last time)
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(d) ADFS authenticated you automatically with Windows Integrated Authentication with your domain
joined computer

(e) ADFS redirected you back to App with a WS-Fed assertion

(f) App validated the assertion and displayed the claims it received from ADFS

5.3.4 Review the ADFS Load Balancing Configuration

1. Go to Local Traffic -> Virtual Servers
2. Notice there are two deployed, one on port 443 and one on port 49443
(a) 443 is for ADFS traffic
i. Pool members use port 443
(b) 49443 is for client certificate auth support

i. Pool members use port 49443

5.4 Module: Deploy ADFS Proxy Services

In this module you will deploy ADFS Proxy functionality. The BIG-IP will perform the same role in front of
ADFS as a Web Application Proxy (WAP) server does, supporting the protocol MS-ADFSPIP.

5.4.1 Change Client to Point at BIG-IP ADFS Proxy Virtual Server

1. Double click the BIG-IP ADFS Load Balancer desktop shortcut

-

BIG-IP A
FI

2. You should see that the HOSTS file now points ADFS at the load balancing virtual server (which is
not yet created)

Message from user 5/25/2018 2:21 PM x

HOSTS file now peoints adfs.vlab.f3demo.com at the ADFS Proxy Virtual Server, like
an external client.

3. Close any open Chrome incognito windows
4. Open a new Chrome window if not already open
5. Right click the “ADFS Demo App” shortcut and open a new incognito window

(@) It should fail because you cannot access ADFS through the BIG-IP until you deploy the configu-
ration.
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(b) If itis still working, you may need to close Chrome and/or retry the HOSTS file shortcut.

5.4.2 Deploy ADFS iApp for ADFS Proxy (with MS-ADFSPIP support)

1. Open the BIG-IP configuration interface
2. Open iApps -> Application Services -> Applications
3. Click Create
Accept all default values except for those listed below.
4. Name: adfs-proxy
5. Template: f5.microsoft_adfs.v1.2.0rc7
6. Access Policy Manager (BIG-IP APM)
(a) Would you like to configure BIG-IP as an ADFS Proxy?
i. Yes, configure BIG-IP as an ADFS Proxy
(b) What is the account to be used for establishing proxy trust with ADFS?
i. admin@f5demo.com
(c) What is the password associated with that account?
i. admin

Establishing trust with ADFS requires username in UPN or domain\username format. This is true whether
in the iApp or establishing trust manually.

7. SSL Encryption
(a) Which SSL certificate do you want to use?
i. internal-vlab.f5demo.com.crt
(b) Which SSL private key do you want to use?
i. internal-vlab.f5demo.com.key

Note that this time we are doing SSL Bridging. This is required for the ADFS Proxy. Client certificate
authentication can still be performed because BIG-IP supports MS-ADFSPIP.

8. High Availability

(a) What IP address do you want to use for the virtual server?

i. 10.1.10.100
10.1.10.x is the external/DMZ network in this environment. Notice this is .10 not .20 this time.

1. Which FQDN will clients use to access AD FS?

(a) adfs.vlab.f5demo.com
2. Which servers should be included in this pool?

(a) 10.1.20.6

(b) Click Add

(c) 10.1.20.7

3. What Trusted CA would you like to use to validate the client certificate chain presented during
certificate authentication?
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(a) F5demo-DC-CA.crt

This is the AD Certificates Services CA certificate for this environment that was used to issue the client
certificates so that the client certificate auth can be verified. It was pre-imported for you.

9. Click Finished

5.4.3 Test the ADFS Proxy Forms Authentication Functionality

1. Close any open Chrome incognito windows
2. Open a new Chrome window if not already open
3. Right click the “ADFS Demo App” shortcut and open a new incognito window

X

[ ClaimsXRall [4 ADFS Demo App

If you do not get the ADFS logon page noted below wait 60-120 seconds for the ADFS servers to
sync and try again. If you are still getting the error you may have cache problems. Double check
that you have closed all other incognito windows before trying this, and you can clear cache and
cookies by performing ctrl+shift+del and selecting “all time”.

1. This time instead of automatically authenticating with Windows Integrated Authentication you are pre-
sented with a forms login page. This is because ADFS is configured to require Forms auth for external
users.

(a) Username: user@f5demo.com
(b) Password: user
(c) Click Sign In

Sign in with your organizational account

user@fSdemo.com

Sign in using an X.509 certificate

1. You should see a set of claims displayed in the claims app at app.vlab.f5demo.com
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Welcome!

These are your claims:

Type Value
http://schemas microsoft.com/2012/01/requestcontext/claims /x-ms-proxy APM
http://schemas microsoft.com/ws/2012/01/insidecorporatenetwork false
http://schemas xmlsoap org/ws/2005/03/1dentity/claims/upn useri fidemo com
http://schemas microsoft.com/2012/01/requestcontext/claims/x-ms-client-ip %” -
http://schemas microsoft.com/2012/01/requestcontext/claims/x-ms-forwarded-client-15|10.1.1.8
http://schemas microsoft.com/claims/authnmethodsproviders FormsAuthentication
http://schemas microsoft.com/ws/2008/06/1dentity/claims /authenticationmethod [UrIL.0as1s. narmnes. (c. L:2.0:ac.classes:PasswordProtected Transport
http://schemas microsoft.com/ws/2008/06/1dentity/claims/authenticationinstant |20 18-05-25T21:15:05.387Z

Server time: 5/25/2018 9:15:05 PM

1. Note that ADFS now identifies the user as outside the corporate network, knows that APM acted as
an ADFS Proxy, knows the user’s true IP address, and that the user is now logging in with Form-
sAuthentication instead of WindowsAuthentication.

2. What happened:
(a) You made a request to App
(b) App redirected you to ADFS for authentication

(c) The BIG-IP received the request and load balanced it to one of the ADFS servers, as well
as communicated data about the traffic using MS-ADFSPIP.

(d) The ADFS server determined that you should be authenticated using the extranet policy
and sent back a logon page which the BIG-IP forwarded on to you.

(e) You submitted the forms and ADFS authenticated with your credentials
(f) ADFS redirected you back to App with a WS-Fed assertion
(9) App validated the assertion and displayed the claims it received from ADFS

5.4.4 Test the ADFS Proxy Certificate Authentication Functionality

1. Close any open Chrome incognito windows
2. Open a new Chrome window if not already open
3. Right click the “ADFS Demo App” shortcut and open a new incognito window

x

[§ Claims¥Rayl [ ADFS Demo App

1. Click Sign in using an X.509 certificate
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Sign in with your organizational account

user@fSdemo.com

reuw

Sign in

Sign in using an X.509 certificate

1. Note that you can configure ADFS extranet authentication settings to perform certificate authentication
automatically. The ADFS server in this lab is setup to allow both forms and certificate authentication.

1. The certificate is already selected, click OK.

Select a certificate

Select a certificate to authenticate yourself to adfs.viab.f5demo.com:49443

fidemo-DC-CA A4A0000000CFAZ27DA1...

Certificate information m Cancel

1. You should see a set of claims displayed in the claims app at app.vlab.f5demo.com
Welcome!

These are your claims:

Type _ Value
http://schemas microsoft.com/2012/01 requestcontext/claiths x-ms-proxy I APM I
http://schemas microsoft com/ws/2012/01/insidecorporatenetwork talse
http://schemas xmlsoap.org/ws/2005/03/1dentity/claims upn user@fidemo.com
http://schemas microsoft.com/2012/01/requestcontext/claims x-ms-client-ip 10.1.20.4
http://schemas microsoft. com/2012/01/requestcontext/claims x-ms-forwarded-client-{
http://schemas microsoft. com/claims/authnmethodsproviders Certificate Authentication
http-//schemas microsoft com/ws/2008/06/1dentitv/claims/authenticationmethod " 4 ws/2008/06/1dentity/authenticationmethod x509
hittp://schemas.microsoft.com/ws/2008/06/1dentity/claims/authenticationinstant |2 018-05-25T22:14:40.914Z

Server time: 5/25/2018 10:14:41 PM
1. Note that ADFS now ADFS has identified the authentication type as CertificateAuthentication
2. What happened:
(a) You made a request to App
(b) App redirected you to ADFS for authentication

(c) The BIG-IP received the request and load balanced it to one of the ADFS servers, as well
as communicated data about the traffic using MS-ADFSPIP.
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(d) The ADFS server determined that you should be authenticated using the extranet policy
and sent back a logon page which the BIG-IP forwarded on to you.

(e) You selected the Certificate Authentication, which caused you to be redirected to port
49443 where the BIG-IP performed certificate authentication

(f) BIG-IP forwarded on details about your authentication using MS-ADFSPIP to the ADFS
server

(g) ADFS redirected you back to App with a WS-Fed assertion
(h) App validated the assertion and displayed the claims it received from ADFS

5.4.5 Review the ADFS Proxy Configuration

1. Go to Local Traffic -> Virtual Servers
2. Notice there are two adfs-proxy virtual servers deployed, one on port 443 and one on port 49443
(a) 443 is for ADFS traffic
i. Pool members use port 443
(b) 49443 is for client certificate auth support
i. Pool members use port 443

A. This is different from the load balancing only, which pointed to port 49443. This
is because the certificate auth is not passing through, BIG-IP is performing the
certificate auth, then sending the data along to ADFS using MS-ADFSPIP.

(a) Click on the virtual server adfs-proxy_adfs_vs_443
i. Scroll down and examine the Access Policy -> ADFS Proxy configuration item

A. Note that ADFS Proxy functionality is enabled and a trust is established. The BIG-IP will
auto-renew this prior to expiration.

B. Note that no Access Profile is deployed. You can add one if desired for additional security.
The iApp is capable of deploying it, along with the required bypass iRule for some URLs
like the metadata sharing URL.

(b) Go to Local Traffic -> Profiles -> SSL -> Server and click adfs-proxy_server-ssi

i. Note that a certificate and key are used on the server side. These are created as part of es-
tablishing the trust with the ADFS server as noted in the previous step and then automatically
input here.

ii. This is shared by both the 443 and the 49443 virtual servers because they need the same
settings to communicate with ADFS.

(c) Change configuration mode to advanced

i. Note that the server name field contains adfs.vlab.f5demo.com. ADFS requires SNI and this
is how you configure it on the serverssl profile.

(d) Go to Local Traffic -> Profiles -> SSL -> Client and click adfs-proxy_client-ssl-cert-auth
i. This is the SSL profile that provides certificate auth on the port 49443 virtual server.

ii. Note that Client Certificate is set to required and the Trusted Certificate Authorities is set to
f5demo-DC-CA.
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iii. You could use Advertised Certified Authority here if you wanted the client to only display
certificates generated by a specific CA. This could be your primary CA, or even a specific
subordinate CA if you wanted to issue client certificate auth user certificates from a specific
CA to reduce the number shown to the user.

5.5 Module: Additional Information and Troubleshooting Tips

It is possible to implement an APM profile in front of the ADFS server. The deployment guide covers
requirements, or you can select to deploy an APM profile in the iApp and it will handle everything including
the required selective APM bypass iRule and SSO into ADFS.

When logging in to the default APM logon page, you do not need to specify the domain like you do on the
ADFS logon page, just typing “user” (the samAccountName) will be sufficient. You can customize the APM
logon page to accept samAccountName, UPN, or domain\username if desired.

The service that handles the MS-ADFSPIP trust relationship is adfs_proxy. You can restart this service if
needed with the following CLI command: bigstart restart adfs_proxy.

If you cannot establish trust, it could be because the primary ADFS server is offline. The primary ADFS
server in the farm must be functioning or new WAPs/Proxies cannot establish trust.

Microsoft provides a service called ClaimsXRay at https://adfshelp.microsoft.com that is very useful for
troubleshooting ADFS related issues. There is a shortcut to it on your Chrome browser. The shortcut is
configured to populate the values for ClaimsXRay for this lab environment so that you do not need to enter
them into the webpage manually. It will redirect to your ADFS environment, where you can authenticate,
then send you to ClaimsXRay where you can examine the claims.

For more information on this solution, go here: https://devcentral.f5.com/articles/
ad-fs-proxy-replacement-on-f5-big-ip-30191

For  the deployment guide, go here: https://t5.com/solutions/deployment-guides/
microsoft-active-directory-federation-services-big-ip-v11-ltm-apm

5.6 Conclusion

5.6.1 Learn More

Links & Information
» Microsoft Active Directory Federation Services Deployment Guide:
https://f5.com/solutions/deployment-guides/microsoft-active-directory-federation-services-big-ip-v11-Itm-apm
» DevCentral: ADFS Proxy Replacement on F5 BIG-IP:

https://devcentral.f5.com/articles/ad-fs-proxy-replacement-on-f5-big-ip-30191
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Class 6: Federating Common Services

Welcome to the Common Federation lab at F5 Agility 2018

6.1 Welcome

Welcome to the 330 Access Policy Manager (APM) Federation Hands-on Lab Guide. The following labs
and exercises will instruct you on how to configure and troubleshoot federation use cases based on the
experience of field engineers, support engineers and clients. This guide is intended to complement lecture
material provided during the 330 course as well as a reference guide that can be referred to after the class
as a basis for configuring federation relationships in your own environment.

6.1.1 Lab Network Setup
In the interest of focusing as much time as possible configuring and performing lab tasks, we have provided
some resources and basic setup ahead of time. These are:

* Cloud-based lab environment complete with Jump Host, Virtual BIG-IP and Lab Server

* Duplicate Lab environments for each student for improved collaboration

» The Virtual BIG-IP has been pre-licensed and provisioned with Access Policy Manager (APM)

» Pre-staged configurations to speed up lab time, reducing repetitive tasks to focus on key learning
elements.

If you wish to replicate these labs in your environment you will need to perform these steps accordingly.
Additional lab resources are provided as illustrated in the diagram below:
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6.1.2 Timing for labs

The time it takes to perform each lab varies and is mostly dependent on accurately completing steps. This
can never be accurately predicted but we strived to provide an estimate based on several people, each
having a different level of experience. Below is an estimate of how long it will take for each lab:

Lab Description Time Allocated
LAB 1 - SAML Service Provider (SP) 25 minutes
LAB 2 - SaaS SAML Identity Provider (IDP) (OKTA) | 25 minutes
LAB 3 - oAuth & OpenlD Connect (Google) 25 minutes
LAB 4 - oAuth and Azure AD Lab 25 minutes

6.1.3 Authentication — Credentials

The following credentials will be utilized throughout this Lab guide. All other credentials will be indicated at
the time of use.

Credential Use User ID Password
BIG-IP Configuration Utility (GUI) | admin admin
BIG-IP CLI Access (SSH) root default
Jump Host Access fbstudent | {SDEMOs4u
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6.1.4 Utilized Browsers

The preferred browser for this lab is Firefox. Shortcut links have been provided to speed access to targeted
resources and assist you in your tasks. Except where noted, either browser can be used for all lab tasks.

6.1.5 General Notes
As noted previously, environment staging has been done to speed up lab time, reducing repetitive tasks to
focus on key learning elements. Where possible steps that have been optimized have been called out with

links and references provided in the Additional Information section for additional clarification. The intention
being that the lab guide truly serves as a resource guide for all your future federation deployments.

6.1.6 Acknowledgements

This lab is built upon the work of prior F5 Agility’s and the work of many individuals behind the scenes in
addition the 2018 Agility Lab Team. Many thanks to the 2017 Agility Lab Team for the SAML & OAuth Fed-
eration Labs, Lucas Thompson for his OAuth/OIDC Lab and our lab testers Matt Harmon, Dave Lipowsky &
Stu McMath.

6.1.7 Presented by

APM 330 Presented by: Steve Lyons, Chris Miller & Chas Lesley

6.2 Lab 1: SAML Service Provider (SP) Lab

The purpose of this lab is to configure and test a SAML Service Provider (SP). Students will configure the
various aspects of a SAML Service Provider, import and bind to a SAML Identity Provider (IdP) and test
SP-Initiated SAML Federation.

6.2.1 Objective:

» Gain an understanding of SAML Service Provider(SP) configurations and its component parts

+ Gain an understanding of the access flow for SP-Initiated SAML

6.2.2 Lab Requirements:

+ All Lab requirements will be noted in the tasks that follow

 Estimated completion time: 25 minutes

6.2.3 Lab 1 Tasks:
TASK 1: Configure the SAML Service Provider (SP)

Refer to the instructions and screen shots below:
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1. Login to your lab provided Virtual Edition BIG-IP

2. Begin by selecting: Access -> Federation -> SAML Service Provider ->
Local SP Services

3. Click the Create button (far right)

Extemnal [dP Connectors
O SAML IdP Connectors Description Partition

Connector Automation

Authentication Context Classes

Attribute Consuming Services

4. In the Create New SAML SP Service dialogue box click General Settings in
the left navigation pane and key in the following as shown:
* Name: app.f5demo.com
+ Entity ID: https://app.f5demo.com
Note: The yellow box on Host will disappear when the Entity ID is entered.

Create New SAML SP Service

‘& General Settings
- Endpoint Settings
‘& Security Settings
4" Authentication Context Entity ID*:

4" Requested Attributes | nttps://app.f5demo.com |
" Advanced Settings

Name*:
|app.f5demo.com |

SP Name Settings

Scheme : Host :
https v

Description :

Relay State :

OK “ Cancel
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Click on the Security Settings in the left navigation menu.

Check the Sign Authentication Request checkbox

Select /Common/SAML.key from drop down menu for the Message Signing Private Key
Select /Common/SAML.crt from drop down menu for the Message Signing Certificate
Click OK on the dialogue box

©CoNoO

Create New SAML SP Service

& General Settings
" Endpoint Settings

| Security Settings | | |[¥7Sign Authentication Request |
" Authentication Context
" Requested Attributes
" Advanced Settings

Authentication and Encryption Settings

Message Signing Private Key*:
|ICommon/SAML.key Iv

Message Signing Certificate*:
[sCommon/sAML crt [~

Want Signed Assertion

[7] Want Encrypted Assertion
Assertion Decryption Private Key :

Assertion Decryption Certificate :

[ OK ][ Cancel

TASK 2: Configure the External SAML IdP Connector

Refer to the instructions and screen shots below:

1. Click on the Access -> Federation -> SAML Service Provider ->
External IdP Connectors or click on the SAML Service Provider tab in the
horizontal navigation menu andselect External IdP Connectors.

2. Click specifically on the Down Arrow next to the Create button (far right)

3. Select From Metadata from the drop down menu

sources | JSON Web Token | OAuth Author

r + | OAuth Glient / Resource Server + | PingAccess =

‘SAML IdP Connectors Description Partition

Classes

Attribute Consurmin g Services
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4. In the Create New SAML IdP Connector dialogue box, click Browse and select
the idp.partner.com-app_metadata.xml file from the Desktop of your jump host.
5. In the Identity Provider Name field enter the following: idp.partner.com
6. Click OK on the dialogue box.
Note: The idp.partner.com-app_metadata.xml was created previously. Oftentimes, iDP
providers will have a metadata file representing their IdP service. This can be
imported to save object creation time as it has been done in this lab

Create New SAML IdP Connector

Select File*:
|idp.partner.com-app_metadata_.xml || Browse |
Identity Provider Name*: On Desktop

| idp.partner.com

Select Signing Certificate :

I OK " Cancel

TASK: 3: Bind the External SAML IdP Connector to the SAML SP

Refer to the instructions and screen shots below:

1. Click on the Local SP Services from the SAML Service Provider tab in the
horizontal navigation menu.

2. Click the Checkbox next to the previously created app.f5demo.com and select
Bind/Unbind IdP Connectors button at the bottom of the GUI.

4] Name - SAML 1P Connectors Description Pariion
ipt

[ en ][ ooete | [ Snoommaton comeors ] [ Export Metadaia
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3. In the Edit SAML IdP’s that use this SP dialogue box click the Add New Row button

4. In the added row click the Down Arrow under SAML IdP Connectors and select the
/Common/idp.partner.com SAML IdP Connector previously created.

5. Click the Update button and the OK button at the bottom of the dialogue box.

x
Edit SAML IdPs that use this SP

IdP Connectors associated with this SP Service

I Add New Row " [ Create New IdP Connector + ]

| SAML IdP Connectors | Matching Source ‘ Matching Value

|/Commonvidp.partner.cc| v | v

I Update l Cancel ]

[ Edit ] [ Delete ]

[ OK ][ Cancel

6. Under the Access -> Federation -> SAML Service Provider ->
Local SP Services menu you should now see the following (as shown):
* Name: app.fsdemo.com
* SAML IdP Connectors: idp.partner.com

Access » Federation : SAML Service Provider : Local SP Services

% + SAML Service Provider v SAML Identity Provider ~ | SAML Resources | JSON Web Token ~ | OAuth Authorization Server «

[1 Name « SAML IdP Connectors Description
"] app.f5demo.com idp.partner.com I

TASK 4: Configure the SAML SP Access Policy

Refer to the instructions and screen shots below:

1. Begin by selecting: Access -> Profiles/Policies -> Access Profiles (Per-Session Policies)
2. Click the Create button (far right)

/g Statistics
inpps
7] wizaras

Impor..
* Profie Type  Per Session Policy | Export | Copy | Logs | Virtual Servers |+ Partion/ Path

¥ Al (none) (none)  (none) Common
&) o Delte.. | Auy
35) Locai Tratic

2, vam mengence
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3. In the New Profile window, key in the following as shown:
* Name: app.f5demo.com-policy
* Profile Type: All (from drop down)
* Profile Scope: Profile (default)
4. Scroll to the bottom of the New Profile window to the Language Settings
5. Select English from the Factory Built-in Languages menu on the right and click
the Double Arrow (<<), then click the Finished button.

Access » Profiles / Policies : Access Profiles (Per-Session Policies) »» New Profile...

Properties
Name l app.f5demo.com-policy |
Parent Profile access
Profile Type All
Profile Scope

Scroll to Language Settings

Language Settings

Additional Languages Afar (aa) o [Add

Accepted Languages Factory Builtin Languages

Japanese (ja)

Chinese (Simplified) (zh-cn)

Chinese (Traditional) (zh-tw)
Korean (ko)

Languages Spanish (es)

French (fr)

German (de)

Default Language English (en) o
Cancel I Finished I

6. From the Access -> Profiles/Policies -> Access Profiles (Per-Session Policies),
click the Edit link on the previously created app.f5demo.com-policy line.

Access » Profiles / Policies : Access Profiles (Per-Session Policies)

Access Profiles

5. Per-Request Policies | P

| (Search| Create... || Import...
vl ‘ [~ Staus ‘  Access Profile Narme = Application | # Profie Type ‘ Per-Session Polcy | Export ‘ Copy ‘ Logs Virtual Servers |+ Partition / Path
[ Al (none) (none)  (none) Common
O M appisdemocom-policy Al o Edt Export... Copy.. defaultlog-setting Common
Delete..._| Apply_
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7. In the Visual Policy Editor window for the /Common/app.f5demo.com-policy, click

the Plus (+) Sign between Start and Deny.

8. In the pop-up dialogue box select the Authentication tab and then click the Radio
Button next to SAML Auth. Once selected click the Add Item button.

fallb

Add New Macro

Access Policy: /Common/app.f5demo.com-policy

Edit Endings |

|Begin typing to search ‘

lT;];x;srliarent dentity Import Identity (user) information from IF-MAP server

Cancel Add Item

Logon | [Authentication | [ Assi | [ Endpoint Security (Server-Side) | [ Endpoint Security (Client-Side) | [ General Purpose |

HTTP Auth HTTP ication of end user cr
Kerberos Auth Kerberos authentication, typically following an HTTP 401 Response action
LDAP Auth LDAP ication of end user cre
LDAP Query Ig_B).l:l; trq’\lx:;gi;ogpull user attributes for use with resource assignment or other functions, such as LDAP
LocalDB Auth Local Database Authentication
NTLM Auth Result NTLM authentication of end user credentials
OAuth Authorization OAuth 2.0 Authorization Agent for scope management
OAuth Client OAuth Client
OAuth Scope OAuth Scope
OCSP Auth Online Certificate Status Protocol (OCSP) client certificate authentication
On-Demand Cert Auth Dynamically initiate an SSL re-handshake and validate the received client certificate
OTP Generate Generate One Time Passcode (OTP)
OTP Verify Verify One Time Passcode (OTP)
RADIUS Acct Send accounting messages to a RADIUS server when users log on and off
RADIUS Auth RADIUS authentication of end user credentials
RSA SecurID RSA SecurID two-factor authentication of end user credentials

| SAML Auth SAML Auth using SAML Service Provider Interface |
TACACS+ Acct Send accounting messages to a TACACS+ server when users log on and off
TACACS+ Auth TACACS+ Authentication of end user credentials

Help

9. In the SAML Auth configuration window, select /Common/app.f5demo.com from the
SAML Authentication, AAA Server drop down menu.

10. Click the Save button at the bottom of the configuration window.

f Properties*] [ Branch Rules]

Name: [SAML Auth |

SAML Authentication SP

AAA Server /Common/app.f5demo.com :I

Attribute Consuming Service I None o

Cancel

(*Data in tab has been changed, please don't forget to save)

Help
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11. In the Visual Policy Editor select the Deny along the Successful branch
following the SAML Auth

12. From the Select Ending dialogue box select the Allow Radio Button and then
click Save.

Access Policy: /Common/app.f5demo.com-policy | Edit Endings | (Endings: Allow, Deny [defa

fallback Successful | |
SAML Auth Select Ending:
fallback P } | @ Allow O I
© Deny O
Add New Macro | Cancel | | Help

13. In the Visual Policy Editor click the Apply Access Policy (top left) and close
the Visual Policy Editor.
Note: Additional actions can be taken in the Per Session policy (Access Policy). The lab

is simply completing authentication. Other access controls can be implemented based on the
use case

fs | Apply Access Policy

Access Policy: /Common/app.f5demo.com-policy

—— .
-Start fallback ] Successful +}_»m
SAML Auth fallback )
allbac
+_’)_E

TASK 5: Create the SP Virtual Server & Apply the SP Access Policy

Refer to the instructions and screen shots below:

1. Begin by selecting: Local Traffic -> Virtual Servers
2. Click the Create button (far right)

{/~ Statistics
iApps
£ wer i Sas
[7) wizaras 41| [] Staws |  Name * Description |+ Application | + Destination | + Service Port + Type ‘ Resources ‘ * Partion/ Path
- No records to display. |

@ NS Enable | Disable | Delete... |
) Local Trafic I

Network Map

Virtual Servers b Vinual ServerList ()

Policies Virtual Address List

Profiles Statistics
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3. In the New Virtual Server window, key in the following as shown:
* Name: app.f5demo.com
* Destination Address/Mask: 10.1.10.100
» Service Port: 443
» HTTP Profile: http (drop down)
SSL Profile (client): app.f5demo.com-clientssl
» Source Address Translation: Auto Map
4. Scroll to the Access Policy section
» Access Profile: app.fsdemo.com-policy
» Per-Request Policy: saml_policy
5. Scroll to the Resource section
» Default Pool: app.f5demo.com_pool
6. Scroll to the bottom of the configuration window and click Finished

Note: The use of the Per-Request Policy is to provide header injection and other controls.

These will be more utilized later in the lab.

| Local Traffic »» Virtual Servers : Virtual Server List »» New Virtual Server...

General Properties

I Name [ app.15demo.com |
Description l
Type [Standard o
Source Address |
Destination Address/Mask | 10.1.10.100 |
Service Port [423 [HTTPS |
Notify Status to Virtual Address ~
State [Wedj

Configuration: I Basic 1
Protocol TCP i
Protocol Profile (Client) | tcp
Protocol Profile (Server) I (Use Client Profile) :I
HTTP Profile http
HTTP Proxy Connect Profile | None |
FTP Profile None o
RTSP Profile None i
Selected Available
ommon 'Common

SSL Profile (Client) app.f5demo.com-clientssl| clientss|

— clientssl-insecure-compatible |

>>| clientssl-secure

crypto-server-default-clientssl
Scroll to Source Address Translation

VLAN and Tunnel Traffic | All VLANSs and Tunnels ¥
Source Address Translation I Auto Map o

Scroll to Access Policy Section

IAccess Policy

Access Profile | app.f5demo.com-policy 4
Connectivity Profile + I None o
Per-Request Policy | saml_policy 4

Scroll to Default Pool

Default Pool |+

Default Persistence Profile ‘ I None B

Fallhark Percictenre Profile ‘ N d

' app.f5demo.com_pool 1 |

257




TASK 6: Test the SAML SP

Refer to the instructions and screen shots below:

1. Using your browser from the Jump Host click on the provided bookmark or navigate to
https://app.f5demo.com . The SAML SP that you have just configured.

File Edit View History Bookmarks Tools Help
& BIG-IP® - bigip01.f5der X | (§ BIG-IP® - VPE - /Comm X | New Tab x\+
& l https://app.fSdemo.com I

S bigipOllG app.fSdemo.com I

Did you successfully redirect to the IdP?
Login to the iDP, were you successfully authenticated? (use credentials provided in the
Authentication Information section at the beginning of this guide)
+ Username: user
+ Password: Agility1
After successful authentication, were you returned to the SAML SP?
Were you successfully authenticated (SAML)?
Review your Active Sessions (Access Overview -> Active Sessions)
Review your Access Report Logs (Access -> Overview Access Reports)

w

4.
5.
6.
7.

fS FSPE}\/.IOVAFF.’LICATION

[LastMRH_Session=6544be14;
[F5_ST=12121215312001372604800

1
[keep-alive
[

[ntips7/idp.partner. com/app
juser

[Ginux

1011051

[EmailAddress juser@partner.com

6.3 Lab 2: IDaaS SAML Identity Provider (iDP) Lab (OKTA)

The purpose of this lab is to configure and test a IDaaS SAML Identity Provider. Students will configure a
IDaaS based SAML Identity Provider (in this case OKTA) and import and bind to a SAML Service Provider
and test IdP-Initiated and SP-Initiated SAML Federation.

6.3.1 Objective:

» Gain an understanding of integrating a IDaaS SAML Identity Provider(IdP)

» Gain an understanding of the access flow for IdP-Initiated SAML
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6.3.2 Lab Requirements:

* All Lab requirements will be noted in the tasks that follow

+ Estimated completion time: 25 minutes

6.3.3 Lab 2 Tasks:

TASK 1: Sign Up for OKTA Developer Account

Refer to the instructions and screen shots below:

Note: The following steps provide instruction for setting up an OKTA developer account.
If you already have one, you may elect to use that account. Understand, however, that the
instructions below may need to be modified to match your environment.

1. Sign Up for an OKTA developer account by navigating to:
https://developer.okta.com/signup/ and using a VALID email and click Get Started

2. Upon registration, you will be directed to a hyperlink (hostname) for your developer
account. This link should be saved for future use.

3. Additional instructions will be sent to the email address provided during account setup.

{oktq} PRODUCT PRICING BLOG DOCS SUPPORT

Start building on Okta

GET STARTED

Welcome! You're ready to go.

A confirmation email has been sent! Follow the link in the email to begin accessing your new Okta account. Didn't get it? Check your spam.

Your Okta URL:

[
Save this URL so you can access your account later ‘

Have a question? We're here to help.
Post it in the
Open a ticket by logging in to your account and clicking 'Help'
Call us:
To learn more about the Okta identity platform, check out our
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4. Following the instructions received from the generated email, sign into the OKTA
development environment with your provided, temporary password.

okta

Sign In

|_J Remember me

Need help signing in?
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7. Click a Security Image
8. Click Create My Account

5. Enter a New Password and the Repeat New Password
6. Use the drop down to select a Forgot Password Question and provide the Answer

o Choose a forgot password question

[fnere were you on New Years Eve in the year 20007

Answer

<provided answer>

TASK 2: OKTA Classic Ul

Refer to the instructions and screen shots below:

1. For the purposes of the lab and SAML development, we will be using the OKTA Classic Ul
which provides access to SAML configurations. (Note: At lab publication, the Developer
Console did not have SAML resources.)

2. In the top, left hand corner click the <> & select Classic Ul from the drop down.

<> Developer Console

M Users Applications API Customiz
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TASK 3: Enable OKTA Multi-Factor Authentication [OPTIONAL]

Refer to the instructions and screen shots below. This task will require a mobile app to enable a second
factor.

[OPTIONAL]
Note: Enabling MFA will require a Smart Device with the appropriate OKTA client for your OS
The step can be skipped if you prefer to just use UserlD/Password

1. Click Security from the top navigation, then click Multifactor

°ktq Dashboard

General
(%) Dashboard

Authentication

Multifactor I
Status I

[OPTIONAL]
2. Under OKTA Verify, change the dropdown from Inactive to Active
3. Click the Edit button next to *OKTA Verify Settings

& Multifactor

Factor Enroliment Help

Factor Types

Okta Verify

Inactive ~
SMS Authentication

. After configuring this factor, users signing in to Okta see that extra verification is required. If Okta Verify is selected they will
be instructed to download the Okta Verify App. Once installed, the user will be prompted to enter the generated six digit

number to gain access.
Google Authenticator

Windows Hello (Web Authentication)

U2F Security Key (FIDO 1.0) Okta Verify Settings
Yubikey
Symantec VIP Enable Push Notification
L Require Touchld for Okta Verify

RSA SecurlD

Security Question
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[OPTIONAL]
4. Check Enable Push Verification

5. Check Require TouchID for OKTA Verify (optional)
6. Click Save

& Multifactor

Factor Enrollment Help

Factor Types Factor Enrollmer

Okta Verify

Okta Verify LEl O
SMS Authentication
O Aﬂ?r configuring this factor, users signing in to Okta see that extra vermca.tlon is required. If Okta Verify is selected ths..'y.wvll
be instructed to download the Okta Verify App. Once installed, the user will be prompted to enter the generated six digit

number to gain access.
Google Authenticator

Windows Hello (Web Authentication)

U2F Security Key (FIDO 1.0) Okta Verify Settings Cancel
Yubikey

Symantec VIP Enable Push Notification

On-Prem MFA Require Touchld for Okta Verify

RSA SecurlD

Security Question

“ Coneel

TASK 4: Build SAML Application - OKTA

Refer to the instructions and screen shots below:

1. In the main menu, click Applications, and Applications from the dropdown in the
top navigation.

okta Dashboard Applications My Applications
(%) Dashboard
Self Service

2. Click Add Application in the Applications dialogue window.

okta ‘ AEETS

My Applications @ Upgrade

552 Applications @ Help

] Add Application &5 Assign Applications

Qearc

STATUS
ACTIVE 0
INACTIVE (¢}
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3. Click Create New App in the Add Application Menu

Applications My Applications @ Upgrade

5 Add Application

Qbsf\tﬂc(‘wrpcamm I\MABCDEFGHIJKLMNOPQRSTUVWXYZ

i >
Can't find an app? QTELA c Te‘ladm: ) Add
Create New App
Apps you created (0) —
&frankly
&frankly Y Add
Okta Verified v SAML

3. In the Create a New Application Integration dialogue box, select Web from the
drop down for Platform.

4. Select the SAML 2.0 radio button for Sign on Method and click Create.

Create a New Application Integration

Platform I Web v I

Sign on method O Secure Web Authentication (SWA)

Uses credentials to sign in. This integration works with most apps

(® SAML 2.0

ers into the app. This is a better option

than SW the app s

O OpenlD Connect

Uses the OpenlID Connect protocol to log users into an app you've built

Concel
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5. In the Create SAML Integration screen, enter app.f5demo.com for the App Name.
6. Leave all other values as default and click Next.

5 Create SAML Integration

o General Settings

0 General Settings

App name I appfSdemo.com I

App logo @

Browse.
Upload Logo
App visibility ] Do not display application icon to users
| Do not display application icon in the Okta Mobile app
[re—
Cancel Next

7. In the Create SAML Integration screen, enter the following values

8. In the SAML Setting section
* Single Sign on URL: https://app.f5demo.com/saml/sp/profile/post/acs
» Audience URI (SP Entity ID): https://app.fsdemo.com

9. Leave all other values as default and click Next.

3 Create SAML Integration

© contaure sam.

o SAML Settings

What does this form do?

Single sign on URL I https://app fSdemo.com/saml/sp/profile/posacs I Where do | find the info this form needs?

/] Use this for Recipient URL and Destination URL

Allow this app to request other SSO URLs

Audience URI (SP Entity ID) I https://app.f5demo.com I

Default RelayState Okta Certificate

Name ID format Unspecified v &, Download Okta Certificate
Application username Okta usermame

Show Advanced Settings

LEARN MORE
Name Name format Value
Unspecified
Add Another
Note: Additional screen content removed.
Previous Cancel Next
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10. In the Create SAML Integration screen, select the:
“I’m an OKTA customer adding an internal app” radio button for
Are you a customer or partner?

11. In the resulting expanded window, select:
“This is an internal app that we have created” for App Type
and click Finish.

=3 Create SAML Integration

e Feedback

e Help Okta Support understand how you configured this application

Why are you asking me this?

Are you a customer or partner? I ®) I'm an Okta customer adding an internal app I

) I'm a software vendor. Id like to integrate my app with Okta

n The optional questions below assist Okta Support in understanding your app integration.

App type I This is an internal app that we have created I

'

Previous

12. In the resulting application screen for app.fsdemo.com, navigate to the
SAML 2.0 section.
13. Right Click the Identity Provider Metadata hyperlink and click Save Link As ...
14. Save the metadata.xml to your jumphost desktop. We will be using it in a later step
in the Lab.

@ app.fodemo.com
Active ‘ % | Viewlogs
Sign On
About
Settings Edit
SIGN ON ME ODS

Application Username

Default Relay State

SAML 2.0 is not configured until you complete the setup instructions.

View Setup Instructions

Identity Provider metadata | available if this application supports dynamic configuration

‘Open Link in New Tab
Open Link in New Private Window

CREDENTIALS DETAI
Save Link As...

Save Link to Pocket
Application username fo  Copy Link Location
Search Google for “Identity Provid...”

Send Link to Device >

Update application useri  Inspect Element (Q)
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TASK 5: Add User to SAML Application

Refer to the instructions and screen shots below:

1. Within the app.f5demo.com application screen, Click Assignments then Assign
and then Assign to People from the dropdown.

@ “ app.fsdemo.com
Active View Logs
General Sign On Import Assignments

# Convert Assignments Q Search People ~
Assign to People Type

I Assign to Groups

2. In the Assign app.f5demo.com to People dialogue box, select your User ID, click
Assign, then Done.

Assign app.fsdemo.com to People X

Q Search...

Your selected user account Assign

3. Click Save and Go Back.

Assign app.foidemo.com to People X

User Name I Your selected user account I

Save and Go Back Cancel
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4. Click Done.

Assign app.fsdemo.com to People X

Q Bearch..

Your selected user account

Assigned

TASK 6: Add Multi-Factor Authentication Sign-On Policy [OPTIONAL]

Refer to the instructions and screen shots below. This section requires that Task 3 be completed
[OPTIONAL]

1. Within the app.f5demo.com application screen, Click Sigh On

@ < app.fsdemo.com
Active ~ View Logs
General Sign On Import Assignments

[OPTIONAL]

2. Scroll down to the Sign On Policy section and click Add Rule

Sign On Policy

© AddRule

Priority Rule name

Status Actions
1

Default sign on rule Active Not editable
CONDITIONS

ACTIONS
JL User assigned this app

A Allow access

9 Anywhere
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[OPTIONAL]
3. In the Add Sign On Rule dialogue box, enter MFA for the Rule Name.
4. Scroll down to the Actions section.
5. In the Actions section, under Access, check the box for Prompt for factor.
6. Ensure Every Sign On radio button is selected.
7. Click Save.

TASK 7: Create the External IDP Connector

Refer to the instructions and screen shots below:

1. Login to your lab provided Virtual Edition BIG-IP
2. Begin by selecting: Access -> Federation -> SAML Service Provider ->
External IdP Connectors.

f _]':.] Access |
Overview
| SAML Service Provider Local SP Services
Profiles / Policies
SAML Identity Provider External IdP
Authentication Connectors
) ) SAML Resources
Single Sign-On Connector
JSON Web Token Automation
I Federation |
— OAuth Authorization Authentication
Connectivity / VPN Server Context Classes
Secure Web Gateway OAuth Client / Resource Attribute
) Server Consuming
Access Control Lists ' Services
Web PingAccess
ebtops \ Edit [ [ Delete
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3. In the External IdP Connectors screen, click the downward arrow next to the word

Create on the Create button (right side)
4. Select From Metadata from the drop down menu

Use this application to manage SAML IdP connectors. When you use this BIG-IP system as a SAML service provider, it sends authentication requests to the IdP and in turm receives assertions from the IdP. You can create, edit and delete IdP
tons.

connections by clicking the respective bu

SAML SP Senvices. Description

app.f5demo.com

)] Name ~
1] idp.partner.com

5. In the Create New SAML IdP Connector dialogue box, use the Browse button to
select the metadata.xml from the desktop (created in Task 4).
6. Name the Identity Provider Name: OKTA_SaaS-iDP.

7. Click OK.

Create New SAML IdP Connector

Select File*:
metadata.xml Browse
Identity Provider Name*:
OKTA_SaaS-iDP
Select Signing Certificate :
N
OK Cancel

TASK 8: Change the SAML SP Binding

Refer to the instructions and screen shots below:
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1. Begin by selecting: Access -> Federation -> SAML Service Provider ->
Local SP Services
2. Select the checkbox next to app.fsdemo.com and click Bind\UnBind IdP Connectors

External IdP Connectors
Connector Automation
Authentication Context Classes.

Attribute Consuming Services
Create

| SAML 1P Connectors Description Partiion |

) [ Eranon 1o comectors ] [ Export etadta

3. Check the existing binding and click Delete.

Edit SAML IdPs that use this SP

IdP Connectors associated with this SP Service
Add New Row | | Create New IdP Connector ~
SAML IdP Connectors | Matching Source ‘ Matching Value
ICommonlidp.partner....
[ Edt ][ Deete |
ok | cancel

4. Click Add New Row and use the following values
* SAML IdP Connectors: /Common/OKTA_SaaS-iDP
» Matching Source: %{session.server.landinguri}
* Matching Value: /*

5. Click Update then OK.

Edit SAML IdPs that use this SP

IdP Connectors associated with this SP Service

[ Add New Row ] [ Create New IdP Connector

SAML IdP Connectors ’ Matching Source ‘ Matching Value

/Common/OKTA_SaaS- | v I%{session.server.Iandinguri} |V |/*

" Update l Cancel ]

[ Edt ][ Deete |

[ OK ][ Cancel
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TASK 9: Apply Access Policy Changes

Refer to the instructions and screen shots below:

1. Click the Apply Access Policy link in the top left corner of the Admin GUI

Hostname: bigip01.f5demo.com

Date: Jul 10,2018

User: admin
Time: 12:49 AM (PDT)

IP Address: 10.1.1.245 Role: Administrator

] ONLINE (ACTIVE)
| standalone

l Apply Access Policy

2. Ensure app.f5demo.com-policy is checked and click Apply

Access » Profiles / Policies : Access Profiles (Per-Session Policies)

2 - | Access Profiles Per-Request Policies | Policy Sync Customization v

I
¢! | [[] Status | « Access Profile Name

|l§l [m app.f5demo.com-policy |
[Aoply ]

|| Search |

TASK 10 — Test Access to the app.f5demo.com application

Refer to the instructions and screen shots below:

1. Using your browser from the Jump Host click on the provided bookmark or navigate to:

https://app.f5demo.com
File Edit View History Bookmarks Tools Help
{§ BIG-IP® - bigip01.f5der X | (& BIG-IP® - VPE - /Comm % | New Tab x | 4
& I https://app.fSdemo.com I

) bigip01|5 app.fSdemo.com I
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10. Destroy your Active Session by nagivating to Access Overview -> Active Sessions
Select the checkbox next to your session and click the Kill Selected Session button.

Aooess w Chverview : Aclive Sessions

5 - AUl Ses=ons Access Repols

Dizplay Cptions

Aarn Refresh Disabled =] [Resfresh)|
Refiesh Session Table |

Tatal Acther Sasslons

Actrs Session Count 1

|Seamnh|

|| w | Sialus | |+ Session [0 Varinbles | & User

I Al Salacsad Hanaors I

11. Close your browser and logon to your https://dev-<Dev-ID>.oktapreview.com account.
Click on your app.f5demo.com application for IDP initiated Access.

12. After successful authentication, were you returned to the SAML SP?

13. Were you successfully authenticated (SAML)?

14. Review your Active Sessions (Access Overview -> Active Sessions).

15. Review your Access Report Logs (Access Overview -> Access Reports).

6.4 Lab 3: oAuth and OpenID Connect Lab (Google)

The purpose of this lab is to better understand the F5 use cases OAuth2 and OpenID Connect by deploying
a lab based on a popular 3rd party login: Google. Google supports OpenlD Connect with OAuth2 and
JSON Web Tokens. This allows a user to securely log in, or to provide a secondary authentication factor to

log in. Archive files are available for the completed Lab 2.

6.4.1 Objective:

» Gain a better understanding of the F5 use cases OAuth2 and OpenlID Connect.

» Develop an awareness of the different deployment models that OAuth2, OpenID Connect and JSON

Web Tokens (JWT) open up
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6.4.2 Lab Requirements:

* All Lab requirements will be noted in the tasks that follow
+ Estimated completion time: 25 minutes

6.4.3 Lab 3 Tasks:

TASK 1: Setup Google’s API Credentials

Refer to the instructions and screen shots below:

Note: If you do not have Google/gMail account, you will need to set one up. Navigate to:
* https://console.developers.google.com/apis/credentials & follow the directions for setup.*

et

Coopa

Signin e poar sk Szoaank

oz S A F2
30 CEPLRLE TS0l oL AT

1. Navigate to https://console.developers.google.com/apis/credentials and log in with your
developer account.

=

N
@ gz uch sk oS sTgh mp Te T >

. You will be redirected to the Google API's screen. If you are previously familiar with
Google API's you can create a new Project.

. If you have not been you will be prompted to create a New Project.
. Click Create in the dialogue box provided.

grbPh Seeispepc = o

wm & & 01 g

Crademinle

Lredenbal
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5. In the New Project window, provide a Project Name. The suggested value is:
F5 Federation oAuth
Note: If you have exceeded your project quota you may have to delete a project or
create a new account

= o c_]f:-r.ﬁF’IE. Q

Mew Project

Yo have 10 progscts remaining in vour quota. Lesin mone

Froject name
I FS Federation oduth 1

Your praect 10 will be & federation-oauth Edn

6. In the next screen, select OAuth Client ID for the Credentials type and
click Create Credentials

5 .
= Goge APlE Bermdemised e % g & o 0 i ]

BPL APk & Serdse Cisdedlich

:

7. If you have not previously accepted a Consent Screen you may be prompted to do so.

Click Configure Consent Screen.

= CGooshAPlR B omEwE e - a, tom 8w 0 i

L3 G Dsarh chemnil

T

275



8. On the OAuth Consent Screen tab, enter the email address of your developer
account (pre-populated) for the Email Address.

9. For the Product Name Shown to Users enter app.fsdemo.com.
10. Click Save.

RFT AFis K Gereres Creteniels

—
P e e 2 ¥
| alt I

40 T T

11. In the Create OAuth Client ID* screen select or enter the following values:
+ Application Type: Web Application
* Name: app.f5demo.com
» Authorized JavaScript Engine: https://app.f5demo.com

» Authorized Redirect URIs: https://app.fsdemo.com/oauth/client/redirect
12. Click Create.

L3 Creaie Owpth chzan 1D
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13. In the OAuth Client pop-up window copy and paste your Client ID and
Client Secret in Gedit text editor provided on your desktop.

OAuth client

Here i= your client i

“ynur chant |6 [n}
Here is your client sacret

wycmir client peorets

0K

TASK 2: Setup F5 OAuth Provider

Refer to the instructions and screen shots below:

1. Create the OAuth Provider by navigating to Access -> Federation ->
OAuth Client/Resource Server -> Provider and clicking Create.
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2. Using the following values to complete the OAuth Provider
* Name: Google_Provider
» Type: Google

Trusted Certificate Authorities: ca-bundle.crt

Allow Self-Sighed JWK Config: checked
» Use Auto-discovered JWT: checked

3. Click Discover.

4. Accept all other defaults.

5. Click Save.

Access »+ Federation : QAuth Client / Resource Server : Provider

New...

#s + | Properties
General Properties
Name I Google_Provider I
Description
|
Ignore Expired Certificate =
Vakdation
I Trusited Certificate Authorities | ca-bundie.crt v |
Alow Seft-Signed JWK Config
Certificate
Use Auto-discovered JWT E
OpenlD URI hitps:/accounts.goagle com/ wel-known/openki-configuration
Last discovery time: 2018-06-05 18:41:28
Authentication URI hiips:iiaccounts.google.com/o/cauth2v2/auth
Token URI hittpes.hwwnw. googleapis. comoauth2vwdloken
Token Valdation Scope URI hilps:/www.googleaps.com/oauth2vatokeninio
Uszarlnta Reguest LRI hittgs:/hwrww. O 2v3/userinio
Issyer hitps:/iaccounts. google.com
Signing Algorithm Allowed Blocked
RS256
Key [JWK) Allowed Blocked
RSA-1923397381d9574bb87320;
RSA:3bcib3ccBE2a0ac7 7092172
Carloell Save l

TASK 3: Setup F5 OAuth Server (Client)

Refer to the instructions and screen shots below:

1. Create the OAuth Server (Client) by navigating to Access -> Federation ->
OAuth Client/Resource Server -> OAuth Server and clicking Create.

r - =1

- e [T IR P P ————

0
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2. Using the following values to complete the OAuth Provider
* Name: Google_Server
* Mode: Client
» Type: Google
+ OAuth Provider: Google_Provider
DNS Resolver: proxy_dns_resolver
Client ID: <your client id>
« Client Secret: <your client secret>
+ Client’s Server SSL Profile Name: serverssl
3. Click Finished.

I Mame I Googh Sen I
Twese g o |
Mo Cheen =
= —
Type [Gocge =]
Oduh Providar faegn_Provder =
DS Resohver o] | ooy des_reshnr =
Sawclid Avuiat
]
Rules z APU_Dypans
. )| vCeoke perove
- ASN_Coagie_reCapices w1
Taknr Veldsion imeras | 6 ity
Cliear Seaings
Chen Id 1 « Your Chent I0 » |
Chem: Secret | “ Yowar Cllrak Srcret > |
I Qerts Sere-SEL Proble Nom: I seneres = I
o

TASK 4: Setup F5 Per Session Policy (Access Policy)

Refer to the instructions and screen shots below:

1. Create the Per Session Policy by navigating to Access -> Profile/Policies ->
Access Profiles (Per Session Policies) and clicking Create.

¥ e i
e | o At okl Ha " b ¢ bkl b Pt Pl Brpen Oy Lo i iR
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2. In the New Profile dialogue window enter the following values
* Name: Google OAuth
* Profile Type: All
* Profile Scope: Profile
* Language: English
3. Click Finished.

Accass w Profibes | Policks | Accass Proliles |Par-Sesskon Policies] » Hew Frofila..

Ganural Propesties

I Hame || Gengie_cuear |
Parent Profle access
Frafla Typs || Al - |
Frofls Seaps {[Frenia [= |

scroll to the bottom of the screen

Languas Seringe
a2l Lanpusges - = o]

Factory Ea I Laspsge
aparean (3]

Awuse [Fregfie] @i
hraes [Tredrorad i+

T )
- B

oy | e
ﬂ A ]

Dbl Lasgogs | Englush jar) =]

4. Click Edit link on for the Google_OAuth Access Policy.

Srne® ik Faeen Tavr Bars [ty | [
+ | By = e Pkl b § dppicmmen | Pila gt Fa-lrssn oy Bupd Lo L Wil B P/ T
» wr, i . Zuwy . L

[rrrees

6. Click the Authentication tab in the events window.
7. Scroll down and click the radio button for OAuth Client.
8. Click Add Item.

5. In the Google_OAuth Access Policy, click the “+” between Start & Deny

#ozems Poboy: (TammoniGoogks Ot

e 2= ] e e ==
A P ks ol e e i,
Sk A
[ e st a s, b bty §TT7 3 Bmerr e
LA L g o B TR
- AR oy bl i e D s ol i il ¢ ol e ] i S v
LA Gy

i
e
L s e AT M O PR
e
E—
=== -
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9. In the *OAuth_Client* window enter the following values as shown:
« Server: /Common/Google_Server
+ Grant Type: Authorization code
» OpenlD Connect: Enabled
» OpenlD Connect Flow Type: Authorization code
+ Authentication Redirect Request: /Common/GoogleAuthRedirectRequest
» Token Request: /Common/GoogleTokenRequest
Refresh Token Request: /Common/GoogleTokenRefreshRequest
» OpenlD Connect Userinfo Request: /Common/GoogleUserinfoRequest
» Redirection URI: https://%{session.server.network.name}/oauth/client/redirect
» Scope: openid profile email
10. Click Save.
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11. Click on the Deny link, in the Select Binding, select the Allow radio button
and click Save.
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12. Click on the *Apply Access Policy* link in the top left-hand corner.
Note: Additional actions can be taken in the Per Session policy (Access Policy).
The lab is simply completing authorization. Other access controls can be implemented based
on the use case.

Access Policy: /Common/Google OAuth  [coeendngs|  Energs: abow, Deny (et
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TASK 5: Associate Access Policy to Virtual Server

Refer to the instructions and screen shots below:

1. Navigate to Local Traffic -> Virtual Servers -> Virtual Server List and click
on the app.fsdemo.com Virtual Server link.
2. Scroll to the Access Policy section.

Ganoral Prapomas
Hzmz aopdema.com
Pankan { Fath Comiman
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Synzacks SEElus or

Bezke [Lrabica [=]

3. Use the Access Profile drop down to change the Access Profile to Google_OAuth

4. Use the Per-Request Policy drop down to change the Per-Request Policy to
Google_oauth_policy

5. Scroll to the bottom of the Virtual Server configuration and click Update

Access Policy
Access Profile I[Gnn;n_cmlr \= |
Connzctary Profie _: None -
Per-Reques: Policy I Google_oauth_policy ll
VDI Profle Mona =)
Appheation Tunnalz Laws & Par-
2pp VPH) | Enabled
OAM Support | Enabled
ADFS Proxy — Enabled
Pingfccess Profle Mene =

TASK 6: Test app.fodemo.com

Refer to the instructions and screen shots below:

1. Navigate in your provided browser to https://app.f5demo.com

D i x

OO emeerrna Ot I E - =
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2. Authenticate with the account you established your Google Developer account with.

[T o oprionms x| e
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3. Did you successfully redirect to the Google?
4. After successful authentication, were you returned to the app.f5demo.com?
5. Did you successfully pass your OAuth Token?

fs F5DEMO APPLICATION

COLLECTED INFC ON

[Host [app.f5demo.com

[Mozilla/5.0 (X11; Ubuntu; Linux x86_64;
v:56.0) Gecko/20100101 Firefox/56.0
ftextntml,application/xhtml+xml application
[xmi:g=0.9,779=08

[Accept-Language len-US enig=05

[Accept-Encoding [ozip, defate, br

lUser-Agent

lAccept

Referer [htps //app 15demo.com/admin/

[LastMRH_Session=0753767e;
[F5_ST=12121215282599652604800
[PNT 1

ICookie

[Connection [keep-alive

[Upgrade-insecure-Requests 1
[AuthType foauth
[OAuthUSerinfoEmail lesley.chas@gmail.com
[OAuthUserinfoFullName [Chas Lesley
[OAuthUserinfoGivenName [Chas
[OAuthUserinfoFamilyName [Lesley

[CAuthissuer [ntips:ViVaccounts.google.com
[OAuthTokenType [Bearer

Admin Link

TASK 7: Per Request Policy Controls

Refer to the instructions and screen shots below:
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1. In the application page for https://app.f5demo.com click the Admin Link shown

[t Fird aspecation whird -zl appleaion
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frecset
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o LserriaF uitvama s Lsiay
e T ) “fenas

AUzt anighare losay

AU s s e accounts qoogie com
prsTownTyee Basrer

2. You will receive an Access to this page is blocked (customizable) message with a
reference. You have been blocked because you do not have access on a per request basis.
3. Press the Back button in your browser to return to https://app.f5demo.com.

5

Access to this page is blocked.
Access was denied by a per-request palicy.
The session reference number: 0753767e

The category reference is: Uncategorized

This product is licensed from F5 Networks. © 1999-2017 F5 Networks. All rights reserved.
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4. Navigate to Local Traffic -> iRules -> Datagroup List and click on the
Allowed_Users datagroup.
5. Enter your Google Account used for this lab as the String value.
6. Click Add then Click Update.
Note: We are using a DataGroup control to minimize lab resources and steps. AD or LDAP
Group memberships, Session variables, other user attributes and various other access
control mechanisms can be used to achieve similar results.

| ONLINE (ACTIVE)
s | Standuione
“

Local Trame »
&

iRules : Data Group List + Allow

Pregertes

- Statistics
3 apps
General Properties
T Wizards Name Mowed_Users
I Parttion / Path Common
2) ons. Tyee Swing
7 Locat Trame e
Netaork Map
Vetua Senvers
Poicies
Profies
— Swing Records
Ruis
Poos
e E 0 R
Monitors
S [ | oweomons

7. You should now be able to successfully to access the Admin Functions by clicking on the
Admin Link.
Note: Per Request Policies are dynamic and do not require the same “Apply Policy” action as
Per Session Policies.

fs F5DEMO APPLICATION

ADMIN FUNCTIONS'

You are an ini (Don't you feel privil

Return to Application

8. To review the Per Request Policy, navigate to Access Profiles/Policies ->
Per Request Policies and click on the Edit link for the Google_oauth_policy.

| ONUNE (ACTIVE)
J==
<

Create_|(_impo

| = Por Rouest oty Name Per Roquest Polcy Exgort Copy | VealSenvers |+ partion/
() AzureAD_oauth_policy e Exon.. Copy Cammon

(] Google_oauth_policy D ¢ aop.0 Common

(D) sam_poy oem Expont Copy Common

Deste
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9. The various Per-Request-Policy actions can be reviewed
Note: Other actions like Step-Up Auth controls can be performed in a Per-Request Policy.

Per-Request Policy: /Common/Google oauth policy | editEndings | (Endings: Allow, Reject [defzult))

Fallback fallback Ad Admin Allowed
= +-| HTTP Headers | - e E Allow
Group Check |
URL Branching [etback
Fallback
. 1 aten |
Add New Macro
|__Add New Subroutine | [ Add New Subroutine Macro |

TASK 8: Review OAuth Results

Refer to the instructions and screen shots below:

1. Review your Active Sessions (Access -> Overview -> Active Sessions).
2. You can review Session activity or session variable from this window or kill the

selected Session.

Frrvlor Dudirre
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| 1 & O =kt e L8] AL MewrorNppsioern paT AT KIS
T Toored S,

3. Review your Access Report Logs (Access -> Overview -> Access Reports).

B e e L

T v CRTT I
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4. In the Report Parameters window click Run Report.

a " LminE  Lapee -
—
u—
..... B

5. Look at the SessionID report by clicking the Session ID Link.
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6. Look at the Session Variables report by clicking the View Session Variables link.
Pay attention to the OAuth Variables.
Note: Any of these session variables can be used to perform further actions to improve
security or constrain access with logic in the Per-Session or Per Request VPE policies or
iRules/iRulesLX.
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7. Review your Access Report Logs (Access -> Overview -> OAuth Reports ->
Client/Resource Server).

Cutarh Zhe:f Neazurce e Ma-orrarce
-

6.5 Lab 4: oAuth and AzureAD Lab

The purpose of this lab is to familiarize the Student with the using APM in conjunction with Microsoft Azure
AD. Microsoft Active Directory Domain Services is offered by Microsoft Azure as a cloud service. This can
be used together with OpenlID to log in to APM.

6.5.1 Objective:

+ Gain an understanding of additional F5 OAuth features

» Deploy a working configuration using F5 APM and Microsoft Azure AD
6.5.2 Lab Requirements:

+ All lab requirements will be noted in the tasks that follow

+ Estimated completion time: 25 minutes

6.5.3 Lab 4 Tasks:

TASK 1: Create/Review New Application Registration

Refer to the instructions and screen shots below:

Note: The following steps in this task can just be “REVIEWED”. As setting up a free Azure
account requires the entry of billing information, setting up an account and performing the
steps below is a [REVIEW] task. For those desiring to set up an account refer to the
“APPENDIX: Setting up an Azure Development Account”. For those with existing accounts
these steps may be followed if desired. For all others, simply review the steps in

Task1 and proceed to Task 2.
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[REVIEW]
1. Log into the Microsoft Azure Dashboard and click Azure Active Directory in the left
navigation menu.

[REVIEW]
2. Click on App Registration on the resulting menu and then
New Application Registration on the flyout menu.
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[REVIEW]
3. In the pop menu for Create App Registration, enter the following values
* Name: app.f5demo.com
» Application Type: Web App /API
+ Sign On URL: https://app.f5demo.com
4. Click Create.

[REVIEW]
5. In the resulting app.fsdemo.com Registered App window, note & copy the

Application ID. This will be used in a later setup step
6. Click Settings.
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[REVIEW]
7. In the Settings flyout panel, click Keys

[REVIEW]
8. In the Keys flyout panel, enter the following values
» Description: app.f5demo.com
+ Expires: In 2 Years
9. Click Save.

Sove | M Discad R Upload Fusk Ky
b -

Passwords

| e e Cr—
i -

[REVIEW]

10. Note the message provided by Azure in the Keys panel.
11. Copy the *Key Value* for use in a later setup step.

H i B Uphood Bak e Ky
l Copy the ke vilue. Vo wen't be able to sines it poe lass thin blads. |
Passwiaris
PSDFTION [EL T W
a3 Usderrosnem [RT] £y Ve
Lasin
Public Keys
L EHT NTAET DATY o
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[REVIEW]
12. In the Settings flyout panel, click Reply URL.

A Az

rppon g

[REVIEW]
13. In the Reply URL flyout panel, enter
https://app.f5demo.com/oauth/client/redirect
14. Click Save.

Fephy LIRLs

A save | 3 Oisceed

mtpsyapp b demeacom

wipsyapptSdemacom ot hclient/redirect

[REVIEW]
15. In the Settings flyout panel, click Required Permissions
16. In the Required Permissions flyout panel, click Grant Permissions

292



[REVIEW]
17. The following Required Permissions dialogue box may appear.

18. Click Yes to proceed.

Required permisdans

we fdd 4 Grent permisicns

won for all sooounts o

1o grant the permission: below for app Sde
? This aian wil updste any sesting permissians his spabcatan

direriney
alraady has to match what is lsted Deow.

[REVIEW]
19. In the Required Permissions flyout panel, click Windows Azure Active Directory

20. In the Enable Access flyout panel, ensure the Sign In and Read User Profile.
permission is checked.
21. Click Save.

Hau W o
-
- -
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[REVIEW]
22. In the Registered Application panel, click Manifest.
23. In the Edit Manifest flyout panel, edit the groupMembershipClaims line (line 7)
from null to “All” (note quotes are required).
24. Click Save.
Note: You can also update groupMembershipClaims to be “SecurityGroup”.

TASK 2: Create OAuth Request

Refer to the instructions and screen shots below:

1. Create the OAuth Request by navigating to Access -> Federation ->
OAuth Client/Resource Server -> Request and clicking Create

294



2. Use the following values to create the Request
* Name: Azure_AD_Token
e HTTP Method: POST
» Type: token-request
3. Create the following Request Parameters using the Parameter Type drop down:
+ Parameter Type: client-id
+ Parameter Name: client_id (notice _)
» Parameter Type: client-secret
+ Parameter Name: client_secret (notice )
+ Parameter Type: grant-type
+ Parameter Name: grant_type (notice _)
+ Parameter Type: redirect-uri
» Parameter Name: redirect_uri (notice _)
» Parameter Type: custom
+ Parameter Name: resource
+ Parameter Value: dd4bc4c7-2e90-41c9-9c41-b7eab5ab68b7
4. Click Finished.
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TASK 3: Create OAuth Provider

Refer to the instructions and screen shots below:
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1. Create the OAuth Provider by navigating to Access -> Federation ->
OAuth Client/Resource Server -> Provider and clicking Create.

<y 1T AH R RS e + Fpaa

e
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2. Use the following values to create the Request
* Name: f5demo_AzureAD_Provider
* Type: AzureAD
» OpenlID URI: (replace _tennantlD_ with the following tenantID
f5agilitydemogmail.onmicrosoft.com )
Resulting URI should be as follows:
https://login.windows.net/f5agilitydemogmail.onmicrosoft.com/.well-known/openid-configuration
3. Click Discover.
4. Click Save.
Note: if using another account you can find you TenantlD by navigating to the
“Azure Portal” and clicking “Azure Active Directory”. The tenant ID is the
“default directory” as shown. The full name of the TenantID will be your
“TenantID.onmicrosoft.com”
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https://login.windows.net/f5agilitydemogmail.onmicrosoft.com/.well-known/openid-configuration

TASK 4: Create OAuth Server

Refer to the instructions and screen shots below:

1. Create the OAuth Server (Client) by navigating to Access -> Federation ->
OAuth Client/Resource Server -> OAuth Server* and clicking Create.

* Name: f5demo_AzureAD_Server
* Mode: Client
» Type: AzureAD

DNS Resolver: proxy_dns_resolver

3. Click Finished.

Ganaral Propariies

2. Using the following values to complete the OAuth Provider

+ OAuth Provider: f5demo_AzureAD_Provider

Client ID: dd4bc4c7-2e90-41¢9-9c41-b7eab5ab68b7
Client Secret: YqHbzTosdBxdaGI9A/hXCs1ex1HWi+BTUSkgcfhbTwA=
Client’s Server SSL Profile Name: serverssl-insecure-compatible

Ammae i Federelen ; Oath Gl § Beeoaice Sseeen : Odalh Ssever o Hiew DA Sarven Conbgursion...|

I Haire I [Edarme_azureall_Serr I
Diascrptian
Vnsn [Chart [=]
—
Trim Anread [=]
—_—
Céwth Prowder Sgamo_AnuradD_Provider o
M Rmenimr 5] || ereoey_dra_resenier [
Swlarimd S niatis
s — FCommme
ks II BFH_Byoass

BFH_Cooede_Famave
T lml | s ecogk_recaptia vz

Token Yaksatar Intenvs [en " miiter
Cliem Sastinge
it i A L) - D) o B - b T s Ea BER LT [
CHei: Secret [esssnssas PP

I Ll Sereer=S. Fmolis Kame .MI'.'IIKll M QU BTt s T I

e =

TASK 5: Setup F5 Per Session Policy (Access Policy)

Refer to the instructions and screen shots below:
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1. Create the Per Session Policy by navigating to Access -> Profile/Policies ->
Access Profiles (Per Session Policies) and clicking Create.

= =
e Gk | o Frabde M o Applcin ¢ bkl Tk el Pol B O Lom i S o

2. In the New Profile dialogue window enter the following values
* Name: AzureAD_OAuth
* Profile Type: All
* Profile Scope: Profile
* Language: English
3. Click Finished.

Access w Profiles ! Policies : Access Profiles [Per-Session Policies) «» Hew Profile..

General Properties

Hame AzureAD_DAuth |
Parenl Profie aciess

Profic Type Al [+

Profie Scope Throte =

scroll to the bottom of the screen
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4. Click Edit link on for the AzureAD_OAuth Access Policy
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5. In the AzureAD_OAuth Access Policy, click the “+” between Start & Deny
6. Click the Authentication tab in the events window.

7. Scroll down and click the radio button for OAuth Client.

8. Click Add Item.

9. In the *OAuth_Client* window enter the following values as shown:
» Server: /Common/f5demo_AzureAD_Server
+ Grant Type: Authorization code
* OpenlD Connect: Enabled
OpenID Connect Flow Type: Authorization code
+ Authentication Redirect Request: /Common/AzureADAuthRedirectRequest
Token Request: /Common/Azure_AD_Token
Refresh Token Request: /Common/AzureADTokenRefreshRequest
OpenlID Connect Userinfo Request: None
Redirection URI: https://%{session.server.network.name}/oauth/client/redirect
10. Click Save.
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11. Click on the Deny link, in the Select Binding, select the Allow radio button
and click Save.

Arress Policy: fCommony AzurefD_OAuth B Endngs| o b, serm [t )
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12. Click on the Apply Access Policy link in the top left-hand corner.
Note: Additional actions can be taken in the Per Session policy (Access Policy). The lab

is simply completing authorization. Other access controls can be implemented based
on the use case.

Access Policy: fCommon/AzureAD_OAuth [EiEndings| (s A, Doy (el
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TASK 6: Associate Access Policy to Virtual Server

Refer to the instructions and screen shots below:

1. Navigate to Local Traffic -> Virtual Servers -> Virtual Server List and
click on the app.fsdemo.com Virtual Server link
2. Scroll to the Access Policy section.
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3. Use the Access Profile drop down to change the Access Profile to
AzureAD_OAuth.

4. Use the Per-Request Policy drop down to change the Per-Request Policy to
AzureAD_oauth_policy.

5. Scroll to the bottom of the Virtual Server configuration and click Update.

Access Policy

’ Access Profile I JAzureAD_OAuth [EI
Connectivity Profile J None E]

‘ Per-Request Policy HAzureAD_oauth_poIicy [E]

TASK 7: Test app.fsdemo.com

Refer to the instructions and screen shots below:

1. Navigate in your provided browser to https://app.f5demo.com

2. Authenticate with the following AzureAD account:
+ Username: demouser@f5agilitydemogmail.onmicrosoft.com
» Password: f5d3m0u$3r
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3. Did you successfully redirect to the AzureAD?
4. After successful authentication, were you returned to the app.f5demo.com?
5. Did you successfully pass your OAuth Token?

fs F5DEMO APPLICATION

COLLECTED INFORMATION

[Host

[app.5demo.com

User-Agent

[Mozilla/5.0 (X11; Ubuntu; Linux x86_64;
v:56.0) Gecko/20100101 Firefox/56.0

|Accept

ftextntmi application/xhtmisxmi.application
[xmlq=0.9,"79=0.8

[AcceptLanguage

[enUS.enig=05

[Accept Encoding

[ozip, deflate, br

Referer

[nttps 7/app.5demo.com/admin/

(Cookie

[LastMRH_Session=e2cc5bi0;
F5_ST=1z121

pNT

1

[Connection

[keep-alive

[Upgrade-Insecure-Requests

1

[AuthType

joauth

|oAuthTokenUniqueName

Im

[oAuthTokenName

[Demo User

[OAuthlssuer

[httpsV\Vsts.windows.nef\219931d7-173a-
|[4a71-aab6-2901666eb554\/

[OAuthTokenType

[Bearer

Admin Link

TASK 8: Per Request Policy Controls

Refer to the instructions and screen shots below:

1. As in the prior lab, you can experiment with Per Request Policy controls. In the
application page for https://app.f5demo.com click the Admin Link shown.
f5 s DEMO APPLICATION

[Host

app Sdemo.com

usar-Agent

MoZiia/5.0 (X11; Ubuniu; Linkx x56_64.
v:56.0) Gecka 20100101 Fissfox®$86.0

faccopt

Pastrami sppiicationnami, ol apgication
pomi =09, g=08

[Aecepl Langusge

prUseng-05

[Accopt-Encoding

zip, dodate, br

[Reterer IS 8PP [506m0 Comagin
asARH_Soss0n=e2cctom,
[— F5_STw12121215282663252604500
IONT 1
onneciion feep-alive
[upgrade-Insecurs-Requesss 0
RonType paun

[t Teka nUniqueName

Hemcurer@bagiaydemogmall omvcrozatt oo
m

DAL TokenName

j0emo User

[OALRlssLar

hilips V/ivets windows nell/2990147-173a-
Ka71-aabh. 20006 6ab554

iTekenType

[Bearer

==
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2. You will receive an Access to this page is blocked (customizable) message with a
reference. You have been blocked because you do not have access on a per request basis.
3. Press the Back button in your browser to return to https://app.f5demo.com.

5

Access to this page is blocked.
Access was denied by a per-request policy.
The session reference number: 0753767e

The category reference is: Uncategorized

This product is licensed from FS Networks. © 1999-2017 F5 Networks. All rights reserved.

4. Navigate to Local Traffic -> iRules -> Datagroup List and click on the
Allowed_Users datagroup.
5. Enter your demouser@f5agilitydemogmail.onmicrosoft.com used for this lab as the
String value.
6. Click Add then Click Update.
Note: We are using a DataGroup control to minimize lab resources and steps. AD or LDAP
Group memberships, Session variables, other user attributes and various other access
control mechanisms can be used to achieve similar results.

| ONLINE (AcTIVE)
| Standsione

Local Traffic +» iRules : Data Group List ++ Allowed_Users
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1 Local Tratic
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7. You should now be able to successfully to access the Admin Functions by clicking on the
Admin Link.
Note: Per Request Policies are dynamic and do not require the same “Apply Policy” action
as Per Session Policies.

f F5DEMO APPLICATION

ADMIN FUNCTIONS'

You are an ini (Don't you feel privil

Return to Application
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8. To review the Per Request Policy, navigate to *Access -> Profiles/Policies ->
Per Request Policies and click on the Edit link for the AzureAD_oauth_policy.

| ONUNE (ACTIVE)
S o
S

Sewrch Create_. ) imper
. Per-Roquest Polcy Name PerRequest Polcy Bxport | Copy | VitualServers ¢ Partion/
(] AzureAD_oauth_policy = S——— Common
() Google_oauth_policy o e - Common
(1) sam_pokcy L Export.. Copy Common

9. The various Per-Request-Policy actions can be reviewed.
Note: Other actions like Step-Up Auth controls can be performed in a Per-Request Policy

Per-Request Policy: /Common/AzureAD _oauth policy | editEndings | (Endings: Allow, Reject

[detault])

o bl | [k Admin [ s e __ ]
— Group Creck [ —

URL Beancting ks

e =

Add New Macro

TASK 9: Review OAuth Results

Refer to the instructions and screen shots below:

. Review your Active Sessions (Access -> Overview -> Active Sessions).
. You can review Session activity or session variable from this window or kill the
selected Session.
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3. Review your Access Report Logs (Access -> Overview -> Access Reports).
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6. Look at the Session Variables report by clicking the View Session Variables link.
Pay attention to the OAuth Variables.
Note: Any of these session variables can be used to perform further actions to improve
security or constrain access with logic in the Per-Session or Per Request VPE policies
or iRules/iRulesLX.
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7. Review your Access Report Logs (Access -> Overview -> OAuth Reports ->
Client/Resource Server).

Wl Gl Tamams Ganor P e

6.6 Conclusion

Thank you for your participation in the 330 Access Policy Manager (APM) Federation Lab. This Lab Guide
has highlighted several notable features of SAML Federation. It does not attempt to review all F5 APM
Federation features and configurations but serves as an introduction to allow the student to further explore
the BIG-IP platform and Access Policy Manager (APM), its functions & features.

6.7 Appendix

6.7.1 Setting up an AzureAD Developer Account

The following steps are for informational purposes only and maybe subject to change based on Microsoft.

1. Navigate to the following URL to begin the process then follow the prompts as shown
https://azure.microsoft.com/en-us/free/
2. The following images show the general flow to setup a free developer account
Note: This process may change as dictated by Microsoft
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3. Initial Setup
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5. Identity Verification by Phone

2 Identity verification by phone

Country code
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6. Identity Verification by Card

3 Iebentity werification by card

1 ke gt szl bk e s brn o aweTe
o o i e el e b o b s el By T
T o

nu B B8

[MEENTT TR

Expiarion 38 o O
o |* [T

kur ol

LT T i

dviimeirn

Ly

kr- = ZPeoaz

7. Agreement
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6.7.2 Links & Guides

The following are additional resources included for reference and assistance with this lab guide and other
APM tasks.
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* Access Policy Manager (APM) Operations Guide: https:/support.f5.com/content/kb/en-us/
products/big-ip_apm/manuals/product/f5-apm-operations-guide/_jcr_content/pdfAttach/download/
file.res/f5-apm-operations-guide.pdf

» Access Policy Manager (APM) Authentication & Single Sign on Concepts: https:/support.f5.
com/kb/en-us/products/big-ip_apm/manuals/product/apm-authentication-sso-13-0-0.html

+ SAML:

— Introduction: https://support.f5.com/kb/en-us/products/big-ip_apm/manuals/product/
apm-authentication-sso-13-0-0/28.html#guid-28f26377-6e10-42c9-883a-3ac65eab9092
- F5 SAML IdP (ldentity Provider with Portal): https://support.f5.com/kb/

en-us/products/big-ip_apm/manuals/product/apm-authentication-sso-13-0-0/29.html#
guid-42e93e4b-e4fc-4c3d-ae53-910641d5755¢

- F5 SAML IdP (ldentity Provider without Portal): https://support.f5.com/kb/
en-us/products/big-ip_apm/manuals/product/apm-authentication-sso-13-0-0/30.html#
guid-39ffed07-65f2-40b8-85ae-c80073cc4e82

- F5 SAML SP (Service Provider): https://support.f5.com/kb/en-us/
products/big-ip_apm/manuals/product/apm-authentication-sso-13-0-0/31.html#
guid-be2cf224-727e-4a0f-aa68-676fdedba37b

— F5 Federation iApp (Includes 0365): https://www.f5.com/pdf/deployment-guides/
saml-idp-saas-dg.pdf

- F5 0365 Deployment Guide: https://www.f5.com/pdf/deployment-guides/
microsoft-office-365-idp-dg.pdf
« OAuth

— OAuth Overview: https://support.f5.com/kb/en-us/products/big-ip_apm/manuals/product/
apm-authentication-sso-13-0-0/35.html#guid-c1b617a7-07b5-4ad6-9b84-29d6ecd789b4

— OAuth Client & Resource Server: https://support.f5.com/kb/en-us/
products/big-ip_apm/manuals/product/apm-authentication-sso-13-0-0/36.html#
guid-c6db081e-e8ac-454b-84c8-02a1a282a888

— OAuth Authorization Server: https://support.f5.com/kb/en-us/products/
big-ip_apm/manuals/product/apm-authentication-sso-13-0-0/37.html#
guid-be8761c9-5e2f-4ad8-b829-871c7feb2a20

— Troubleshooting Tips

= OAuth Client & Resource Server: https://support.f5.com/kb/en-us/
products/big-ip_apm/manuals/product/apm-authentication-sso-13-0-0/36.html#
guid-774384bc-cf63-469d-a589-1595d0ddfba2

= OAuth Authorization Server: https://support.f5.com/kb/en-us/products/
big-ip_apm/manuals/product/apm-authentication-sso-13-0-0/37.html#
guid-8b97b512-ec2b-4bfb-abaa-1af24842ee7a

» Kerberos
— Kerberos AAA Object: (See Reference section below)

— Kerberos Constrained Delegation: http://www.f5.com/pdf/deployment-guides/
kerberos-constrained-delegation-dg.pdf

» Two-factor Integrations/Guides (Not a complete list)

— RSA Integration: https://support.f5.com/kb/en-us/products/big-ip_apm/manuals/product/
apm-authentication-single-sign-on-12-1-0/6.html#conceptid
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https://support.f5.com/kb/en-us/products/big-ip_apm/manuals/product/apm-authentication-sso-13-0-0/37.html#guid-be8761c9-5e2f-4ad8-b829-871c7feb2a20
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— DUO Security:
= https://duo.com/docs/f5bigip
= https://duo.com/docs/f5bigip-alt

— SafeNet MobilePass: http://www.safenet-inc.com/resources/integration-guide/data-protection/
SafeNet_Authentication_Service/SafeNet Authentication_Service  RADIUS Authentication
on_F5 BIG-IP_APM_Integration_Guide

— Google Authenticator: https://devcentral.f5.com/articles/two-factor-authentication-with-google-authenticator-an

» Access Policy Manager (APM) Deployment Guides:

— F5 Deployment Guide for Microsoft Exchange 2010/2013: hitps:/f5.com/solutions/
deployment-guides/microsoft-exchange-server-2010-and-2013-big-ip-vi1

— F5 Deployment Guide for Microsoft Exchange 2016: https://f5.com/solutions/
deployment-guides/microsoft-exchange-server-2016-big-ip-v11-v12-ltm-apm-afm

— F5 Deployment Guide for Microsoft SharePoint 2010/2013: hitps:/f5.com/solutions/

deployment-guides/microsoft-sharepoint-2010-and-2013-new-supported-iapp-big-ip-v114-ltm-apm-asm-aam

— F5 Deployment Guide for Microsoft SharePoint 2016: https://f5.com/solutions/
deployment-guides/microsoft-sharepoint-2016-big-ip-v114-v12-ltm-apm-asm-afm-aam

— F5 Deployment Guide for Citrix XenApp/XenDesktop: https://f5.com/solutions/
deployment-guides/citrix-xenapp-or-xendesktop-release-candidate-big

— F5 Deployment Guide for VMWare Horizon View: https://f5.com/solutions/deployment-guides/
vmware-horizon-view-52-53-60-62-70-release-candidate-iapp-big-ip-v11-v12-ltm-apm-afm?
tag=VMware

— F5 Deployment Guide for Microsoft Remote Desktop Gateway Services: htips:/f5.com/
solutions/deployment-guides/microsoft-remote-desktop-gateway-services-big-ip-v114-ltm-afm-apm

— F5 Deployment Guide for Active Directory Federated Services: hitps:/f5.com/solutions/
deployment-guides/microsoft-active-directory-federation-services-big-ip-v11-ltm-apm

| F5 Networks, Inc. | f5.com |

US Headquarters: 401 Elliott Ave W, Seattle, WA 98119 | 888-882-4447

Americas: info@f5.com

Asia-Pacific: apacinfo@f5.com

Europe/Middle East/Africa: emeainfo@f5.com

Japan: f5j-info@f5.com

©2017 F5 Networks, Inc. All rights reserved. F5, F5 Networks, and the F5 logo are trademarks
of F5 Networks, Inc. in the U.S. and in certain other countries. Other F5 trademarks are
identified at f5.com. Any other products, services, or company names referenced herein may
be trademarks of their respective owners with no endorsement or affiliation, express or
implied, claimed by F5. These training materials and documentation are F5 Confidential
Information and are subject to the F5 Networks Reseller Agreement. You may not share these
training materials and documentation with any third party without the express written
permission of F5.
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Class 7: Introduction to Universal Access

Welcome to the F5 Identity and Access Management Solutions lab at F5 Agility 2018

The content contained here leverages a full DevOps CI/CD pipeline and is sourced from the GitHub repos-
itory at https://github.com/f5devcentral/f5-agility-labs-iam. Bugs and Requests for enhancements can be
made by opening an Issue within the repository.

This class will cover APM concepts and will guide students through configuration steps for the following
common use cases:

* Remote access VPN services

» Web portals (Webtops) for publishing internal applications
» Using different authentication protocols

+ Single-Sign-On (SSO) functionality

7.1 Lab Information

7.1.1 Login instructions

Please follow the instructions provided by the instructor to start your lab and access your jump host.

To access your dedicated student lab environment, you will require a web browser and Remote Desktop
Protocol (RDP) client software. The web browser will be used to access the Lab Training Portal. The RDP
client will be used to connect to the Jump Host, where you will be able to access the BIG-IP management
interfaces (HTTPS, SSH).

1. Establish an RDP connection to your Jump Host and login with the following credentials:
» User: user
» Password: Agility1

2. Access the BIG-IP GUI https://10.128.1.245 (you can double-click on the red “f5 Big-IP” shortcut icon
on the Windows desktop).

3. Login into the BIG-IP Configuration Utility with the following credentials:
* User: admin

+ Password: admin
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Note: All work for this lab will be performed exclusively from the Windows jumphost. No installation or
interaction with your local system is required.

7.1.2 Lab Topology

Lab Network Diagram

Student Lab
10.128.20.245 Server

Laptop Enwronment
A Jump
2 ) Host Extemal | \BAlgl\IAP l.

(Cloud-based) 10.128.20.201

Jump Host BIG-IP Lab Server
0S: Windows 7 TMOS v13.1 Windows 2008
External:  10.128.10.5/24  10.128.10.245/24
Mgmt.:  10.128.1.5/24 10.128.1.245/24
Internal: - 10.128.20.245/24 10.128.20.201/24

The following components have been included in your lab environment:
+ 1 x F5 BIG-IP VE v13.1 (provisioned for Local Traffic Manager and Access Policy Manager)
» 1 x Windows Server running Active Directory and Web services

* 1 x Windows Jumphost

Note: The following entries have been added in the local hosts file of your Jumphost:

+ 10.128.10.10 www.f5demo.com

» 10.128.10.11 myvpn.fodemo.com
+ 10.128.20.200 www2.f5demo.com
» 10.128.10.11 webtop.f5demo.com
» 10.128.10.12 forms.f5demo.com

* 10.128.10.12 forms.f5demo.com

+ 10.128.10.13 basic.f5demo.com

» 10.128.10.13 app1.f5demo.com

» 10.128.10.13 app2.f5demo.com

* 10.128.10.13 app3.f5demo.com

» 10.128.1.245 bigip1.f5demo.com
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7.1.3 Lab Components

The following table lists VLANS, IP Addresses and Credentials for all components:

Component VLAN/IP Address(es) Credentials

BIG-IP redentlals
° * Management: 10.128.1.245 admin/admLn

Internal: 10.128.20.245
External: 10.128.10.245

mph /Agilityl
Jumphost - Management: 10.128.1.5 userffgliity

External: 10.128.10.5

ini Agili 2018
Lab Server Internal: 10.128.20.201 administrator/Agility

7.1.4 Labs Timing/Duration

The time it takes to perform each lab varies and is mostly dependent on accurately completing steps. Below
is an estimate of how long it will take for each lab:

Lab name (Description) Time Allocated
Lab 1 - Deploy a simple reverse proxy service 10 minutes
Lab 2 — Create My First Policy 15 minutes
Lab 3 — Configuring a VPN Policy 20 minutes
Lab 4 — Configuring an APM Webtop 10 minutes
Lab 5 — FORMS Based Authentication 15 minutes
Lab 6 — BASIC Authentication 15 minutes
Lab 7 — Single-Sign-On Across Authentication Domains | 20 minutes

7.2 Lab 1 — Deploy a simple reverse proxy service

This lab will teach you how to configure resources including Virtual Servers, Pools, and monitors that we
will use as the foundation for subsequent labs.

Note: Lab Requirements:
» BIG-IP with APM licensed and activated
» Web site up and running at 10.128.20.200:80, 10.128.20.201:80 and 10.128.20.202:80

7.2.1 Task — Create a pool

Follow these steps to complete this task:

315



1. Browse to Local Traffic > Pools and click the ‘+’ next to Pools List to create a new pool.

2. Name the pool in “http_pool”
3. Assign the monitor “http” by selecting it and sliding it to the left.
4. Add the following “new node” members to the pool, then click Finished:
» Node Name: server1, Address: 10.128.20.200, Service Port 80
* Node Name: server2, Address: 10.128.20.201, Service Port 80
* Node Name: server3, Address: 10.128.20.202, Service Port 80
Configuration: IBasic v
I Name | hitp_poal
Description |
Active Available
/ICommon /Common
Health Monitors rﬁ_ ﬁggm!;_dligp ~
hitps v
nttps_443
Resources
Load Balancing Method |Round Robin [v]
Priority Group Activation Disabled ﬂ
® New Node ) New FQDN Node © Node List
Mode Mame: | serverd (Optional)
Address: [ 10.128.20.202
Service Port: | 80 HTTP Iv]
Mew Members
R:1 P20 G20 serverd 10.125.20. 200 0
R:1 P:0 C:0 server2 10.128.20.201 :80
R:1 P:0 C:0 server3 10.128.20.202 :50

7.2.2 Task - Create HTTP Virtual Server to redirect to HTTPS

1. Create a new Virtual Server by browsing to Local Traffic > Virtual Servers > Virtual Server List and

click the ‘+’ to create a new one.

Name the Virtual Server in the following format http_vs_redir. For “Destination Address/Mask”, use
10.128.10.10”. For “Service Port”, use 80.

3. For “HTTP Profile” choose the default http profile called http

Under iRules at the bottom of the screen, select the sys_https_redirect irule from the “Available” list
and slide it over to the “Enabled” list and click Finished.
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General Properties

I Name http_wvs_redir
Description
Type Standard v

Source Address
Destination Address/Mask 10.128.10.10

Service Port 80 HTTP

“»

Notify Status to Virtual Address )

State Enabled ¥
Configuration: Basic i
Protocol TCP a
Protocol Profile (Client) tep 4+
Protocol Profile (Server) (Use Client Profile) 4+
HTTP Profile http +
Resources
Enabled Available
iICommon _Sys_auth_radius
_sys_htips_redirect _sys_auth_ssl_cc_ldap A
iRules _sys_auth_ssl_cridp
_sys_auth_ssl_ocsp v
_sys_auth_tacacs
Down|
Enabled Available
Paolicies
Default Pool [ [Nene [v]
Default Persistence Profile None ™|
Fallback Persistence Profile Nene >

7.2.3 Task - Create HTTPS Virtual Server

1. Create a new Virtual Server by browsing to Local Traffic > Virtual Servers > Virtual Server List and

click the ‘+’ to create a new one.

For “HTTP Profile”, choose the default http profile

N o gk~ 0N

Name the Virtual Server in the following format https_vs .
For “Destination Address/Mask”, use 10.128.10.10. For “Service Port”, use 443.

For “SSL Profile (Client)”, choose the f5demo, slide it over to the “Selected” column
For “Source Address Translation”, choose Auto Map

For “Default Pool”, select the pool created earlier (http_pool) and click Finished.
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General Properties

Name | https_vs
Description |
Type Standard
Source Address |

Destination Address/Mask I 101281010

Service Port | 443 [HTTPS
Nofify Status fo Viriual Address
State | Enabled .

Configuration: [Basic  [¥]

Protocol ‘ TCP
Protocol Profile (Client) Jtcp
Protocol Profile (Server) ‘ |{Use Client Profile)

HTTP Profile ‘ [T |

Selected Available

ICommon clientssl

S5L Profile (Client) clientssl-insecure-compatible A
clientssl-secure

cryplo-server-default-clientssl W

wom-default-clientss!

Selected Available
/Common
SSL Profile (Server) apm-default-serverss| A
crypto-client-default-serverssl
pcoip-default-serverss] v
serverssl
SMTPS Profile MNone
Client LDAP Profile None
Server LDAP Profile Mone
SMTP Profile Mone
VLAN and Tunnel Traffic | AlI'VLANS and Tunnels| v |

Source Address Translation Auto Map

| Defaut Pool H
‘ Default Persistence Profile Mone
‘ Fallback Persistence Profile Mone

[ Cancel | [ Repeat | [ Finished |

7.2.4 Task - Testing

You should now be able to browse to either Virtual Server (HTTP or HTTPs) and you should get the same
page. Try: http://www.f5demo.com and https://www.f5demo.com
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7.3 Lab 2 — Create My First Policy

In this lab, we will use the resources configured in the previous lab and configure a simple Access Profile
using the Visual Policy Editor (VPE) to perform user authentication.

Note: Lab Requirements:
* Working HTTP and HTTPS Virtual Servers (from previous lab)

7.3.1 Task — Define an Authentication Server
Before we can create an access profile, we must create the necessary AAA server profile for our Active
Directory.
Follow these steps to complete this task:
1. From the main screen, browse to Access > Authentication > Active Directory
2. Click Create... in the upper right-hand corner
3. Configure the new server profile as follows, then click Finished:
 Name: Lab_SSO_AD_Server
» Domain Name: fS5demo.com
+ Server Connection: Direct
» Domain Controller: 10.128.20.200
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5'3 Access
Overview

Profiles / Policies

Single Sign-On
Federation
Connectivity / VPN
Secure Web Gateway
Access Control Lists

‘Webtops

£ Device Management

£2) Network
System

RADIUS

LDAP

SecurlD

HTTP

Oracle Access Manager
OCSP Responder
CRLDP
TACACS+
Kerberos

Local User DB
Endpoint
Management
Systems

CAPTCHA
Configurations

NTLM

‘General Properties

Name Lab_SSO_AD_Server
Type Active Directory
Configuration
Domain Name [ &demo com
Server Connection © use Pool ® Direct
Domain Controller | 10.128.20.200
Admin Name |
Admin Password |
Verify Admin Password |
Group Cache Lifetime [20 Days
s g oo
Eﬁ;h:p‘:]; Type [None
Timeout | 15 seconds

7.3.2 Task — Create a Simple Access Profile

1. Navigate to Access > Profiles / Policies > Access Profiles (Per-Session Policies)

ET':] Access

Qverview

Profiles / Policies »

Authentication

Single Sign-On
Federation
Connectivity / VPN
Secure Web Gateway
Access Control Lists

‘Webtops

Access Profiles
Policies)

Per-Request
Policies

Policy Sync

Customization

(Per-Session ®

2. From the Access Profiles screen, click Create. .. in the upper right-hand corner

3. In the Name field, enter “MyAccessPolicy”, and for “Profile Type”, select the dropdown and choose

All

General Properties

Name
Parent Profile
Frofile Type

Frofile Scope

| MyAccessPaolicy

access

|Al

Prafile

4. Under “Language Settings”, choose English and click the “<<" button to slide over to the “Accepted

Languages” column.
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Language Settings

Additional Languages | Asar (aa) [Add
Accepted Languages Factory Builtin Languages
Japanese (ja)
Chinese (Simplified) (zh-cn)
Chinese (Traditional} (zh-tw)
Korean (ko)
Languages Spanish (es)

French {fr)
German (de)

Default Language | English {en}.

5. Click Finished, which will bring you back to the Access Profiles screen.

6. On the Access Profiles screen, click the Edit link under the Per-Session Policy column. The Visual
Policy Editor (VPE) will open in a new tab.

Access » Profiles / Policies : Access Profiles (Per-Session Policies)

Access Profiles Per-Request Policies = Policy Sync Customization v

E- 2

i ] SeareA T\
(1] [~ status | « Access Protie Name | Appication | + Profiie Tygfe | Per-Session Policy | Fxport | Copy | Logs | vinual Senvers | partiion  Path |
O i MyAccessPolicy All O Edit Fxport.. Copy... default-log-setting Common

m access All (none)  (none) Common

7. On the VPE page, click the ‘+’ icon on the “fallback” path, to the right of the Start object.

Access Policy: /Common/MyAccessPolicy [e

Start 1 pack +»% Deny

| Add Mew Macro |

8. On the popup menu, choose the Logon Page radio button under the Logon tab.
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Lo

Access Policy: /Common/MyAccessPolicy |edit Endings| (endings: allow, Deny [defauit])
I

fallback
© > Deny |Segx'n typing to search |

Add New Macro Logon fAuthentication] fAssignment] fEnd int Security (Server-Side ] fEnonint Security CIient—Sideﬂ fGanemI Pumose]
Citrix Logon Prompt Configure logon options for Citrix dients
External Logon Page Redirect user to externally hosted form-based web logon page
HTTP 401 Response HTTP 401 Response for Basic or SPNEGO/Kerberos authentication

HITP 407 Response HTTP 407 Response for Basic or SPNEGO/Kerberos authentication

Logon Page ‘Web form-based logon page for collecting end user credentials (used with most deployme

OAuth Logon Page used for OAuth Client authentication

Virtual Keyboard Enables a virtual keyboard on the logon page for entering credentials
VMware View Logon Page Display logon screen on VMware View clients
9. Click Add Item.
Properties || Branch Rules
Name: \Logon Page | A
Logon Page Agent
Split domain frem full Usemame |No [~
CAPTCHA Configuration INune o
Type Post Variable Name Session Variable Name walues Read Only

1 text e usemame | |userr|ama ‘

e ]
2 [pessword[v] 1 | [passwiard | o T]
3 Jnone  [v] [field3 | [Feld3 | [ne T~]
o T~]
e ]

4 none hd [field4 ] [field4 |
5 none | [fields ] [fields |

Customization

en| v Reset all defaults |

|5ecure Logon <br> for F5 Networks

|Language

Form Header Text

Logon Page Input Field Usemame
#1

Logon Page Input Field Password
=2

Logon Button ogon
Front Image Replace Image] [Revert to Default]
Save Password Checkbaox [5ave Password

New Password Prompt New Passward

Verify P e [Verify Password (¥

10. Accept the defaults and click Save.
Now let’s authenticate the client using the credentials to be provided via the “Logon Page” object.

11. Between the “Logon Page” and “Deny” objects, click the ‘+’ icon.
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12.

13.

Access Policy: /Common/MyAccessPolicy

o
[0 i Y

Add New Macro

Select AD Auth found under the Authentication tab, and click the Add Item button.
Logon | | Authentication [

AD Auth

AD Query

Client Cert Inspection
CRLDP Auth

HTTP Auth

Kerberos Auth

LDAP Auth

LDAP Query

LocalDB Auth

NTLM Auth Result
OAuth Authorization
QAuth Client

OAuth Scope

OCSP Auth
On-Demand Cert Auth
OTP Generate

OTP Verify

RADIUS Acct

RADIUS Auth

Cancel Add Item

Accept the default for the Name and in the Server drop-down menu select the AD server created

above: /Common/LAB_SSO_AD_ Server, then click Save.

Assignment] [Endpg’nt Security (Server-Side ] Endpc

Active Directory authentication of end user o

Active Directory query to pull user attributes
mapping

Check the result of dient certificate authentic
Certificate Revocation List Distribution Point |
HTTP authentication of end user credentials

Kerberos authentication, typically following a
LDAP authentication of end user credentials

LDAP query to pull user attributes for use wil
Local Database Authentication

NTLM authentication of end user credentials
OAuth 2.0 Authorization Agent for scope mat
QAuth Client

OAuth Scope

Online Certificate Status Protocol (OCSP) clie
Dynamically initiate an SSL re-handshake and
Generate One Time Passcode (OTP)

Verify One Time Passcode (OTP)

Send accounting messages to 3 RADIUS seny

RADIUS authentication of end user credentia

B NP U PT S r R _p—.
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f Properties™® 1 |.- Branch Rules]

Name: [AD Auth

Active Directory

Type Authentication ¥
Server | [Commaon/Lab_S50_AD_Server ¥
Cross Domain Support Disabled ¥
goegne?clexity check for Password Disabled ¥
Show Extended Error Disabled ¥
Max Logon Attempts Allowed v
Max Password Reset Attempts 3w
Allowed

14. Onthe “Successful” branch between the AD Auth and Deny objects, click on the word Deny to change
the ending.

I Vi IV
Start fallhad4;+_ L oaon Bage fallback . Sm:\\:l!ssﬁ..ll_l__]r :
AD Auth
fallback - :

| Add Mew Macro |

15. Change the “Successful” branch ending to Allow, then click Save.
\

|
Select Ending:
@ Allow O

() Deny O
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falloack fallback L Successful -

Start - Logon Page —— Alow

Mﬂ% M

16. In the upper left-hand corner of the screen, click on the Apply Access Policy link, then close the
window using the Close button in the upper right-hand. Click Yes when asked “Do you want to close

this tab?”.
(=) (=) Koz

7.3.3 Task — Associate Access Policy to Virtual Servers

Now that we have created an access policy, we must apply it to the appropriate virtual server to be able to

use it.
1. From the Local Traffic menu, navigate to the Virtual Servers List and click the name of the virtual

server created previously: https_vs.
2. Scroll down to the “Access Policy” section, then for the “Access Profile” dropdown, select MyAc-

cessPolicy.
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Access Policy

Access Profile
Connectivity Profile H lm
Per-Request Policy w
VDI Profile [None  [¥]
ﬁggli\tjgt:lo)n Tunnels (Java & Per- [Enabled
OAM Support [ Enabled
PingAccess Profile Im

Acceleration
Rate Class Im
CneConnect Profile lm
NTLM Conn Pool [None  [v]
HTTP Compression Profile |None
Web Acceleration Profile |None L
HTTP/2 Profile [None — [¥]

3. Click Update at the bottom of the screen.

7.3.4 Task - Testing

Now you are ready to test.
1. Open a new browser window and open the URL for the virtual server that has the access policy
applied: https://www.f5demo.com. You will be presented with a login window.

Secure Logon
for F5 Netwaorks

Username

Password

| |

2. Enter the following credentials and click Logon:
» Username: user
» Password: Agility1

You will see a screen similar to the following:
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7.4 Lab 3 — Configuring a VPN Policy

In this lab, we will use the Device Wizard to configure a new SSL VPN service with the necessary Network

Access Resources on APM.

Note: Lab Requirements:
» BIG-IP with APM licensed and activated
 Server running AD and Web services

 Local Host file entries on the Jump Host

7.4.1 Task — Use the Wizard to create a new Remote Access service

The Wizard simplifies configuration tasks for specific use cases.

1. From the main menu on the left side of the screen, browse to the Wizards > Device Wizards and
select the radio button for “Network Access Setup Wizard for Remote Access”.

®) Network Access Setup Wizard for Remote Access
ortal Access Setup Wizard
() Web Application Access Management for Local Traffic Virtual Servers

Configure a network access VPN connection for remote access. Creates an

connection to internal resources.

ia‘i IApps
Wizard Section
_EJJ Wizards
Access Policy Manager
Device Wizards Configuration
'f?_) DNS Description
Description
Em Local Traffic

7l Traffic Intellinence

2. Click Next.

3. For the Policy Name field, enter MyVPNPolicy. This should auto populate the caption field. Uncheck
the “Enable Antivirus Check in Access Policy” checkbox and click Next.
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I Policy Name MyWPNPolicy

Default Language en v
Full Webtop Enabled

I Caption MyWPNPolicy
Client Side Checks Enable Antivirus Check in Access Policy

Cancel || Mext

4. From the Select Authentication screen, choose the “Use Existing” radio button, select the AAA server
“Lab_SSO_AD_Server::Active Directory” configured previously in Lab 2 and click Next.

Authentication Options Create New '®' Use Existing

Select AAA Server Filter By Server Type: | All Sarvers ¥ || Lab_SS50_AD_Server:Active Directary v

| Cancel || Previous || Next |

5. Assign an IP Address Range to be used for the VPN connection on the “Configure Lease Pool” page.
Click the radio button for “IP Address range” and enter the range “10.1.1.1-10.1.1.2", click Add and

click Next.

Supported IP Version IPv4 T
Type: ' IP Address '® IP Address Range
Start P Address| 10.1.1.1|
End IP Address | 10.1.1.2

Add
IPV4 Member List 1011.1-101.12

Edit| |Delete

| Cancel || Previous || Next |

6. On the “Configure Network Access” page, select “Use split tunneling for traffic” and for “IPV4 Lan
Space”, enter the network “10.128.20.0”, mask “255.255.255.0”, click Add, leave everything else

default and click Next.

Client Settings
O Force all traffic through tunnel

Trafiic Options ) .
®) Use split tunneling for traffic

I Address | 10.128.20.0] x
Mask | 255.255255.0

Add

10.123.20.0 f 255.255.255.0

IPY4 LAN Address Space

7. Accept the default on the “Configure DNS Hosts for Network Access” page and click Next.
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Configure DNS Hosts for Network Access

Specify DNS name servers, WINS servers, and a DMS default domain suffix. These servers
are used by the client when performing name resolution for internal network resources.

These settings may be different than the BIG-IP system settings configured under System :
the navigation pane.

IP\4 Primary Name Server | [10.128 20 200 %

IPV4 Secondary Name Server | |

8. On the “Virtual Server (HTTPS connection)” page, enter “10.128.10.11” for the IP address of the
Virtual Server that users will connect to for access to the VPN. Uncheck the “Create Redirect Virtual

Server” option and click Next.

I Virual Server IP Address 10.128.10.11

Redirect Server Create Redirect Virtual Server (HTTP to HTTFS)

Cancel ([ Previous || Next

9. Verify your settings on the Review page and click Next when satisfied.

10. The Setup Summary page will display a list of the configuration objects that the Wizard created for
you. Click Finished.

7.4.2 Task - Testing

1. Open a web browser to the virtual server created in the above step by navigating to
https://myvpn.f5demo.com. You will be presented with a Logon page similar to the one from the
last lab. |

Secure Logon
for F5 Networks

Username
I |

Password

| |

2. Enter the following credentials:
Username: user
Password: Agility1

This will initialize, authenticate and establish a new VPN connection to the Network Resource that
was configured. You will be presented with a new page that shows the connection details.
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() Connected

Traffic Type Sent Compression Received Compression
Network Access
- Network Tunnel 542 KB 0% 3248 0%
- Optimized Applications 0B 0% 0B 0%
Total 5.42 KB 0% 324 B 0%

+ Show details

3. Open a new browser tab and confirm that you are now connected to the internal network by browsing
directly to the HTTP server used in the pool for the previous labs: http://serveri.fs5demo.com. You
should see a page similar to the following:

F5vLab  Demos~  Original~

WWW

Deliver the most secure, fast, and reliable applications to anyone, anywhere at any time.
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One of BIG-P core functions s load balancing, which BIG IP s able to shift key tasks away from the server BIG-IP identifies and stops most DDOS attacks before
entails managing network traffic such that no one 1o its own processor in order to improve performance. they reach the datacenter. With hardware-based DoS
server becomes overwhelmed while others idie. This This can reduce the number of servers in a typical protections, BIG-IP detects DDoS attacks and routes
improves application performance and availabilty datacenter by as much as 60% and speed up the the connections away from critcal servers, of rejects
performance of the remaining servers. them outright

4. Close the page then click Logout on the F5 VPN page to terminate your VPN connection and close
the browser window.

7.5 Lab 4 — Configuring an APM Webtop

In this lab, we will add a Webtop resource to the Access Policy created in the previous lab.

Note: Lab Requirements:

» Working HTTPS Virtual Server created in Lab 1 with Access Policy created in Lab 2 (Lab 2 success-
fully completed).

7.5.1 Task — Create a Webtop resource

1. Expand the Access tab from the main menu on the left and navigate to Webtops > Webtop Lists.

2. Click Create to create a new Webtop called MyFullWebtop, select Type “Full”, uncheck “Minmize To
Tray” and click Finished.
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General Properties

Mame | MyFullWebtop
Type IFuII v
Configuration
Minimize To Tray []Enabled
Show a waming message when 7
the webtop window close Enabled
Show URL Entry Field Enabled
Show Resource Search Enabled
Fallback Section
Initial State IExpanded v

7.5.2 Task — Enable “Content Rewrite” on the Virtual Server
1. Browse to Local Traffic > Virtual Servers > Virtual Server List and click on the name of your VPN
Virtual Server called MyVPNPolicy_vs.

2. Scroll down to the “Content Rewrite” section, select “rewrite” for the “Rewrite Profile” field and click
Update.

Content Rewrite

Rewrite Profile B | |rewrite [v]
HTML Profile INone £

Access Policy

Access Profile | MyWPNPolicy [~

Connectivity Profile H| [MywPNPolicy_cp ||

Per-Request Policy INone A
WDl Profile INone e

Application Tunnels (Java & Per-
App VEN) [ Enabled
OAM Support [ Enabled

7.5.3 Task — Add Webtop resource to existing Access Policy

1. Browse to Access > Profiles / Policies > Access Profiles (Per-Session Policies), click on Edit for
MyVPNPolicy. A new tab should open to the Visual Policy Editor for MyVPNPolicy.
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Access Policy: /Common/MyVPNPolicy (Endings: Deny [default], Allow)

®
S ssful fallback
Start fallback +—{ Logon Page fllback +— L+—»—| Advanced Resource Assign }ﬂ+—)
fallback
= =

3

AD Auth

Add New Macro

2. Select the Advanced Resource Assign object.
3. Click Add/Delete.

4. Click on the Webtop tab, select the radio button for MyFullWebtop, then click the Update button at
the bottom of the screen.

[ static ACLs 0/0 | [ Network Access 1/1 || webtop 1/3* || Static Pool 0/2| Show 6 more tabs

() Mone

(®) (Common/MyFullWebtop

() [Common/MyVPNPolicy_webtop

5. Click Save.

6. At the top left of the browser window, click on “Apply Access Policy”, then close the tab.

fS | Aoply Access policy

7.5.4 Task - Testing

1. Open a web browser to the virtual server created in the previous lab by navigating to
https://myvpn.fsdemo.com. You will be presented with a Logon page similar to the one from the
last lab.

2. Enter the following credentials:
Username: user
Password: Agility1

3. Click Logon.

This will open the APM Webtop landing page that shows the resources you are allowed to access. In
this lab, we’ve only configured one resource: Network Access, but you can add as many as you want
and they will appear on this Webtop page.
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Network Access

| myvenpolicy

7.6 Lab 5 — FORMS Based Authentication

In this lab, we will show you how to configure APM to leverage SSO functionality with an application server
that uses forms based authentication.

Note: Lab Requirements:
» BIG-IP with APM licensed and activated
« Server running AD and Web services

» Local Host file entries on the Jump Host

7.6.1 Task — Create a Pool

1. Browse to Local Traffic > Pools and click the ‘+’ next to Pools List to create a new pool.
2. Name the pool “forms_pool”
3. Assign the monitor “http” by selecting the monitor and moving it to the left.
4. Add the following new member/node to the pool and click Finished:
* Node Name: forms, Address: 10.128.20.204, Service Port: 80
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Configuration: |Basic v

I Name ‘fﬂrmsjml
Description ‘
Active Available
/Common /Common
Health Monitors gateway_icmp A
hitp_head_f5
hiips v
hitps_443
Resources
Load Balancing Method [Round Rooin T~

Priority Group Activation Disabled ﬂ

® New Node O New FQDN Nade O Mode List
MNode Name: |10rms (Cptional)
Address: | 10.12820.204
SenicePort[g0  [ATIF ]
New Members

R:1P:0C:0forms 10.128 20 204 “80

7.6.2 Task — Create a Virtual Server
1. Browse to Local Traffic > Virtual Servers and click the ‘+’ next to Virtual Server List to create a
new one.

2. Use the following information to create the virtual server and leave the other settings at their default
values, then click Finished:

+ Name the pool “forms_vs”

+ Destination Address/Mask: 10.128.10.12
« Service Port: 443

HTTP Profile: http

+ SSL Profile (Client): f5demo

» Source Address Translation: Auto Map

 Default Pool: forms_pool
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General Properties

I Name forms_vs
Description
Type Standard v
Source
Selected Available
. i /Common clientss|
Destination Type:  '® Host' Network S5L Profile (Client) cllnisshinsecure-compatble A
Address:| 10.128.10.12 cryplo-server-default-clientssl W
wom-default-clientss!
Service Port 443 HTTPS A Selected Available
(Common
Notify Status to Virtual Address | 1« SSL Profile (Server) apm-default-serverss|
= crypto-client-default-serverss|
== peoip-default-serverssl
State Enabled serverss|
p SMTPS Profile None  [v|
Configuration: | Basic M
Client LDAP Profile None ~]
Protocol TCP v
Server LDAP Profile None V]
Protocol Profile (Client) fcp v ST s =]
Protocol Profile (Server) (Use Client Profile) v VLAN and Tunnel Traffic All VLANs and Tunnels| v |
HTTP Profile hﬂD r Source Address Translation Auto Mapﬂ
Default Foal +| | farms_poal v
Default Persistence Profile MNone v
Fallback Persistence Profile MNone v

7.6.3 Task — Testing without APM

Observe the current behavior of the login page without authentication enforced by APM.

1. Open your web browser and go to https://forms.f5demo.com. You should see a page that looks as
follows:

Logiin

Log in.

Use a local account to log in.

User name
Password

[JRemember me?

© 2018 - Agility

2. Log in with the following credentials:
Username: user
Password: Agility1

Once successfully logged in you should see a web page similar to the following:
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Hello, user!  Logout

Home

To learn more about Access Policy Manager visit https://f5.com/products/modules/access-policy-manager .

Centralized, Secure Application Access Anytime, Anywhere

BIG-IP Access Policy Manager (APM) secures and differentiates access to your applications, data, network, and the cloud based on user identity and context.
That means it gives you centralized control over who's able to access your network or cloud, which applications they can access, and the devices and locations
from which they can access those apps. In short, BIG-IP APM unifies and enforces identity-based, context-aware, dynamic policy-driven application access
control—regardless of the location of the user or the application.

© 2018 - Agility

3. Logout using the link at the top right-hand corner of the page.

7.6.4 Task — Create Access Policy to use with Forms Based Authentication

1. Open the Wizards > Device Wizards page.
2. Select Web Application Access Management for Local Traffic Virtual Servers

| man | Hep | Avout Wizards » Device Wizarcs
""’*i Statistics A R
e
Wizard Section
il:JJ Wizards 55 Policy Manager () Network Access Setup Wizard for Remote Access
Configuration () Portal Access Setup Wizard
Device Wizards (=) Web Application Access Management for Local Traffic Virtual Servers
@ Local Traffic Description
Description ‘Configure authentication and access control for a web application behind a local traffic virtual server. C
P new or existing local traffic virtual server to provide authentication, access control, and endpoint securi

|'/$“ Acceleration
| Next... |

L

Click Next
4. Click Next for Option 1 on the Configuration Options page

Configuration Options

To enable authentication and access control for a web application behind a standard local frz
virtual server as part of this wizard. Choose from the following options.

Option 1. Create a virtual server via the wizard, or use an existing virtual server.

Ifyou already have a virtual server with an hitp profile, clientssl profile, default pool, and no as

Next...

Option 2. Cancel the wizard, and create your own virtual server.

Ifyou prefer to manually create a virtual server with an hitp profile, clientssl profile, and pool, v
the wizard and use the virtual server you created manually

Cancel

5. Configure Basic Properties for the policy
(a) For Policy Name enter Forms_Access_Policy
(b) Uncheck Enable Antivirus Check in Access Policy
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I Policy Name Forms_Access_Policy

Default Language en A
S50 Configuration ¥| Configure S50
Client Side Checks Enable Antivirus Check in Access Paolicy

Cancel || Previous || Next

(c) Click Next

6. Configure the Authentication type used for this new policy

(a) Select Use Existing for the Authentication Options
(b) Select Lab_SSO_AD_Server::Active Directory

Select Authentication

Please select the type of authentication you would like to configure for your access policy. When end users access the virtual server
against a preconfigured external authentication server,

If you would like to test a basic access policy without authentication, you are not authenticating users at all, er you will configure auth
new AAA server, then edit your access policy and add an authentication action

Authentication Oplions O Create New ®) Use Existing

Select AAA Server Filter By Server Type: | All Servers || |Lab_SS0_AD_Server:Active Directory ||

(c) Click Next
7. Configure Single Sign On

(a
(b
(c
(d
(e
(f
(9

)

)
)
)
)
)
)

Select “Create New” for “SSO Options”

Choose Form Based for the SSO Method

Uncheck the option for “Use SSO Template”

Enter /Account/Login* in the “Start URI” field

Enter /Account/Login in the “Form Action” field

Enter UserName in the “Form Parameter For User Name” field

Enter Password in the “Form Parameter For Password” field
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General Properties

SS0 Options ® Create New O Use Existing
$S0 Method |Form Based|v |
550 Template [Juse ss0 Template

550 Method Configuration

/Account/Login¥

Start URI

Pass Through ] Enable

Form Method |POST v
Form Action | IAccount/Login

Form Parameter For User Name | | UserName

Form Parameter For Password | FPassword

Hidden Form Parameters/\Values

Successful Logon Detection
Match Type None ﬂ

Successful Logon Detection
Match Value

(h) Click Next
8. Configure Virtual Server
(a) Select Use Existing HTTPS Server

(b) Choose /Common/forms_vs for the Virtual Server

(_) Create New HTTPS Server

Options o
®) Use Existing HTTPS Server
Wirtual Server |.fcumman!fc:-rms_1.-3 |
Redirect Server Create Redirect Virlual Server (HTTP o HTTPS)

| Cancel | [ Previous || Next |

(c) Click Next
9. Review configuration and click Next

10. Review the “Setup Summary”, which shows all (existing and new) objects associated with this new
policy and click Finished.

11. Add a logout URI Include to the new access policy
(a) Open the Access > Profiles / Policies > Access Profiles (Per-Session Policies) page
(b) Click on the name of the new policy Forms_Access_Policy
(c) Add “/Account/Logout” to the “Logout URI Include” field
(d) Change Logout URI Timeout to 1 second
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Configurations

URI|
Add
fAccount’Logout
Logout URI Include
Logout URI Timeout I 1 seconds

(e) Click Update
12. Enable SSO
(a) Click on the “SSO / Auth Domains” tab

(b) For “SSO Configuration”, select Forms_Access_Policy_sso

Access Policy » Access Profiles : Access Profiles List » Forms_Access Policy

13 - | Properties 550 / Auth Domains | Access Policy Logs
1

S50 Across Authentication Domains

Domain Mode (® Single Domain ) Multiple Domains

Domain Cookie |

Secure
Cookie Options [ Persistent
LTHTTF Only
S$S0 Configuration |Forms_Access_Paolicy_sso

(c) Click Update

7.6.5 Task — Applying Access Policy Changes
After you create or change an access policy, the link Apply Access Policy appears in yellow at the top left of

the BIG-IP Configuration utility screen. You must click this link to activate the access policy for use in your
configuration.

| oNLUINE (AaCTIVE)

J standalone
I Apply Access Policy

1. Click the Apply Access Policy link, which will bring you to the Apply Access Policy screen, with a list
of access policies that have been changed.

2. Select the new Access Policy and click the Apply button (by default, all access policies that are new
or changed are selected).
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Access Policy » Access Profiles : Access Profiles List

4 - Access Profile List | Access Polic

By

Sync | CAPTCHA Ci

i x|[Search

‘ [] status ‘ « Name
(| Forms_Access_Policy
Apply Access Policy

After you apply the access policy, the Access Profiles list screen is displayed.

7.6.6 Task — Testing with APM Authentication

Observe the behavior of the login page now that authentication is enforced by APM.

1. Open your web browser and go back to https://forms.f5demo.com. You should see a page that
looks like the following:

f5

Secure Logon
for F5 Networks

Username
I |

Password

| Logon |

2. Logon with the following credentials:
Username: user
Password: Agility1
Once successfully logged in you will see the same web page observed in task 2:

Hello, user!  Logout

Home

To learn more about Access Policy Manager visit https://f5.com/products/modules/access-policy-manager .

Centralized, Secure Application Access Anytime, Anywhere

BIG-IP Access Policy Manager (APM) secures and differentiates access to your applications, data, network. and the cloud based on user identity and context.
That means it gives you centralized control over who's able to access your network or cloud, which applications they can access, and the devices and locations
from which they can access those apps. In short, BIG-IP APM unifies and enforces identity-based, context-aware, dynamic policy-driven application access
control—regardless of the location of the user or the application.

© 2018 - Agility
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7.6.7 Task — Testing Logout

Earlier in Task 3, Step 9, we defined a Logout URI Include for this Access Policy. This is a list of logoff
URIs that the access profile searches for in order to terminate the Access Policy Manager session. The URI
we used was /Account/Logout, and the default logout delay is 5 seconds, which was modified to 1 second.

1. Logout using the Logout link at the top right-hand corner of the page.
2. Wait 1 second

3. Click the Home link in the banner at the top of the page

4. You should be redirected back to the F5 logon page

7.7 Lab 6 — BASIC Authentication

In this lab, we will show you how to configure basic authentication leveraging the SSO functionality of APM.

Note: Lab Requirements:
 BIG-IP with APM licensed and activated
+ Server running AD and Web services

* Local Host file entries on the Jump Host

7.7.1 Task — Create a Pool

1. Browse to Local Traffic > Pools and click the ‘+’ next to Pools List to create a new pool.
2. Name the pool “basic_pool”
3. Assign the monitor “http” by selecting the monitor and moving it to the left.
4. Add the following “New Member/Node” to the pool and click Finished:
* Node Name: basic, Address: 10.128.20.203, Service Port: 80
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Configuration: |Basic  [v]

I Name | basic_pool
Description |
Active Available
/Common /Common
Health Monitors gateway_icmp A
hitp_head_f5
https v
hitps_443
Resources
Load Balancing Method | Round Robin [v]

Priority Group Acfivation | Disabled e

® New Node O New FQDN Node () Node List

Node Name: | basic (Optional)
Address: | 10.123.20.203 x
Service Port: | 80 [HTTP [v|

New Members

R:1 P:0 C:0 basic 10.128.20.203 :50

7.7.2 Task 2: Create a Virtual Server
1. Browse to Local Traffic > Virtual Servers and click the ‘+’ next to Virtual Server List to create a
new one.

2. Use the following information to create the virtual server and leave other settings as default, then click
Finished:

+ Name the pool “basic_vs”

+ Destination Address: 10.128.10.13

+ Service Port: 443

* HTTP Profile: http

» SSL Profile (Client): f5demo

» Source Address Translation: Auto Map

 Default Pool: basic_pool
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General Properties

Name | basic_vs

Description |
Type [ Standard
Source Address |

Destination Address/Mask I 10.125.10.13

Senvice Port [ 443 [HTTPS
Motify Status to Virtual Address
State |Enabled .

Configuration: |533"3 v
Protocol ‘ ITCP .

Protocol Profile (Client) ‘ ftep
Protocol Profile (Server) ‘ |(Use Client Profile)
HTTP Frofile ‘ |nttp
Selected Available
iCommon clientss
SSL Profile (Client) clientssl-insecure-compatible A,
clientssl-secure
crypto-server-default-clientssl W
wom-defauli-clientss|
Selected Available
/Common
SSL Profile (Server) apm-default-serverss|
crypio-client-default-serverss|
proip-default-serverssl
serverss|
SMTPS Profile None
Client LDAP Profile None
Server LDAP Profile None
SMTP Profile None

VLAN and Tunnel Traffic All VLANSs and Tunnels .
Source Address Translation Auto Map| ~]

Default Pool E]‘ [basic_pool [~]

Default Persistence Profile ‘ None

Fallback Persistence Profile ‘ Mone

[ Cancel | [ Repeat | [ Finished |

7.7.3 Task 3: Testing without APM

Observe the current behavior of the login page without APM authentication.

1. Open a private browsing window and go to https://basic.fs5demo.com. You should receive a prompt
that looks similar to the following screen shot:
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[= = =]

LGl © aboutInPrivate P-X H C Waiting for basic.fSdermno.c.., | | IR L

55 (B Big-IP B wwawfSdema.com @basic.deemo‘com El myvpn.fSdema.com | serverlfSlab.com Qforms.deemo.cDm

Windows Security @

The server basic.fidemo.com is asking for your user name and password.

InPrivate i 0.0 i
The server reports that it is from basic.f5demo.com.

‘When InPrivate B

‘ '.lser name |

2 a

‘ Password |

InPrivate Browsind [] Remember my credentials

your browsing se:

history, and othel

See Help for mor

To turn off InPrivate Browsing, close this browser window.

2. Enter the following credentials:
» Username: user
» Password: Agility1

3. Once successfully logged in you will see a webpage similar to this one:

[E=5 EoR S5

a Ty
| | L a8 28

Q' ¢ \“ El https://basic.f5de.. O~ @ C || E] App #L - F5 vlab

www.fsdemo.com [E] basicfSdemo.com [E] myvpn.fSdemo.com |  serverl fSlab.com | forms.fSdemo.com || S50 ¥

&5 (@ BigIP |

Hello, FSDEMChuser!  Logout

Hello

Welcome. You ARE authenticated as FSDEMO\user
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4. Close the private browsing window.

7.7.4 Task 4: Create Access Policy to use with Basic Authentication

1. Open the Wizards > Device Wizards page.
(a) Select Web Application Access Management for Local Traffic Virtual Servers
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|| man | rHep | avout Wizards » Device Wizards

/ol Statistics {3 fulodi

[l ee
Wizard Section
J Wizards () Network Access Setup Wizard for Remote Access
2 Cum"eﬁsgfj:‘;'(‘f"y eSS ()Portal Access Selup Wizard
Device Wizards (=)Web Application Access Management for Local Traffic Virtual Servers

@ Local Traffic mescrpiion
Description Configure authentication and access control for a web application behind a local traffic virtual server. C
— e new or existing local traffic virtual server to provide authentication, access control, and endpoint securi
24) Acceleration
|_Next... |

(b) Click Next
2. Click Next for Option 1 on the Configuration Options page

Configuration Options

To enable authentication and access control for a web application behind a standard local trz
virtual server as part of this wizard. Choose from the following options.

Option 1. Create a virtual server via the wizard, or use an existing virtual server.

Ifyou already have a virtual server with an hitp profile, clientssl profile, default pool, and no as

Next...

Option 2. Cancel the wizard, and create your own virtual server.

Ifyou prefer to manually create a virtual server with an http profile, clientssl profile, and pool, v
the wizard and use the virtual server you created manually.

Cancel

3. Configure Basic Properties for the policy
(a) For Policy Name enter Basic_Access_Policy
(b) Uncheck “Enable Antivirus Check in Access Policy”

Policy Name ‘ | Basic_Access_Policy
Default Language ‘
‘ S50 Configuration ‘ Configure 550
‘ Client Side Checks ‘ [ Enable Antivirus Check in Access Paolicy

[ Cancel | [ Previous | [ Next |

(c) Click Next
4. Configure Authentication type used for policy

(a) Select Use Existing for the “Authentication Options
(b) Select Lab_SSO_AD_Server::Active Directory
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Select Authentication

Please select the type of authentication you would like to configure for your access policy. When end users access the virtual server
against a preconfigured external authentication server

If you would like to test a basic access policy without authentication, you are not authenticating users at all, er you will configure auth
new AAA server, then edit your access policy and add an authentication action.

Authentication Options O Create New ®) Use Existing

Select AAA Server Filter By ServerType‘|AH Servers | |LaD_SSO_AD_SeNer -Active Directory [v]

(c) Click Next
5. Configure SSO
(a) Select Create New for the “SSO Options”
(b) Choose HTTP Basic
(c) Click Next

General Properties
S50 Options (=) Create New () Use Existing

550 Method HTTP Basic *

850 Method Configuration

Usermname Conversion Enable
Cancel Previous MNext
6. Configure Virtual Server

(a) Select Use Existing HTTPS Server

(b) Choose /Common/basic_vs for the Virtual Server**

) Create New HTTPS Server

Options —
®) Use Existing HTTPS Server
Virtual Server |!Common!basic_\-s v
Redirect Server Create Redirect Virtlual Server (HTTP to HTTPS)

[ Cancel | [ Previous | [ Next |

(c) Click Next

7. Review configuration and click Next

8. Review the “Setup Summary”, which shows all (existing and new) objects associated with this new

policy.
9. Click Finished
10. Add a logout URI Include to the new access policy

(a) Open the Access > Profiles / Policies > Access Profiles (Per-Session Policies) page
(b) Click on the name of the new policy Basic_Access_Policy
(c) Add “/Home/Logout” to “Logout URI Include”
(d) Change Logout URI Timeout to 1 second
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Configurations

URIl {Home/Logout
[dd
IHomefLogout
Logout URI Include
Logout URI Timeout I 1 seconds

(e) Click Update
11. Enable the SSO Configuration
(a) Click on the SSO / Auth Domains tab

(b) For SSO Configuration, select Basic_Access_Policy_sso

Access Policy s Access Profiles : Access Profiles List 5 Basic_Access_Policy

i ~ Properties S50/ Auth Domains | Access Policy Logs

550 Across Authentication Domains

Dormnain Mode (®) single Domain ) Multiple Domains

Domain Cookie |

Secure
Cookie Options [ Persistent
CIHTTP Only
550 Configuration |Basic_Access_Policy_sso

(c) Click Update

7.7.5 Task 5: Applying Access Policy

After you create or change an access policy, the link Apply Access Policy appears in yellow at the top left of
the BIG-IP Configuration utility screen. You must click this link to activate the access policy for use in your
configuration.

= bigipl fSdemso com Date:
ss: 10.128.1.245 Time:

| OMLINE (ACTIVE)

J standalone
I Apply Access Policy

1. Click the Apply Access Policy link, which will bring you to the Apply Access Policy screen, with a list
of access policies that have been changed.

2. Select the Access Policy and click the Apply button (by default, all access policies that are new or
changed are selected).
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[] status |« Name
I [m Basic_Access_Policy
| Apply Access Policy |

After you apply the access policy, the Access Profiles list screen is displayed.

7.7.6 Task 6: Testing with APM Authentication

Observe the behavior of the login page with authentication enforced by APM.

1. Open a private browsing window and go to https://basic.f5demo.com. You should see a page that
looks like the following:

Secure Logon
for F5 Networks

Username
[ J

Password

| Logon |

2. Logon with the following credentials:

Username: user
Password: Agility1

Once successfully logged in you will see the same web page observed in task 3:
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) = o]
g' “D hitps://basic.f5de.. O~ @ C || El App#1 - F5vlab | | {07 5.7 to3

?;-5 nQ Big-IP | www.fSdemo.com [ basicfSdemo.com [E myvpnfidemo.com | serverl fSlab.com forms.fidemo.com 550 -

Hello, FSDEMChuser!  Logout

Hello

Welcome. You ARE authenticated as FSDEMO\user
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7.7.7 Task 7: Testing Logout

Earlier in Task 3, Step 9, we defined a Logout URI Include for this Access Policy. This is a list of logoff
URIs that the access profile searches for in order to terminate the Access Policy Manager session. The URI
we used was /Home/Logout, and the default logout delay is 5 seconds which was modified to 1 second.

1. Click the Logout link located at the top right of the web pagee
2. Wait 1 second

3. Click the “App #1” link in the banner at the top of the page

4. You should be redirected back to the F5 logon page

7.8 Lab 7 — Single-Sign-On Across Authentication Domains

In this lab, we will show you how to provide SSO across multiple applications. Normally APM will require
authentication each time an application is accessed. By using a Domain Cookie it is possible to re-use an
existing APM session to access multiple applications.

Note: Lab Requirements:

* Previous Labs 5 and 6 successfully completed

7.8.1 Task — Verify Authentication Required for different applications
1. Open a Private web browser or clear your browser cache and go to the Virtual Server used earlier
https://basic.f5demo.com
2. You should be able to logon with the following credentials:
* Username: user

» Password: Agility1
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Once successfully logged in, you will be presented with the same information page you observed
earlier from basic.f5demo.com “App #1”.

Now go to https://app2.f5demo.com you should be prompted to logon again.

5. You should be able to logon with the following credentials:

« Username: user

» Password: Agility1

6. Once successfully logged in, you will be presented with information about “App #2”.

Logout and close the browser window.

7.8.2 Task - Specify Domain Cookie

—

0D

. Open the Access > Profiles / Policies > Access Profiles (Per-Session Policies) page

Click on the name of the policy Basic_Access_Policy
Click on the SSO / Auth Domains tab

Enter f5demo.com to Domain Cookie

Access Policy »» Access Profiles : Access Profiles List :» Basic_Access_Policy

£ -~ Properties 5§50/ Auth Domains | Access Policy Logs

§S80 Across Authentication Domains

Domain Mode 1 single Domain ) Multiple Domains
Domain Cookie |f5demo.com

Secure
Cookie Options [ Persistent

CIHTTP Only
5§50 Configuration |Basic_Access_Policy_sso [ v|
Update

5. Click Update

Don't forget to click on Apply Access Policy to put your changes in effect!

7.8.3 Task - Testing Authentication across domains

1.

Open a Private web browser or clear your browser cache and go to the Virtual Server used earlier
https://basic.f5demo.com

You should be able to logon with - Username: user - Password: Agility1

Once successfully logged in, you will be presented with the same information page you observed
earlier.

. Now go to https://app2.f5demo.com. You should not be prompted to logon again!
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7.8.4 Task 4 (Bonus) - Authentication across domains & virtual servers

Repeat the previous steps, but for Forms_Access_Policy instead of Basic_Access_Policy.

Are you prompted for authentication when going from https:/forms.f5demo.com to
https://basic.f5demo.com?

Try changing the value for “Profile Scope” for Basic_Access_Policy and Forms_Access_Policy from
Profile to Global

*Troubleshooting tips:
Did you forget to Apply Access Policy ?

Verify the Domain Cookie configured on the SSO page. .. for both policies?
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Class 8: Troubleshooting Universal Access

Welcome to the Troubleshooting Universal Access Lab. These lab exercises will instruct you on how to con-
figure and troubleshoot common Access Policy Manager (APM) issues as experienced by field engineers,
support engineers and customers. This guide is intended to complement lecture material provided during
the course as well as a reference guide that can be referred to after the class as a basis for troubleshooting
APM in your own environment.

Expected time to complete: 4 hours

8.1 Getting Started

8.1.1 Timing for Labs

The time it takes to perform each lab varies and is mostly dependent on accurately completing steps. This
can never be accurately predicted but we strived to derive an estimate among several people each having
a different level of experience. Below is an estimate of how long it will take for each lab:

LAB Timing

LAB Name (Description) Time Allocated

minutes
LAB 1: APM Troubleshooting Lab Object Prep (GL?I? the
Do EITHER Lab 1 OR Lab 2 (not both)

inut
LAB 2: APM Troubleshooting Lab Object Prep (TMSH) 'S
Do EITHER Lab 1 OR Lab 2 (not both)

LAB 3: General Troubleshooting 5 minutes
LAB 4: Visual Policy Editor (VPE) and Session | 20 minutes
Variables

LAB 5: Command Line Tools 25 minutes
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8.1.2 General Notes

Provisioning Access Policy Manager (APM) is not required for basic Access Policy uses cases although
this has been provisioned for you ahead of time. This was done to save time as provisioning often requires
services to restart which takes away valuable lecture/lab time.

8.1.3 How to use this Guide
For each section, follow the instruction of the class moderator on when to begin. Carefully read and imple-
ment each item step by step.

Archives have been provided for each completed section and can be loaded if necessary at the beginning
of each section for prior labs. You can install the UCS archive by using the tmsh no-license option. For the
command syntax, refer to the following example:

tmsh load sys ucs [ucs file name] no-license

8.2 Lab Environment

8.2.1 Accessing the Lab Environment

To access the lab environment, you will require a web browser and Remote Desktop Protocol (RDP) client
software. The web browser will be used to access the Lab Training Portal. The RDP client will be used to
connect to the Jump Host, where you will be able to access the BIG-IP management interfaces (HTTPS,
SSH).

Your class instructor will provide additional lab access details.

8.2.2 Lab Network Setup
In the interest of focusing as much time as possible configuring and troubleshooting APM, we have provided
some resources and basic setup ahead of time. These are:

* Cloud-based lab environment complete with Jump Host, Virtual BIG-IP (VE) and Lab Server

+ Duplicate Lab environments for each student for improved collaboration

+ Virtual BIG-IP has been pre-licensed and provisioned for Access Policy Manager (APM)

Note: All work for this lab will be performed exclusively from the Windows jump host. No installation or
interaction with your local system is required.

If you wish to replicate these lab exercises in your own lab environment, you will need to perform these
steps accordingly. Additional lab resources are provided as illustrated in the diagram below:
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8.2.3 LAB Environment Diagram

Lab Environment

Student

RDPAccess [ ] (-10-1

Management VLAN
10.128.1.0/24

(1.1)

Dty

Internet

A

Jump Host §(.20.1

(.10.245)

External VLAN
10.1.10.0/24

Internal VLAN
10.128.20.0/24

(.20.25)

F5 BIG-IP
Lab Server

o Jumpron oo

8.2.4 Lab Components

The following components have been included in your lab environment:

* 1 x Windows Jump Host

* 1 xF5BIG-IP VE (v13.1)

* 1 x Windows Lab Server (AD/DNS/App)
The following table lists VLANS, IP Addresses and Credentials for all components:

Component VLAN/IP Address(es) Credentials
H ility/Agilityl
Jump Host - Management: 10.128.1.1 agility/agility
* Internal: 10.128.20.1
» External: 10.128.10.1
BIG-IP VE . Management: 10.128.1.245 admin/admin
« Internal: 10.118.20.245
« External: 10.118.10.245
Lab Server - Internal: 10.128.20.100 none
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8.3 Lab 1: APM Troubleshooting Lab Object Preparation (GUI)

Note: You only need to perform EITHER Lab 1 OR Lab 2. They accomplish the same goal, but using
different methods. Lab 2 gets the Lab Preparation using TMSH

The purpose of this lab is to preconfigure some objects that will be used throughout the other labs. These
objects are as follows:

» Domain Name Services (DNS) Resolver

» Network Time Protocol (NTP) Server

Access Policy (APM) AAA Server — Active Directory
Access Policy (APM) SSO Configuration — NTLMv1
Access Policy (APM) Access Profile

Local Traffic (LTM) Pool and Member

Local Traffic (LTM) Virtual Server

8.3.1 Connect to the Lab

fs BIG-IP Configuration Utility
F5 Networks, Inc.

LEATETE Welcome to the BIG-IP Configuration Utility.

bigip1.fSlab.com

Log in with your username and password using the fields on the left.
IP Address

10.128.1.245

Username

admin

Password

|..+..

1. Establish an RDP connection to your Jump Host and double-click on the BIG-IP Chrome shortcut on
the Windows desktop.

+ User: agility
+ Password: Agility1
2. Ignore the certificate warning.

3. Login into the BIG-IP Configuration Utility with the desktop icon (or Favorite link in Chrome) with the
following credentials:
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« User: admin

» Password: admin

8.3.2 DNS Resolver for System Configuration

System ‘ Setup Utility
File Management Local Traffic NTF
Certificate Management AWS _
Disk Management ovsSDB Hosis
Software Management App IQ SMTP
License S8HD
Resource Provisioning | i Upstream Proxy =
Plin-in=s

1. Create a DNS entry by selecting: System->Configuration->Device->DNS
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System » Configuration : Device : DNS

¢+ ~ Device * Local Traffic AWS v | OVSDB

Properties
Address:| 10.128.20.100
Add
10.128.20.100 al
DNS Lookup Server List
| Edit || Delete || Up || Down |
Address:'
| Add
BIND Forwarder Server List
| Edit || Delete |[Up || Down|
Address:| agilitylab.com
Add
localhost -
DNS Search Domain List agilitylab.com
| Edit || Delete || Up || Down |
DNS Cache
IP Version IPvd v
| Update |

2. In the Properties Section for DNS Lookup Server List, enter 10.128.20.100 in the Address field and
click the ADD button.

3. Scroll down to the DNS Search Domain List section and enter agilitylab.com in the Address field and
click the ADD button.

4. Click the UPDATE button at the bottom of the page to save the changes you just made.

358



8.3.3 NTP Server for System Configuration

System | Setup Utility

File Management Local Traffic MNTF

Certificate Management AWS DNS

Disk Management oWvsSDB Hosts

Software Management App I SMTF

License | S5HD

Resource Provisioning Upstream Proxy =

| Plug-ins

1. Create a NTP entry by selecting: System ? Configuration ? Device ? NTP

System » Configuration : Device : NTP

1 ~ Device

Properties
Address: 10.128.20.100
Add
[10.128.20.100 =
Time Server List
i Edit || Delete
Update

2. In the Properties Section for Time Server List, enter 10.128.20.100 in the Address field and click the
ADD button.

3. Click the UPDATE button at the bottom of the page to save the changes you just made.
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8.3.4 Access Policy (APM) AAA Server — Active Directory Object Creation
I

[% Traffic Intelligence rRADIUS
Ac ion LDAF
ofey Access SecurlD
Cwvendiew HTTF
Profiles f Policies Cracle Access Manager

Authentication 3 OCSP Responder

i el RE o e

1. Create a new AAA Server Object of type Active Directory by selecting: Access ? Authentication ?
Active Directory

Create.

| Access Profiles | Per-Reguest Policwy = Partition / Path 1P Address/Pooal

2. Click the CREATE button on right side of page.
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Access » Authentication :» MNew Server...

General Properties

Mame LAB_AD_AAA
Type Active Directory
Configuration
I Domain Mame | agilitylab.com| ®
Server Connection () Use Pool @ Direct

Domain Controller

Admin Mame

Venfy Admin Password

|
|
Admin Password |
|
|

Group Cache Lifetime 30 Days
Password Security Object
Cache Lifetime I 30 1=
Password Security Object
Cache Lifetime I 30 Bz
Kerberos Preauthentication
Encryption Type IND"E
Timeout | 15 seconds

| Cancel || Repeat | | Finished |

Under General Properties type LAB_AD_AAA in the name field.

In the Configuration Section, Click the radio button option next to Direct in the Server Connection row.
In the Domain Name field enter agilitylab.com

Leave the Domain Controller, Admin Name and Admin Password fields blank for now.

N o g A~ o

Click the FINISHED button at the bottom of the page to save your changes.
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8.3.5 Access Policy (APM) SSO Configuration — NTLMv1

Use the following additio
Il Access configured the system us
=)
. e« System Device Certi
Overview . DNS
i « MNTF
Profiles / Policies . SNMP
Authentication « User Authentication
Single Sign-0On 8  HTTFP Basic
Federation NTLMV1 " ® B
Caonnectivity /VFMN MTLKW2 ty
1. Create a new SSO Configuration Object of type NTLM by selecting: Access ? Single Sign-On ?
NTLMV1
|55C:|H'I.eihcn:l|.ﬁccess?rcﬁles F"ortajA.ccesleng|¢F‘a’ﬁtinnj‘Path

2. Click the CREATE button on the right side of the page.
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Access » Single Sign-On » New 550 Configuration...

General Properties: IEﬂﬁiE .

I Name | Agility_Lab_SSO_NTLM
SO Method NTLMV1
Log Settings |From Access Profile

Credentials Source

lUsermname Source

Password Source

Domain Source

5e55i0n.550 token last username

se55i0n.550.token last password

session.logon.last.domain

550 Method Configuration

Username Conversion

NTLK Domain

[ Enable

| Cancel || Finished |

3. In the Name field enter Agility_Lab_SSO_NTLM
4. Click the FINISHED button at the bottom.
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8.3.6 Access Policy (APM) Access Profile Creation

Lse the following additiol

EE] Access configured the system us
. » System Device Certil
Cverview « DNS
Profiles / Policies r | Access Profiles
(Per-Session
Authentication Policies) W
Single Sign-Cn FPer-Request

Mimlimimem

1. Create a new APM Profile Object of type ALL by selecting: Access ? Profiles/Policies ? Access
Profiles (Per-Session Policies)

Cimport_|

= Appication [ = Fronie Type | FerSession Foticy || Expon | Copy,||Loms [[Mitual Severs | < carttion £ matn

Aa (none) nomey  (none) Common

2. Click the CREATE button on the right side of the page.

Access » Profiles [ Policies : Access Profiles (Per-Session Policies) »» New Profile...

General Properties

MName | Agility-Lab-Access-Profile
Parent Profile access

Profile Type Al v

Profile Scope

3. In the Name field enter, Agility-Lab-Access-Profile
4. In the Profile Type drop down list select All

5. In the Profile Scope drop down list select Profile

sottings Custom

Inactivity Timeout [00 seconss ‘
Access Policy Timeout |30 | seconds ‘ ‘
Maximum Session Timeout W setonds ‘
gémmm Authentication Failure [2—' seconds ‘
mg?mm Authentication Failure ,57 seconds ‘
Max Concurrent Uisers (1] ‘
Max Sessions Per User 'ﬂ'— ‘
'éﬁ’-.: rl:lﬂ :mprau Smmlons Per | ‘
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6. In the Settings section click the checkbox to the right of Access Policy Timeout and change the value
from 300, to 30, seconds.

Language Seltings
Additional Languages Adas (aa) T | jAdd
Accepled Languages Fathory Builtin Languages
|English (en) - Japangse (ja)
Chinese (Simplified) (zn-cn)
Chinese (Traditional) (zh-tw)
Korean (ko)
Languages == spanish (es)
>z | Franch ifr)
— Garman (de)

Default Language English {en)

Cancel || Finishea |

7. Scroll the bottom of the page and in the Language Settings section, click to highlight English in the
Factory Builtin Languages box, then click the left << arrows to move it to the left box labeled Accepted
Languages.

8. Click the FINISHED button at the bottom of the page to save your changes.
8.3.7 Local Traffic (LTM) Pool and Member Creation

@;:-El Local Traffic

MNebtwork Map

Wirtual Servers
Policies
Profiles
Ciphers
iRules

Modes Statistics

1. Create a new LTM Pool and Member by selecting Local Traffic ? Pools? Pools List

= Description | < Application | Members | = Partition ¢ Path

2. Click the CREATE button on the right side of the page.
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Local Traffic » Pools : Pool List »» New Pool...

Configuration: |335iﬁ .

Name | Agiity-Lab-Pool
Description |
Active Available
[Commaon _
Health Monitors ﬂgtpmb'_'ﬂmﬂ A
hitp_head_fs = WV
https
Resources
Load Balancing Method [Round Robin
Priority Group Activation |Disabled .
® New Node O New FQDN Node
Node Name: | (Optional)
Address: | 10.128.20.100) X
Senvice Port | 80 [HTTP
New Members
Node Name | Address/FQDN | Service Port | Auto Populate | Priority
10.128.20.100 1012820100 80 0

[ Cancel || Repeat | | Finished |

In the Name field enter Agility-Lab-Pool

In the Resources section, in the New Members area, enter 10.128.20.100 in the Address field.
In the Service Port field, enter 80, or select HTTP from the drop-down menu.

Click the ADD button

Click the FINISHED button at the bottom to save your changes.

N o o s~ o

8.3.8 Local Traffic (LTM) Virtual Server Creation

This lab will walk you through creating the Virtual Server we will use during the course of the lab. This
Virtual Server will be used to associate Access Policies which will be evaluated when authenticating users.
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| Cancel || Finished |

['fgj Local Traffic

Network Map
Policies Virtual Address List
Profiles Statistics

1. Create an new Virtual Server by selecting Local Traffic ? Virtual Servers ? Virtual Server List

|¢ Description | = Application | = Destination | = mpartl = Typel Resources | < Partition / Path

2. Click the CREATE button on the right side of the page.

Local Traffic » Virtual Servers : Virtual Server List » MNew Virtual Server...

General Properties

I Name | | Agllity-LTM-VIP
Description |
Type | standard B
Source Address |
Destination Address | 10.128.10.100
Service Port | 443 [HTrs T[]

Motify Status to Virtual Address v

State Enabled |~

3. Under the General Properties section, in the Name field enter Agility-LTM-VIP
4. In the Destination Address field enter 10.128.10.100

5. In the Service Port fields enter 443, or select HTTPS from the drop-down menu
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Configuration: |Basic ~]

Protocol TCP
Protocol Profile (Client) [tcp
Protocol Profile {Server) [(Use Client Profile)
HTTP Profile [ http
HTTP Proxy Connect Profile |Nene
FTP Profile MNone
RTSP Profile MNone
Selected Available
ICommon ICommon
SSL Profile (Client) hME- clientssl-insecure-compatible A
clientssl-secure
crypio-server-defauli-clientssl W
splitsession-defauli-clientss]
Selected Available
ICommon
SSL Profile (Server) apm-default-serverss ~
crypto-client-default-serverssl
peoip-default-servarss v
serverssl
SMTPS Profile MNone
Client LDAP Profile MNone
Server LDAP Profile MNone
SMTP Profile Mone
VLAN and Tunnel Traffic [ All'VLANS and Tunnels + |
Source Address Translation Auto Map

6. Under the Configuration section, in the HTTP Profile field use the drop-down menu to select http

7. In the SSL Profile (Client) field select clientssl from the Available profiles then use the << left arrows
to move it to the Selected box.

8. Ensure VLAN and Tunnel Traffic is set to All VLANs and Tunnels

9. In the Source Address Translation field select Auto Map from the drop-down menu.
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Access Policy

Acceaess Profile |Agi|it:,r—Lab—Access—F'rc:ﬁle et |
Connectivity Profile - IN-::ne ~ |
Per-Request Palicy |H-::|r1e.- v|
DI Profile | Mone ~ |
Application Tunnels (Java & Per-
App VPN 1 Enabled
OAM Support 1 Enabled
ADFS Prosy [ Enablea
Fingacocess Profile IN-::ne v|
10. Scroll down to the Access Profile section, select Agility-Lab-Access-Profile from the drop-down
menu.
Default Persistence Profile | Mone -~
Fallback Persistence Profile | None E

'_ Cancel Repeat Finished

11. Click the FINISHED button to save your changes.

8.4 Lab 2: APM Troubleshooting Lab Object Preparation (TMSH)

Note: You only need to perform one of Lab 1, 2, or 3. They accomplish the same thing only in different
ways. Lab 2 gets the Lab Preparation using TMSH

The purpose of this lab is to preconfigure some objects that will be used throughout the other labs. These
objects are as follows:

» Domain Name Services (DNS) Resolver

* Network Time Protocol (NTP) Server

» Access Policy (APM) AAA Server — Active Directory
Access Policy (APM) SSO Configuration — NTLMv1
Access Policy (APM) Access Profile

Local Traffic (LTM) Pool and Member

Local Traffic (LTM) Virtual Server
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8.4.1 Connect to the Lab via SSH

fs BIG-IP Configuration Utility
F5 Networks, Inc.

[+ T Welcome o the BIG-IP Configuratian Utlity.
bigip1.f5lab.com

Log in with your username and password using the fields on the left.
IP Address

10.128.1.245

Username

admin

Password

|.....

1. Establish an RDP connection to your Jump Host and double-click on the BIG-IP Chrome shortcut on
the Windows desktop. - User: agility - Password: Agility1

2. Ignore the certificate warning.

3. Login into the BIG-IP via SSH using putty and the following credentials: - User: root - Password:
default

4. Log in to tmsh by typing the following command: tmsh

8.4.2 DNS Resolver for System Configuration (TMSH)
1. To add a name server to your /etc/resolv.conf file, use the following command syntax, replacing <IP
addresses> with your IP addresses:
modify sys dns hame-servers add { <IP addresses> }

2. To add domains to your search list use the following command replacing <domains> with the domain
you wish to add:

modify sys dns search add { <domains> }
3. Configure as follows:
modify sys dns hame-servers add { 10.128.20.100 }
modify sys dns search add { agilitylab.com }
save sys config
4. To verify, use the following command: list sys dns
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You should see the following reply: :

8.4.3 NTP Server for System Configuration (TMSH)

1. To configure one or more NTP servers for the BIG-IP system, use the following command syntax:
modify sys ntp servers add {hostname hostname....}

2. Configure as follows:
modify sys ntp servers add { 10.128.20.100 }
save sys config

3. To verify, use the following command:

list sys ntp

me) (hotive) (fCommon) (tmos)# 1

You snould see the following reply: B

8.4.4 Access Policy (APM) AAA Server — Active Directory Object Creation (TMSH)

1. To configure an Active Directory AAA Server object, use the following command syntax:
create apm aaa active-directory <name> domain <domain-name> use-pool <disabled>

2. Configure as follows:
create apm aaa active-directory LAB_AD_AAA domain agilitylab.com use-pool disabled
save sys config

3. To verify, use the following command:

list apm aaa

You should see the following reply: B

8.4.5 Access Policy (APM) SSO Configuration — NTLMv1 (TMSH)

1. To configure an NTLMv1 SSO profile, use the following command syntax:
create apm sso ntimv1 <profile_name>
2. Configure as follows:

create apm sso ntimv1 Agility_Lab_SSO_NTLM
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save sys config
3. To verify, use the command:

list apm sso

8.4.6 Access Policy (APM) Access Profile Creation (see GUI steps)

Note: In order to gain familiarity with the Visual Policy Editor, please follow the GUI method of Access
Policy creation: https://ua230-troubleshooting-2018-dev.readthedocs.io/en/latest/class4/module1/module1.
html#access-policy-apm-access-profile-creation

8.4.7 Local Traffic (LTM) Pool and Member Creation (TMSH)

1. To configure a LTM Pool and Pool members, use the following command syntax:
create Itm pool <pool-name> members add { <IP-addr>:<service-port> }

2. Configure as follows:
create Itm pool Agility-Lab-Pool members add { 10.128.20.100:80 }
save sys config

3. To verify, use the following command:

list Itm pool

8.4.8 Local Traffic (LTM) Virtual Server Creation (TMSH)

1. To configure a virtual server, use the following command syntax:

create Itm virtual Agility-LTM-VIP { destination 10.128.10.100:443 profiles add { clientssl http
Agility-Lab-Access-Profile } vlans default source-address-translation { type automap } }

2. Configure as follows:

create Itm virtual Agility-LTM-VIP { destination 10.128.10.100:443 profiles add { clientssl http
Agility-Lab-Access-Profile } vlans default source-address-translation { type automap } }

save sys config
3. To verify, use the following command:

list Itm virtual

8.5 Lab 3: General Troubleshooting

In this lab exercise, you will learn where to look and what to look at when an Access Policy is not successfully
allowing access or not performing as intended.
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8.5.1 Questions to ask yourself (LAB3)

N o o Mo

. Do we have proper Network Connectivity?

Are there any Upstream/Downstream Firewall Rules preventing APM to be reachable or to reach

destination targets it requires to access?
Do we have DNS setup properly?
Do we have NTP setup properly?
Are we receiving any Warnings or Error messages when we logon?
Are there any missing dependencies?
Time to check on our Sessions under Manage Session Menu
(a) What can we see from the Manage Session Menu?
(b) If we click the Session ID link what more information is available?
(c) Is Authentication Successful or is it Failing?
(d) Is the user receiving the proper ENDING ALLOW from the Policy?
Time to Review the Reports information for the Session in question

(a) What information is available from the ALL SESSIONS REPORT?

(b) Can we review the Session Variables for the user’s session from the ALL SESSION REPORT?

If YES then Why however If NO then WHY?

Can the BIG-IP TMOS Resolve the AAA server by Hostname and by Hostname.Domain?

(a) Is the AAA reachable over the network, no Firewalls blocking communication from BIGIP Self-IP?

8.5.2 Verify DNS is setup from the CLI of the BIG-IP

Perform the following steps to verify DNS is correctly configured:

1.

Click on the PUTTY (SSH client) to access the BIG-IP CLI
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% PuTTY Configuration

Category:

Session
Legging

Terminal
Keyboard
Bell
Features

Window
Appearance
Behaviour
Translation
Selection
Colours

Connection
Data
Proxy
Telnet
Rlogin

H SSH
Serial

About

Basic options for your PuTTY session
Speaify the destination you want to connect to
Host Name (or IP address) Port

10.128.1.245 22

Conneclion type:

Raw Telnet Rlogin (@) SSH Senal

Load, save or delete a stored session

Saved Sessions

Bgilitylab
Default Settings Load
agilitylab
Saye
Delete

Close window on ext:

Always Never @ Only on clean ext
Open [ Cancel
—

2. Click on the agilitylab Saved Session and click Load

3. The click on OPEN

Alternatively, you can simply double-click on the agilitylab Saved Session to open the session

r

4. Logon as root with password default if necessary (you should logon automatically)
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5. From the CLI type dig agilitylab.com and then press enter
6. The following results should be reviewed and verified.

7. If DNS is properly configured you should receive the returned IP address of 10.128.20.100

0 = iwve:Sctandalone] config # nslookup

. AUV oo

8. From the CLI type nslookup and then press enter.

9. Type agilitylab.com and then press enter
10. The following results should be reviewed and verified.
11. If DNS is properly configured you should receive the returned IP address of 10.128.20.100
12. Exit nslookup by typing exit

8.5.3 Verify NTP is setup from the CLI of the BIGIP

Perform the following steps to verify NTP is correctly configured:

1. From the CLI (via PuTTy —SSH Client) ... . type ntpq —pn and then press enter.

2. The following results should be reviewed.
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3. If time is out of sync by too much of an offset you can update the local time using the following
command:

date MMDDhhmmYYYY

8.5.4 Manage Sessions within the Access Policy Manager menu

We use the Manage Sessions menu to view general status of currently logged in sessions, view their
progress through a policy, and to kill sessions when needed.

STEP 1

C | https://10.128.10.100

1. Open a USER session to APM through a new browser window by navigating to your first Virtual Server
IP Address created in LAB 1 (10.128.10.100)

€ C' | | ] https://10.128.10.100/vdesk/hangup.php3

f5

Your session could not be
established.

The session reference number: ea45812d

Access was denied by the access policy.
This may be due to a failure to meet
access policy requirements.

If you are an administrator, please go to
Access Policy >> Reports : All Sessions
page and look up the session reference
number displayed above.

To open a new session, please click here,
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2. Did you receive an error message? If so, take note of the Session Reference Number
TEST 1

Access Policy » Manage Sessions

¥ - Cument Sessions

—

Display Options
Auto Refresh [Disabied [~ ]|Refresh

Total Active Sesslons

Active Session Count 0
iEaah)
|¥| [~ Status © Session ID = Logen = Client IP 4
Ne records to display,
| Kill Selected Sessions |

1. In the browser window, you are using to manage the BIG-IP, navigate to Access ? Overview > Active
Sessions menu.

2. Review the Manage Sessions screen, is there an Active Session? If not then why?
STEP 2

= se the following addition
E@ Access configured the system us

. « System Device Certil
Crverview . DNS
Profiles / Policies F | Access Profiles
(Per-Session
Authentication Policies) W k
Single Sign-Cn Fer-REequest

1. Now open the APM Visual Policy Editor (VPE) for the policy created/loaded in LAB | by navigating to
Access ? Profiles/Policies -> Access Profiles (Per-Session Policies) menu.

ACTHES PORCY . ACCELS Profies | ACCES

Appean Peolia Lt

.-

& dsphraben © Prods Trps  Access Polcy Eaport  Copy  Lege \-ermht:l'uh:l-
L' & Em Eapent  Copy  delaulid-srBe]  daly LTWAF  Commen
2. Then click the Edit link in the row that has the name of your Access Profile you are working with
currently. (Agility-Lab-Access-Profile)
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fs

Access Policy: /Common/Agility-Lab-Access-Profile | et enings | (endngs: akow, Deny [defaut])
(o -2+ Ty |

| Add New Macro |

3. This will either launch a new browser or new tab depending on your browsers settings to display the
APM Visual Policy Editor (VPE). The first policy we created was never edited to add any additional
tasks that would instruct APM on what Actions it would need to take/enforce throughout a Policy

Execution for the user’s Session. So we will now adjust the policy and retest to see if we receive some
new results.

fs

Access Policy: /Common/Agility-Lab-Access-Profile | edit endings | (endngs: aow, Deny [defaut])
[t =+ o |

: Add New Macro

4. Click on the + symbol between the Start and ending Deny objects.




|B egin typing fo search |

Logon fAuthentication] [Assig nment] [ Endpoint Security Server-Sideﬂ f Endpoint Security CIient-Sideﬂ fGeneraI Purmse]

Citrix Logon Prompt Configure logon options for Citrix clients
External Logon Page Redirect user to externally hosted form-based web logon page
HTTP 401 Response HTTP 401 Response for Basic or SPNEGO/Kerberos authentication
HTTF 407 Response HTTF 407 Responss for Basic or SPNEGO/Kerberos authentication
. Logon Page ‘Web form-based logon page for collecting end user credentials (used with most deployments)
QAuth Logon Page QAuth Logon Page used for OAuth Client authentication
Virtual Keyboard Enables a virtual keyboard on the logon page for entering credentials
VMware View Logon Page Display logon screen on VMware View clisnts

Cancel | | Add Item

Help

5. This will pop up the Actions window where we can select from several Actions we wish to associate
with our policy. On the Logon tab select the Logon Page radio button and then click the ADD ITEM

button at the bottom of the page.
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Nane:]LangBge [
Logon Page Agent
|5pldmuhﬁunﬁ.ll.hﬂ'rm |H°_'_
| CAPTCHA Configuration [toae[=]
Type Post Variable Name Session Variable Name Values  Read Only
1 et =] [username o T+
A r=TIo N T — o e
3 [none e fhaz ] [no T=]
4 [none T3] [eias ] No (v
5 [oone [ [ho T=]
‘Customization
|mume "mt_ | Reset all defoults |
Secure Logon <be> for FS Networks
Form Header Teod
I:?MWMFW ||Usermame
Logaon Page Input Fleid |[rassword
2
||Logan
Legan Button
iont knge [Beptace Image] [Revest to Default]
||Sav\el’mwd

m

6. Click the SAVE button on the Logon Page properties window.

fs I Apply Access Policy

Access Policy: /Common/Agility-Lab-Access-Profile (Endings: Alow, Derry [defauk])

| Add New Macro |

7. Then click the Apply Access Policy link on the top left of the page.

TEST 2

' MNew Tab

C | https://10.128.10.100

e —

1. Restart your session to APM. (https://10.128.10.100)
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Secure Logon
for F5 Networks

Username

Password

|

Logon

2. Did you receive and error this time? Or did you receive a Logon Page?

Access » Overview : Active Sessions

4 + Aclive Sessions
I

Access Reporis | QAuth Reporis | SWGReporls v | F5 Adaptive Authentication (MFA) Reports | Event Logs

Display Options
Auto Refresh Refiesh
Refresh Session Table

Total Active Sessions
‘ Active Session Count ‘ 1

0 | searen
‘Bsms‘@ 4 BytesIn

0 @ B 700afea  Viw nfa 10128.10.1 /Common/Agility-LTM-VIP 2018-08-26 18:11:33 2018-06-28 18:12:31 3020 5840 nia
1Al @nlartnd Canninnn

4 User | = ClientIP | = Virtual Server + Btart Time = Expiration % Bytes Out | = Se

+ SessonlD \\fariaues

3. Open your browser or tab for managing APM and open the Active Sessions menu again.

4. |s there now an Active Session displayed on the page? If you were already on this page you may
need to click the Refresh Session Table button.

5. What does the Status Icon look like? Is it a Green Circle or a Blue Square?
6. Is your username displayed in the Logon column?

7. Click on the Session ID for your session, this will open up a Session Details window.
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Session Details - f49bfabb *

2 Export to CSV File | 2 iew Report Constraints Current default report name: "All Sessions™

Local Time Leg Message
2017-05-24 12:52:46

JCommondAgility-Lab-Ac cess-Profie: Commen:f45bfabb: Received User-Agent header: Mozilla/S.0 (Windows NT 6.1; Wing4; x64) AppleWebKit/'537.28 (KH..
2017-05-24 12.58:46

JCommondagility-Lab-Ac cess-Profie: Commen:f4Sbfabb: New session from client IP 10.128.10.1 {ST=/CC=/C=) at VIP 10.128.10.100 Listener /Commeon/Ag. ..

8. In the Session Details window, we can see some information about the session up to the point that
the policy has executed so far.

] 1} 3
Built In Reports +
Custom Reports + = .

Page 1 of 1 &

9. Further down there is a reports section titled Built-In Reports, click that to open the list of built in
reports.

=l Session Reports

All Sessions

Bad IP Reputation Sessions
Current Sessions

Session Details

Session Variables

Sessions by Geolocation

10. Scroll down to see the list of Session Reports and click the Current Sessions line and select Run
Report from the pop up window.

Session Details - 4f38124d Current Sessions
& Export to CSV File Current default re
Local Time Session ID Logon Session Variables State

2015-06-14 23:5413  4F38124D View Session Variables

11. Do you see your Session ID displayed in the list of current sessions? If not then why?
TEST 3
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S

Secure Logon
for F5 Networks

Username
|student

Password

sessaesd

Logon

1. Return to the browser or tab you are using for access to https://10.128.10.100. Restart a new session
if necessary.

2. Next logon to the APM Logon page with:

* Username: student

» Password: password

f5

Your session could not be
established.

The session reference number: 323ab12d

Access was denied by the access policy.
This may be due to a failure to meet
access policy requirements,

If you are an administrator, please go to
Access Policy >> Reports : All Sessions
page and look up the session reference
number displayed above.

To open a new session, please click here

3. Did you receive and error after logging on? If so note the Session Reference Number.
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Access Policy » Manage Sessions

# -~ Current Sessions

Display Options

Auto Refresh

Disabled v ||Refresh|

| Refresh Session Table |

Total Active Sessions
Active Session Count [ 0

||searcn|
'v| [~ Stas | [+ |+ SessionID |Variables |« user < ClientiP

< Star
Mo records to display.
| Kill Selected Sessions |
4. Review the Manage Sessions menu, is your session listed?
IUse the following additior
E‘@ Access

configured the system usi

. : . tif
Overview - Active Sessions

Frofiles [ Policies

Authentication DAuth Reports % b

Crirmmlo Crime e CYViALT Moo rbe

5. Navigate to Access -> Overview ? Access Reports. When prompted Click Run Report.

All Sessions ©

& Export to SV Fila | | 2] Show in Popup Window [E] View Report Constraings | s i | Cusrent defaull fepart name:

Country  Continent

Local Tema Session D Logon Actve  Session Variables Stata
2015-06-15 06:17:55  323AB120 student N Wiew Sassion Vanables

6. Do you see your Session ID listed in the list of All Sessions? Is the username listed in the Logon
column?
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All Sessions Session Details - 323AB12D
& Export to CSV File | | =] View Report Constraints | i+ Set to default report | Cu

Local Time Log Message

2015-06-1506:17:55  Received User-Agent header: Mozilla%2{5 0%20{Windows%20NT %206 1%3b%20WOWE
2015-06-15 061755  Received client info - Type: Mozilla Version: 5 Platform: Win7 CPU: unknown Ul Mode: Fu
2015-06-1506:17:55  New session from client IP 10,128,101 (ST=/CC=/C=) at VIP 10.128.10.100 Listener
2015-06-1506:22:48  \N: Session deleted due to user logout request

2015-06-1506:22:48  Usemame "student’

2015-06-1506:22:48  Following rule fallback' from item 'Logon Page' to ending 'Deny’

2015-06-15 062248  Access policy result: Logon_Deny

2015-06-1506:23:26  Session statstics - bytes in: 8530, bytes out: 12420

7. Click the Session ID to open the Session Details window.
8. Do you now see more information in this Sessions Details compared to the previous one we reviewed?
9. Is the username listed in the details?

10. In the Session Details screen we can see some important troubleshooting information, for example
just below the username row we see a line that states that the Policy followed a path or branch
called Fallback out of the Logon Page object to an Ending “Deny” thus the Access Policy Result was

Logon_Deny.
All Sessions * Session Details - 323AB12D *
S Export to CSV File | J View Report Constraints Cunrent defaull reporl name;
Local Tema Session ID Logon Actree  Session Variables State Country Continent
2015-06-15 08:17:55  J23AB120 sludent M Wiew Seccion Vanables

11. Now click back on the All Sessions tab at the top.

12. In the row for this session look to the right of the Logon column. You will see the next column states
that the session is not Active. Now click the View Session Variables link in the next column.

Al Sessions Session Variables - 323ab12d *
& Export to CSV File | j View Report Constraints | e Set to default report
Local Time Session Variable Mame Session Variable Value

13. Do you see a lot of information recorded for Session Variables for this session? If not, then why?

8.6 Lab 4: Visual Policy Editor (VPE) & Session Variables

This lab will go a little deeper into understanding the Visual Policy Editor and Session Variables.

8.6.1 Questions to ask yourself (LAB4)

» Does the VPE Flow look correct?
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* Does the VPE have the proper ENDING assigned to the appropriate BRANCH?
* Are your connection attempts following the intended VPE BRANCH/PATH during your test?

— How could you alter the VPE to allow for better trouble shooting or pausing of a policy execution
and termination?

» How can | pause the Policy Execution or Termination to review the session variable in Reports?
» What are VPE Actions?

+ Are the Correct Session Variables being sent to the AAA Object?

* How can we GET or SET Session Variables in the VPE?

» How could | preserve the originally requested URI from the Client to pass to the internal server after
APM authentication has complete?

8.6.2 Visual Policy Editor (VPE) Workflow, Actions, Branches, Endings

The Visual Policy Editor (VPE) is a screen on which to configure an access policy using visual elements.
We have used it a few times already throughout our previous labs. This is meant to both review and explain
in a bit more detail what the available Visual Policy Editor conventions are.

This table provides a visual dictionary for the Visual Policy Editor (VPE).
Visual Policy Editor (VPE) Visual Dictionary
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Rename / Settings | [ Edit Terminals

Element Description Visual ele-
type ment
foback ,  §IRTY
Initial  Ac- | When an access profile is created, usually an initial access policy is also ‘Addﬂi|
cess Policy | created.
Start
Start Every access profile contains a start. -
. . , falback
Branch A branch connects an action to another action or to an ending. —
Add an ac- | Clicking this icon causes a screen to open with available actions for selec- -
tion tion.
e
1 Logon Page |-
Action Clicking the name of an action, such as Logon Page, opens a screen with
properties and rules for the action. Clicking the x deletes the action from
the access policy.
#
a0 Auth
Action that | The red asterisk indicates that some properties must be configured. Click-
requires ing the name opens a screen with properties for the action.
some con-
figuration
{ Allow
Ending Each branch has an ending: Allow or Deny.
|
Select Ending:
Allow O
Configure Clicking the name of an ending opens a popup screen. @ Deny O
ending
Add Mew Magra
Add a | Opens a screen for macro template selection. After addition, the macro is
macro for | available for configuration and for use as an action item.
use in the
access
policy
‘ Add New Macro
MaCI'O: AD_AUth (Terminals
Macro Added macros display under the access policy. Clicking the plus (+) sign
added for | expands the macro for configuration of the actions in it.
use
Access Policy: /Commpn/plain  [Editendings | (Endngs: Alow,
[T e [PV s
[ Add New Macro |
% [E Macro: AD_Auth |
Dfaﬂha(k ?" Suckessful @
Macro- Clicking the Macrocall name expands the Macro in the area below the Ac- —
call in an | cess Policy.
Access

Policy




8.6.3 Pausing the APM Policy Execution for Troubleshooting — The Message Box

Now that we have reviewed/refreshed our memory on VPE conventions lets edit our policy we were pre-
viously working on to add some more actions. This section we show a great tool for troubleshooting a
policy that may have been reaching an ENDING DENY and closing the APM session too rapidly for proper
inspection during the troubleshooting phase.

STEP 1

Aocers Policy o Rocern Profiles
o -

Mk Profle Lt Ascadd

Senith Crems.. g
¥ | v| G . NaE © Apphowion ¢ Frofs Type Access Pobty Expori  Copy  viusl Berven = Parmos | Fam
L LMok - A & Est Expanl . Coy.. AgltyLTRAVIP =]

1. Navigate to Access ? Access Profiles ? Profiles/Policies -> Access Profiles (Per-Sessions Policies).
Click Edit next to Agility-Lab-Access-Profile to open the Visual Policy Editor (VPE).

Access Policy: /[Common/Agility-Lab-Access-Profile | edtendings | (endings: atlow, Deny [default])

fallback =7 Fallback

Add New Macro

2. After the Logon Page object, on the fallback branch, click the + symbol to open the Actions window.

D few Cresdn 0 pusiorr Gocmsce page =it ben choom fo Seply i B s

[l Cortsprs el g for rocssroreg

g L o Dl ey Brat B,

By Erert By = @y ACENTEE. PN AT IWENT poprd o own wil oo (Bl

e e e rch ' o B oo -l e -detebae

LR L) S S, Bl han'e, i bled P’ TR i e ]
W Hyase Creste p ponbers ey o dagies b Py o] g, wil prpepd, Sy cordear

Gl el e

3. Click on the General Purpose tab and then click the radio button next to Message Box and click the
ADD ITEM button at the bottom of the page.

388



1 I
| Properties | [ Branch Ruses |
Pearvel Message Bis ]
Hasuags Bay
Cusbessiration
Large |-"."'. Rt al defauits
Pheaaes ok s Bl Deslony DO DOIVEINRE.
Heidege
rﬂmwm
L=k
Cargpl E

4. Click the SAVE button on the next window

Access Policy: /Common/Agility-Lab-Access-Profile | edtendings  (Endings: Allow, Deny [defaut])

| Add New Macro

5. Now client the ending Deny.

7
Select Ending:

@ Allew O

) Deny O

| Cancel | | Save | Help |

6. In the pop-up window change it to Allow and click the SAVE button.
fs | Apwty fcuess Py
Access Policy: /Common/Agility-Lab-Access-Profile | r indngs | (s s, Doy [t ])

7. Then click the Apply Access Policy link at the top left.
TEST 1
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f5

Secure Logon
for F5 Networks

Username
‘student

Password

sesnennd

Logon

1. Return to the browser or tab you are using for access to https://10.128.10.100. Restart a new session
if necessary.

* Username: student

» Password: password

S

Please click the link below to
continue.

lick h ntin
2. Did we receive an error this time after the logon page?

3. Did the Message Box display?
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Access » Overview : Active Sessions

% - | Active Sessions Access Reports OAuth Reports -~ |s eports ~ | F5 Adaptive Authentication (MFA) Reports | Event Logs -

Display Options

| Auto Refresn | [5seconds v |[Stop| Refresn
Refresh Session Table
Total Active Sessions
| Active Session Count | 1
|[search|
|[=] Status | [#) | + session 1D | variabies | ~ User | < client 1P | + virtual server + Start Time + Expiration + Bytes In |+ Byte
= Q@ B 6e9%e2b15 View student 10.128.10.1 J/Common/Agility-LTM-VIP 2018-06-28 18:18:48 2018-06-28 18:19:24 0 o

Kill Selected Sessions

4. Keep the message box display there and move to the other browser to review the Manage Sessions
menu.

5. Does the Manage Sessions menu show the Username this time?

6. Is the Status showing a Blue Square or Green Circle? Why?

Session Details - 58098487 ~

& Exportto CSV File | r - [7] view Report Constraints Current default repert name: "All Sessions”

Local Time Leg Message

2015-06-24 21:31:16  Recelved User-Agent header; Mozilla%215.0% 20(Windows%20NT%206, 1% 3b%20WOWE4 ) 1 20Apple
2015-06-24 21:31:16  Received client info - Type: Mozila Version: § Platherm: WinT CPLU: unknewn Ul Mode: Full Javaseript 2
2015-06-24 21:31:116  Mew session from clent IP 10.128.10.1 (ST=/CC=/C=) at VIP 10.1258.10.100 Listener /Comman/Agility-
2013-06-24 21:31:31  Usemame "student’

2015=06-24 21:32:09  \N: Session deleted due to user inactivity or errors.

7. Click the session ID to review the details for any new messages.

8. If things worked correctly you should see a message in the details stating, “Session deleted due to
user inactivity or errors”

Session Expired/Timeout

Due to user inactivity, your session expired. Click the following link to start a new session.
Start a new session

9. If you look back at the other browser window you should notice a Session Expired/Timeout message
is being displayed.

STEP 2

Acers Policy 1 Aocens
[

At Profle

F Laath e | Impeort.
CINERE -~ T T o Apphiason © Prodls Type Acceds Pobcy Espont  Capy  Vieusl Bareen = Pammos | Pas
w Agglity-L M- Proile A B Bsu Eupar  Copy  AgltyLTREVP [ ]

1. Navigate back to Access ? Profiles/Policies ? Access Profiles (Per-Session Policies). Click on Agility-
Lab-Access-Profile
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Access Policy o Aocess Proliles @ Access Prodibes. List

0 = Properss

General Progeites

M Agity-Lab- Bz ek Frofis

Parption | Path Comesn

Parert Prodie ICELE

Protie Type Al

Settings Counpham
Inactiviy Timeout |m Rl

Aziwid Poby Trrsin [ 20 secondh o

2. Access Policy Timeout from 30 seconds back to 300 seconds by removing the check from the custom
column.

3. Click the UPDATE button at the bottom of the page.
| Appiy Access Policy
F m' Access Policy » Access Profiles : Access Profiles List » A

¥ ~ Properties

Access Policy » A

% » Access Profile List ¢ CAPTCHA Configuration List NTLM

. S
v [C] Status = Name
vl g Agility-Lab-Access-Profile

| Apply Access Policy |

5. Finalize the update by confirming the box is checked next to the profile and clicking APPLY ACESS
POLICY

TEST 2
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f5

Secure Logon
for F5 Networks

Username
|student

Password

essenned

Logon

1. Now go back and restart the user session and logon.

S

Please click the link below to
continue.

lick h ntin

2. Do NOT click the message box link “Click here to continue”
3. Leave the message box message displayed for the time.

Total Active Sessions

Active Session Count 1
(v) ‘EIStatus |=Session|n - Logon * Client IP
@ 41216029 student 10.128.10.1

| Kill Selected Sessions |

4. Go to the other browser/tab and open the Manage Sessions menu.
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5. Your session should be there but the Status icon should still be a Blue Square.

6. Click on your Session ID

fenim Enbtads - 41D LD

g Brosees
] 5 Esprd b CFY Pl _:I'\-'\lr\- A g S prdy 4.
- Cewn Vet ﬂlr.ﬁ Lo Trea Lo Lapngga
- aRVELTAG VAT NG g Lo gl bagrher Logie w0 S IO Aireiren i TR 0 1 B R AR Mg e
AR T AT Y Memid cheed iy o Tipe Lingls Yenene § Pl WD 0F prisenen G Lol Fodl cevmarpd T
T L R e el L LT LR - e R R RERE - T s
R T T T L =
"
' - '
[Peall 3 Warperhy
Dyl Rrgerl + Pags 1o &

7. Click Built-in Reports

=) Session Reports

All Sessions

Bad IP Reputation Sessions
Current Sessions

Session Details =

8. Click on All Sessions report, then choose Run Report on the pop-up menu.

Session Details - 3adaf206 * All Sessions *
% Exportto €SV File | | Show in Popup Window £ View Report Constraints Gurrent default report name: "All Sessions®
Local Time Session ID Logon Active  Session Variables State Country ¢
2015-06-24 22:07:04 3ADAF206 student Y View Session Variables

9. Click the Session Variables for your current session.

All Sessions * Session Variables - 10f1257e *
“ariable Name “ariable Value “ariable |ID
4 5 session session
I [Jaccess SE55i0N.30CE5S
[ [CJclient session.clisnt
[=] createdfrom ACCESS session.createdfrom
El ha_unit Te1185454ff41bba33baSdbal1bdeT0b session.ha_unit
El inactivity_timeout S00 session.inactivity_timeout
[> (7] logon session.logon
El partiticn_id Common session.partition_id
[> [C7 policy session.policy
[ [Jrest session.rest
[ [ server session.server
E snapshotid 3fedZ2e12cc_40000000000000000000 session.snapshotid
[+ [ stats session stats
El timecut eval timed_out session.timeout
[ CJui session.ui
I CJuser SES55i0N.USer

10. Do you now have Session Variables being displayed for this session? If so why?
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[ All Sessions * " Session Variables - 10f12572 * 1

& Export to C5V File | 3] Show in Popup Window [£] \View Report Constraints | i+ Set to default report | Gurrent default report name: “All Sessions™
Local Time Session 1D Legon Active = Session \ariables State ‘Country Continent irtual IP Client IP
2017-05-24 13:38:35 10f1257e student ¥ View Session Variables 10.128.10.100 10.128.10.1

11. Click the All Sessions tab and look at the column labeled Active. Does it show a Y or N in the column?

Note that session variables will only be displayed for Active sessions. Since you placed a message box in
the VPE to pause policy execution the session is seen as active. This provides you the ability to now review
Session Variables that APM has collected up to this point in the policies execution.

Please click the link below to
continue.

lick her ntin

12. Now in the user browser click the link in the Message Box.

If it timed out then restart and this time click through the message box link.

Total Active Sessions

‘ Active Session Count | 1

| sear]
‘ [~] status ‘ [#] ‘  Session ID ‘ Variables ‘ ~ User ‘ + ClientIP ‘ + Start Time + Expiration | + Bytes In | 4 Bytes Out | + Session Type | + Profile Name |
o [#] B 10f1257e View student 10.128.10.1 2017-05-24 13:38:34 2017-05-24 13.56:13 2342 790 Itm_apm ICommen/Agility-Lab-Access-Profile

Kill Selected Sessions

13. Now review the Active Sessions menu and note what icon is shown in the status column. Green Circle
finally? Success!!

| Session Details - 10f1257¢ = |

& Export to CSV Fik | J Show in Popup Window E “fiew Report Constraints Current default report name: "All Sessions”

Local Time Leg Message

2017-05-24 13:38:35 ICommon/Agility-Lab-Ac ¢ ess-Profile:Common: 10f1257e: Received User-Agent header: Mozilla/'S.0 (Windows NT 6.1, WinG4, x54) AppleWebKit/537.38 (KH...
2017-05-24 13:38:35 ICommonsAgility-Lab-Ac c ess-Profile:Common:10f1257e: New session from client IP 10.128.10.1 (ST=/CC=/C=} at VIP 10.128.10.100 Listener /Common/a.
2017-05-24 13:38:58 JCommonsagility-Lab-Ac cess-Profile:Common:10f1257e: Username "student’

2017-05-24 12:41:0% ICommonsAgility-Lab-Ac ¢ ess-Profile:Common: 10f1257e: Following rule fallback’ from item ‘Message Box” to ending "Allow’

2017-05-24 13:41:09 JCommonsAgility-Lab-Ac cess-Profile:Common:10f1257e: Access policy result: LTM APM_Mode

2017-05-24 12:41:09 JCommonsAgility-Lab-Ac cess-Profile:Common:10f1257e: Received client info - Hostname: Type: Mezilla Version: S Platferm: Win7 CPU: unknown Ul Mede:..

14. If you now click the Session ID you will see that the Policy has reached an ending Allow thus the
Access Policy Result is now showing we have been granted LTM+APM_Mode access.
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All Sessions Session Variables - 10f1257e

‘Variable Name ‘Variable Value ‘variable D
4] ses5io0n 5855i0n
- [_]access SE55i0N.8CCE55
- [_] assigned session.assigned
- [ client session.client
=] createdfrom ACCESS session.createdfrom
:_:=| ha_unit Te1185454ff41bba33baSdbal1bdeT0b session.ha_unit
:_:=| inactivity_timeout 500 session.inactivity _timeout
- [_Jlegon session.logon
:_::I partition_id Commen session.partition_id
- (] policy session.policy
- [_Jrest session.rest
» ] server session.server
:_::I snapshotid 3fed22e12cc_40000000000000000000 session.snapshotid
=] state allow session.state
- [ stats session.stats
:_::Itin‘eaut estab_timed_out session.timeout
= [_Jui session.ui
- [_Juser sEssion.user

15. Now open the All Sessions report once more to review the Session Variables collected.

4 7 logon session. logon

» [_J/Commondagility-Lab-Ac cess-Profile_ac...

session.logen./CommeniAgility-Lab-Acc ess-Profile_ac

» [Jlast session.logon.last
> [ page session.legon.page
= narfition id C:ommon =session nartition id

16. Click the logon folder in the Session Variables page that opens for your session.

4 {3 legon session.logon

[ /CommonsAgility-Lab-Ac cess-Profile_ac... session.logen./Commen/Agility -Lab-Acc ess-Profile_ac’

4 {—]last session.logeon.last
=] logcnname student session.logen.last.logonname
:_é]resurt 1 session.logen last.result
:_:=| username student session.logen last.username

[_]page session.logen.page

= PR P R

17. Click the folder icon named /ast to expand its contents.

Notice on the left column labeled Variable Name above and to the right the next column is Variable Value
and the third column is Variable ID. If you look at the Variable Name of username you will see to the right
its value is recorded as student as you entered it in the logon page. The next column displays APM’s
matching session Variable ID for this information. You will see that the naming convention follows the
session hierarchy starting with session. then the first folder logon. then the next folder last. then finally the
Variable Name of Username.

We will use some session variables in the next lab to GET and SET information for the users session.

8.6.4 Session Variables — Setting and Retrieving (Some Quick Information)

This section will provide some guidance on how to both retrieve and set session variables within a policy
for a user’s session. Session Variables are very useful in many areas of policy execution. They can be
used to assist in areas like authentication or single sign-on or assigning resource items for users based on
information APM can collect from the backend AAA server and its associated directory.

Currently cached session Variables are available in APM Reports for review by an administrator. Additional
available variables can always be found in the APM Configuration Guides. What is really nice is that APM
is not limited to only having awareness of Session Variable it collects from the user session establishment
or from the AAA server, administrators can actually create or set their own custom session variables for
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use within a policy. This means that an administrator could create new session variables via the VPE’s
Variable Assign action or session variables could even be set from an iRule attached to a virtual server.
This means that information that the LTM VIP can see or be gathered via an iRule could then be set as a
session variable that could then be retrieved and used within the VPE.

About Session Variable Names

The name of a session variable consists of multiple hierarchical nodes that are separated by periods (.):

1% level ion
level: sessio session

session radius. Sname.atir framed-ip session.windows_check_file. last. md5. result
session.ssl.gert.cn.result
2" level, type | radius 55l windows_check_file
3" leval: agent name
or name cert last
last
intermediate levels are
dependent on agent
and store agent-specific e m5
information
4" lzvel node name | attr result result
5" level: attribute name | framed-ip

Session Variable Reference

APM Session Variable references are provided in APM documentation. Current release information
can be found at the following link: https://support.f5.com/kb/en-us/products/big-ip_apm/manuals/product/
apm-visual-policy-editor-13-0-0/5.html

Partial Session Variable list
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Session Variable Categorization

ACTION ITEM VARIABLE TYPE DESCRIPTION
Denied Ending session.policy.result string Access policy result: the access policy ended at Deny. The value
s access_denied
Redirect Ending session.policy.result string Access policy result: the access policy ended at Redirect. The
wvalue is redirect.
session.policy.result.redirect.url string URL specified in the redirect, for example,
http:/lwww.siterequest.com.
Allowed Ending session.policy.result string Access policy result: the access policy ended at Aliow. The value
is allowed.
session.policy.result.webtop.network_access.autolaunch string Mame of the resource that is automatically started for a network
access webtop.
session.policy.result.webtop.type string Type of webtop r rk or web_application.
Session manag it ui.mode enum Ul mode, as determined by HTTP head
session.ui.lang string Language in use in the session, for example "en™ (English).
session.ui.charset string Character set used in the session.
session.client.type enum Client type as determined by HTTP headers: portaiclient or
"Standalone”.
client.’ mng
session.client.jailbreak bool Mobile device is jailbroken/rooted:
« 0-No
e 1-Yes
session.client.js bool Client is capable of executing JavaScript:
e 0-No
e 1-Yes
session.client.activex bool Client is capable of running ActiveX Controls:
e 0-No
e 1-Yes
session.client.plugin bool
session.client.platform string Client platform as determined by HTTP headers:

+ "Android™
+ "ChromeQS"
* "iOS™

* "Linux™

* "MacOSs™

* "Win10"

* "Win2k"

* "Win2k™

* "Win7T"

* "Wing.1"

* "Wing"

+ "WindowsPhone"
* "WinLH"

o "WinNT™

» "WinVI™

s "WinXP™

While these are not formal categories, Session Variables fall under three general categories:
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Category Examples
Variables returned by Access Policy actions

« Active Directory query results
Antivirus Check results
Windows Info and Registry check results

Special purpose user variables
P purp * Lease Pools

Client IP assigned to a client session
+ Username and Password

Network access resource variables and attributes

Split tunneling
DNS Settings
» Compression, etc.

Active Session Variables

Below is a short breakdown of information gathered and cached during an Active session. Additional
information can be gathered from the results of End Point checks when they are put into a policy. These
would display as folders like check_av or check_fw if the actions were added to the policy

Session Detals - bBac2bls All Sessiors Session Variables - c35c7fd6
Vil Nams Variatis Vil
sccass
| maigned I Client
chent = I Browser
T crenindtram ACCESS Information
T ema timad_out
T ha_unit MbTE35E2A 1M ST 50760 102250
T inactivity_timeout 900
—jiegen
‘Commondagiity-Lab-Access-Frofile_act_logon_page_sg Mame of I.—“
4 5hkn Variables for g
logonnar studant expressions
=] remdt 1 L3 orrules
T usemame studant i
page
polcy . assion. p
rest
b Credentisls &
=] snapshcid B TSR 2 _dooooa000eaao0aomes 550 thd

T stase Ak

Session Variable Manipulation via TCL

Variables can be parsed, modified, manipulated, etc using TCL. Although the tables below are not an
exhaustive reference for writing and using TCL expressions, it includes some common operators and syntax
rules.

Standard Operators

You can use TCL standard operators with most BIG-IP® Access Policy Manager® rules. You can find a full
list of these operators in the TCL online manual, at http://www.tcl.tk/man/icl8.5/TclCmd/expr.htm. Standard
operators include:
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Op- | Description
er-
a-
tor
- + | Unary minus, unary plus, bit-wise NOT, logical NOT. None of these operators may be applied to
~ 1 | string operands, and bit-wise NOT may be applied only to integers.

> Exponentiation. Valid for any numeric operands.

* /| Multiply, divide, remainder. None of these operators may be applied to string operands, and re-
% mainder may be applied only to integers. The remainder will always have the same sign as the
divisor and an absolute value smaller than the divisor.

+- | Add and subtract. Valid for any numeric operands.

<< | Left and right shift. Valid for integer operands only. A right shift always propagates the sign bit.
>>
<>
<=
>=

Boolean less than, greater than, less than or equal to, and greater than or equal to. Each operator
produces 1 if the condition is true, 0 otherwise. These operators may be applied to strings as well
as numeric operands, in which case string comparison is used.

== | Boolean equal to and not equal to. Each operator produces a zero/one result. Valid for all operand
1= | types.

eq | Boolean string equal to and string not equal to. Each operator produces a zero/one result. The
ne | operand types are interpreted only as strings.

in List containment and negated list containment. Each operator produces a zero/one result and
ni | treats its first argument as a string and its second argument as a Tcl list. The in operator indicates
whether the first argument is a member of the second argument list; the ni operator inverts the
sense of the result.

Bit-wise AND. Valid for integer operands only.

Bit-wise OR. Valid for integer operands only.

&

A Bit-wise exclusive OR. Valid for integer operands only.
I

&

& | Logical AND. Produces a 1 result if both operands are non-zero, 0 otherwise. Valid for boolean
and numeric (integers or floating-point) operands only.

Il Logical OR. Produces a 0 result if both operands are zero, 1 otherwise. Valid for boolean and
numeric (integers or floating-point) operands only.

x?y:z If-then-else, as in C. If x evaluates to non-zero, then the result is the value of y. Otherwise the
result is the value of z. The x operand must have a boolean or numeric value.

Standard Operators

A rule operator compares two operands in an expression. In addition to using the TCL standard operators,
you can use the operators listed below.

Operator Description

contains Tests if one string contains another string.

ends_with Tests if one string ends with another string

equals Tests if one string equals another string

matches Tests if one string matches another string

matches_regex | Tests if one string matches a regular expression

starts_with Tests if one string starts_with another string

switch Evaluates one of several scripts, depending on a given value

Logical Operators
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Logical operators are used to compare two values.

Operator | Description

and Performs a logical and comparison between two values
not Performs a logical not action on a value

or Performs a logical or comparison between two values

Getting/Setting Session Variables
During the pre-logon sequence, using the Visual Policy Editor (VPE) you can get and set Session Variables.
The following are some quick examples.

+ To set/modify a variable: Variable Assign action

+ To get a value the last username entered by a user, use expr or return:
expr { [mcget {session.logon.last.username}]}

expr evaluates an expression, whereas return simply returns the result. For example, we have a two
custom variables:

» session.custom.valuel = 3
» session.custom.value2 = 4

Using expr we can construct the following expression, this would return a value of 7 (i.e. the evaluation of
3+4):

expr { “[mcget session.custom.value1] + [mcget session.custom.value2]” }.
Using return we can construct the following expression, this would return simply “3+4” as shown.

return { “[mcget session.custom.value1] + [mcget session.custom.value2]” }
Using iRules
In all the “Access” events
ACCESS::session data get/set “wvariable\_name” [“value”]
Set Secure Variables
You can also set Secure Variables. The value of a secure session variable is stored as encrypted in the

session db. The value is not displayed as part of session report in Ul, nor is it logged as part of logging
agent. Secure variables require the -secure flag, both for mcget and access::session data get/set.
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| Custom Variable v | [Secure |+]

Review these two examples below. The first is a Variable Assign action that is SETTING the Session
Variable ID of “session.logon.last.upn” with the information extracted from an x509 Client Certificate that
was presented by the user’s computer/browser upon connection to the VIP.

Iﬁmnmhh _'_[Snr.urn = =[mw_._
se=shon bogon. Last.upn - <ot @ _fiekds [split [moget {sesston.ssl oert. xS09extension) ] -

N "\n°);
g foreach gq $e_flelds {
if {[strirsg first “othemame:UIPN® $aq] == 0} {
return [string range $qq [expr { [string first "< $qq] + 1 }
]gwilsl-iuﬁ'ﬁ‘b'm]- 1}11;

}
neturn =7}

from the x509 Client Certificate
prezented by the user

« | the Certificate to a custom variable | »
named session.logon.lost.upn

cancel | I | Help

The second example show a message box displaying a Session Variable value by calling out the Session
Variable ID in the Message Box for the user to see.

| (Properties* | [Branch Rules
| Name: |Message Box
1 Message Box
Customization
My SessionlD is Y{session.user sessionid}
Message e _—
——| Pulling a pre-set variable outside of
Click here to continue a Varohle Assign
Link

Session Variable Exercise

The following are some exercises to demonstrate how session variables can be utilized.
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STEP 1

Access Policy s Access Profiles | Access Profies Lis

Acooss Prolle List | Access

L.

9 | Saaeen Coa... || Inpon.
o v | SEikE | = N o Applicason o ProSks Type | Afcess Policy | Export | Copy | Logs Virual Senars | & Partbion ] Pan
" AQikty-Lab-Azcess-Frofie Al 8 Edan Export. Copy . Seauit-og-se®ng  Agite-LTWVIP  Common
» Al iG] iRGNHE]  [RGHE) Common

1. Open the APM VPE for the Agility-Lab-Access-Profile Access Policy we have been working with

Access Policy: /Common/Agility-Lab-Access-Profile | Edit Endings | (Endngs: Atow, Deny [defaut])

2. Edit the Message Box in the VPE.

| Properties* | [ Branch Rules |
Mame: |Hassage Box
Message Box
Customization
|tanguage [[en= Reset all defouts | |
username is: %{session.logon.last.username}
Message
: ick here to continue
Link

| cancel | T3 (*Data in tab has been changed, please don't forget to save) | Help |

3. In the Message text box enter: My username is: %{session.logon.last.username} Then click the
Save button

S 1 Aeotvacoess Polr
Access Policy: [Common/Agility-Lab-Access-Profile | s pnngs | griegs: s, Doy [deina])

4. Then click Apply Access Policy
TEST 1
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f5

Secure Logon
for F5 Networks

Username
|student

Password

sessaesd

Logon

1. Now logon with the “student” username to the test site.

L C  (x b#ps://10.128.10.100/my.policy

f5

My username is: student
lick her ntin

2. When the message box appears, you should see a message stating, “My username is: student”.
Was it successful?

1 Searcn Coeale_ || Wmpoel.
.lé.léml.l_ "!m_.!m'ﬂﬂuﬂlﬂm"m CWI “I.M "Wlllm _-miml
w AL B AL ¢ k- ol A 8 Es Espen. Copy.. dedsuiliog-semng AgleyLTWMAT  Commdn
- B a (noes) intna)  (none) Comman

1. Go back into the VPE
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1 |B egin typing fo search |

4 | Logon I.Authentication] Assignment [End int Security (Server-Side WEnd int Security (Client-Side' WGeneraI Purm]
ACL Assign Assign existing Access Control Lists (ACLs)
AD Group Resource Assign Map ACLs and resources based on user Active Directory group membership

Advanced Resource Assign Expression-based assignment of Connectivity Resources, Webtop, and ACLs

BWC Policy Assign Bandwidth Controller policies
Citrix Smart Access Enable Citrix SmartAccess filters when deploying with XenApp or XenDesktop
Dynamic ACL Assign and map Access Control Lists (ACLs) retrieved from an external directory such as RADIUS or LDAP

LDAP Group Resource Assign  Map ACLs and resources based on user LDAP group membership

JI;\IQ:Z :ectior\s TeiET Assign a Webtop, Webtop Links and Webtop Sections

Pool Assign Assign a Local Traffic Pocl

RDG Policy Assign MAssign an access profile to use to authorize host/port on the Remote Desktop Gateway
Resource Assign Assign Connectivity Resources

HILE P et ST Dynamically select Route Domain and SNAT settings

Selection
550 Credential Mapping Enables Single Sign-0n (550 credentials caching and assigns S50 variables
" Variable Assign Assign custom variables, configuration variables, or predefined session variables
VMware View Policy Specify a policy that will apply to VMware View connections
Cancel Add Item Help

Access Policy: /Common/Agility-Lab-Access-Profile | edit ndings | (Endngs: Alow, Deny [defaut])

+ I:“}fahad<+ [, iable Ao x]fal:adc_'___' [ . x]fal:ad:_'___’l

2. Add a Variable Assign action from the Assignment action tab and place it before the Message Box
action.

[ Properties | [ Branch Rutes |

Name: |\.l'ariabte Assign

Variable Assign
wam_ Insert Before: | « |

Assignment

3. When the properties screen opens, click the Add New Entry button.
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[ Properties* | [ Branch Rules |

Name: |Variabre Assign

Variable Assign
Add new entry Insert Before: 1z

Assignment
1_eﬂ'ﬂ‘b’§m

[
4. Then click the “Change” link.
|
| Custom variable +] [ unsecure [~ = | custom Expression |
Cancel | | Finished | Help |

5. A window will pop up with Custom Variable on the left and Custom Expression on the right.
You will notice both boxes are currently empty.
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[~ [

| | Predefined Session Varisbls = | U - = | AAR Artribute -
i Variabde: | batwark Acciss chid 1w Aot Typee [0 -
Adtributn Type: | e uses's ftritadn -
sosrturerame |
i
!
1
|
=0 riihed | ey
| Ermtom Varialsle = | unsecurs = = | Custom Expression =
raimicabeif il i il i a g, {aimadcnsd bt atir ) =
=R Fiished | help

6. Often you may forget how to start off with the variable name or the expression so a trick you can
use to get you started is first select a pre-defined variable on the left side and a AAA attribute on the
right side and then reselect custom variable and custom expression. This will populate each box with
example data that you can now edit.

*This is not a required step, just a tip!*

I
| Custom Variable | | unsecure |~ | = | custom Expression *
525510, CUSEOM. YIEWVRT - meget {session.user.clientip) -
b k
[ Concel | | Help |

7. On the Custom Variable side type: session.custom.mynewvar (Be sure to make it lowercase). On
the Custom Expression side type: mcget {session.user.clientip} (There is a space between mcget
and the { bracket)

8. Click the Finished button.
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Variable Assign

T ————

ekl e sty od trsart Bofore: [ 1+
Feslgnment

1 sessioncustom.mymewsar = Seskon Varlable seshon. e clontip  change [

concel | IESEER (*Dota in tab has been changed, please dont forget to smve) Help

9. Click the Save button.

Access Policy: /Common/Agility-Lab-Access-Profile (Endigs: Alow, Deny [defaut])
| Add New Macro |

10. Click on the Message Box.

[ Properties | [ Branch Rules |

Name: [Hﬁsage Box

Message Box

Customization

Language IEE Reset all defaults
My usemame is: %% {session.logon.last.username} <br>

Message My Client IP is: % {session.custom.mynewvar}

Link Click here to continue

11. After the closing } bracket in the first line of the message section add a space and then type <br>

12. Then on the next line type, My Client IP is: %{session.custom.mynewvar}
13. Then click the Save button.

5 I Apoty Access Policy

Access Policy: /Common/Agility-Lab-Access-Profile | ro endegs | (indngs: dtow, Doy [deta])

14. Then click Apply Access Policy.
TEST 2
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f5

Secure Logon
for F5 Networks

Username
|student

Password

sesseeny

Logon

1. Now logon to the test site as a user again and review the message box text.

C' (X b#75://10.128.10.100/my.policy

f5

My username is: student
My Client IP is: 10.128.10.1

lick her ntin

2. Does it display your client IP address?
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All Sessions Session Variables - d1f9f75b

ariable Name “ariable Value “ariable 1D
4 {7 session session
» [_Jaccess SE55i0N.80CE55
- [_Jclient session.client
=] createdfrom ACCESS session.createdfrom
4 ] custom session.custom
:_::Irrwnewar 10.128.10.1 s ession.custom.mynewvar
:_::I ha_unit Te1185d64ff41bba33baSdbad1bdeTlb session.ha_unit
:_::I inac tivity_timeout S00 session.inactivity_timeout
> [_]legon session.logon
:_::I partiticn_id Common session.partition_id
+ [ pelicy session.pelicy
> [_Jrest session.rest
> [_]server SEs5ion.server
:_::I snapshotid 455:3004b578_6000000000000000000 session.snapshotid
- [_]stats session.stats
:_::I timeout eval_timed_out session.timeout
> [ Jui session.ui
> [_Juser session.user

3. Now run the All Sessions Report and review the View Session Variables for the active SessionlID.
(Access ??0verview ?Access Reports)

4. Notice the folder icon named custom and the corresponding Variable ID of session.custom. This was
generated automatically during the Variable Assign action that you added to the policy. When you set
the Custom Variable to session.custom.mynewvar APM used the next word after the session as the
new container (custom) for variable (mynewvar).

4 custom SESSI0N. CUSIOm

= mynewvar 10128101 SESSI0N. CUSLOM. Mynewvar

5. If you expand custom folder you will notice a new Variable named mynewvar and in the next column
you will see your client ip address and in the third column the variable id of session.custom.mynewvar

As you can see this could be expanded upon to be very useful. For example, maybe you are enabling
two-factor authentication for both Active Directory and RSA Secure ID. Well the AAA server authentication
Action objects expect to see a specific session variable name sent to them for so that they can correctly
parse that data and verify against the AAA server. As an example both the AD Auth and the RSA Auth
expect to see session.logon.last.password as the variable used to hold the password value. However, if you
create a logon page with three input fields, one for username, a second for AD password and the third for
the RSA Token/PIN then they must each have their own unique post and session variable name as they are
configured in the Logon Page object.

This means that as the third variable for the RSA toke/pin is passed to APM no longer as ses-
sion.logon.last.password because the AD Password field was already set to use that variable on the logon
page. What do we do now?

Variable Assign to the rescue, take a look at this below example to fix this problem as it mimics what we just
accomplished with the session.custom.mynewvar exercise. Consider the following screen shots.
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Logon Page Agent

Split domain from full Usemame fro [+ ]
CAPTCHA Configuration None| v
Type Post Variable Name Session Variable Name Values Read Only
Adding the name of the | , 7] [Tl
variable in Logon Page
o gon g 2 [ ] Ve T~]
3 [pasewordv] [ T[]
| e v <]
5 [rone  [v] %o 7]
|
I{usimn\‘arinblc [v] Il.hmrtﬂ = lCustum Expression v
Setting the custom s possmord e
variable
Access Policy: [Commontest-vpn  |EdtEndngs| (odnge: Dery fda]. atow)
-In:an‘ 3 s niack ") Sucomabel | [ ek | " Sooomebd [?—:']ij‘_'
A full view of the policy (o) T} R % ETr]
BD feth | Em I
o, =)
8.7 Lab 5: Command Line Tools

This lab will show you how to make use of some of the Command Line Utilities for troubleshooting Access
Policy Manager when dealing with Authentication issues that you could experience.

8.7.1 Questions to ask yourself (LAB5)

What should | expect in the Logs with Default Settings?

Can | review the APM configuration from TMSH?

Can | review Session Data from the CLI?

How can | test if the AAA server responds to Authentication Tests using CLI Tools?
How can | test if the AAA server respond to Query Tests using CLI Tools?

How can | change the Logging Level for more Verbose details?

How can | use iRules for Troubleshooting Assistance?

How can | use TCPDump for Troubleshooting Assistance?
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8.7.2 What’s Not Covered but we will discuss

» VDI Troubleshooting/Debug Logging
* SAML Troubleshooting Tools — SAML Tracer (Not CLI based)

8.7.3 Checking APM Logs

APM Logs by default show the same information you can get from the Manage Sessions menu, as well as
APM module-specific information.

Access Policy Manager uses syslog-ng to log events. The syslog-ng utility is an enhanced version of the
standard logging utility syslog.

The type of event messages available on the APM are:

Event File Description
Mes- Lo-
sages ca-

tion
Access | /var/log/Apaess Policy event messages include logs pertinent to access policy, SSO, network
Policy access, and web applications. To view access policy events, on the navigation pane,
Events expand System menu and click Logs.
Audit /var/log/Audit event messages are those that the APM system logs as a result of changes
Logging made to its configuration.

When setting up logging you can customize the logs by designating the minimum severity level or log level,
that you want the system to report when a type of event occurs. The minimum log level indicates the
minimum severity level at which the system logs that type of event.

Note: Files are rotated daily if their file size exceeds 10MB. Additionally, weekly rotations are enforced if
the rotated log file is a week old, regardless whether or not the file exceeds the 10MB threshold.

The default log level for the BIG-IP APM access policy log is Notice, which does *not* log Session Vari-
ables. Setting the access policy log level to Informational or Debug will cause the BIG-IP APM system to
log Session Variables, but it will also add additional system overhead. If you need to log Session Variables
on a production system, F5 recommends setting the access policy log level to Informational temporarily
while performing troubleshooting or debugging.

We need to add some more actions to the APM Profile in the VPE we have been working with to go along
with the next few lab tests.

STEP 1

Access Policy: /Common/Agility-Lab-Access-Profile | edit endings | (ndngs: Alow, Deny [defaut])

b * by
m Fdl_rde+ n p: fdl}dt_k+_, Variable Assian {dlhdck_'__' Message B falback +_.

Add New Macro

1. Open the VPE and add a new AD Query action after the first Message Box action by selecting the +
sign that follows.
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|B egin typing to search

AD Auth

AD Query

Client Cert Inspection
CRLDP Auth

HTTP Auth

Kerberos Auth

LDAP Auth

LDAP Query

Local DB Auth

NTLM Auth Result
OAuth Authorization
OAuth Client

0Auth Scope

OCSP Auth
On-Demand Cert Auth
OTFP Generate

QTP Verify

RADIUS Acct

RANTIS Aisth

Cancel || Add Item

ogon || Authentication || Assionment || Endpeint Security (Server-Side) || Endpoint Security (Client-Side) || General Purpose |

Active Directory authentication of end user credentials

Active Directory query to pull user attributes for use with resource assignment or other functions, such as AD group
mapping

Check the result of client certificate authentication by the Local Traffic Client S5L profile
Certificate Revocation List Distribution Point (CRLDP) client certificate authentication
HTTP authentication of end user credentials

Kerberos authentication, typically following an HTTP 401 Response action

LDAP authentication of end user credentials

LDAP query to pull user attributes for use with resource assignment or other functions, such as LDAP group mapping
Local Database Authentication

NTLM authentication of end user credentials

OAuth 2.0 Authorization Agent for scope management

OAuth Client

OAuth Scope

Online Certificate Status Protocol (OCSP) client certificate authentication

Dynamically initiate an S50 re-handshake and validate the received dient certificate
Generate One Time Passcode (OTF)

Verify One Time Passcode (OTP)

Send accounting messages to a RADIUS server when users log on and off

RANM IS authanticatinn of and 1iear Fradantiale

2. Navigate to the Authentication tab and select the AD Query radial and click Add Item.
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q f Properties™ 1 |.- Branch Rules]

Mame: |AD Query

Active Directory

Type Query ¥
Server fCommonfLAE AD AAA ¥
SearchFilter
4
Fetch Primary Group Disabled ¥
Cross Domain Support Dizabled ¥
Fetch Nested Groups Disabled ¥
Complexity check for Password - v
Reset Disabled
Max Password Reset Attempts 3w
Allowed
Prompt user to change password
before expiration none ¥ |:|

Add new entry

Reguired Attributes (optional )

[en

|disp|a}'Nan'.e

|distinguishedNan'»e

[cn

|en'.pl-c:-)\eeID

|gi\.€nNan'»e

[homeMDE

Cancel m (*Data in tab has been changed, please don't forget to save)

Insert Before: |1 ¥

=[x
(=i =il
(=i =ik
(=i =i
==k
(1=l
==k

Help

*

3. In the AD Query, use the drop-down dialog box on Server to select the /Common/LAB_AD_AAA

server. Click the Save button.

Access Policy: /Common/Agility-Lab-Access-Profile | dit Endings

Add New Macro

(Endings: Alow, Derry [defaut])

]

" User Prmary Group 10 & 100
AD Query
Bt ]
+ Deny

4. On the top branch following the AD Query action, add another Message Box.

Hint: A Message Box can be added by clicking the + sign, navigating to the General Purpose tab and

selecting Message Box
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Access Policy: fCommonfAgility-Lab-Access-Profile | et Endngs | (indngs: Dery [defauk], alow)

0 Tt [P L T oy FCNON oy OO e PRSI e ROy

Addd Mew Macro

falback

=

5. After the second Message Box add the AD Auth action from the Authentication tab

Hint: An AD Auth action can be added by clicking the + sign, navigating to the Authentication tab and

selecting AD Auth
[Praperties | [ Branch Rules |
ama: A0 Auth
Active Directory
Ty I-'-\. fentication =
Sarver | fCommon/LAR_AD_AAK | T
Croas Domeain Suppor [ Dtsatited [+
Cornphsdty chick for Passwond
Rok [ Dsatied [+
Shewr Exderded rroe Disabile] | =
Mt Logon Attempts Allovd [3T=]
Mo s st Attermpls
Aliowed [3[=
Caratid Sarn Hedp

6. Inthe AD Auth properties window use the server drop-down menu to select/Common/LAB_AD_AAA

server.

7. Click the Save button.

Access Policy: /Common/Agility-Lab-Access-Profile | e ingngs | (i e [detiut], sdos)

[t 22 4 { Loun sge |52+ o ot i |52 4 [ s i |22 4 o]

Ak By Pacio

8. Your policy should now look like this

. , . x
sz Primary Grop B0 & 100 L s-wmw'__'

bk

[aback

AL Auth

s T

Y=

Notice that one the top branch to the AD Query object the line reads User Primary Group ID is 100 (See
graphic in Step 8 above, just after AD Query). Maybe you do not want to query for that information and
would prefer to delete that branch. You must be *careful* in what you select or do when deleting that
branch when you have other actions following it in the policy or they could be deleted when you do not want
them to be deleted. Here is a trick you can use to preserve the actions that follow the ad query when you

need to delete a branch.

Access Policy: /Common/Agility-Lab-Access-Profile | matindegs | (indegs: Dy [detak], Mow)

(o 2 {225 i 25 [ |25+

Ak N My

\pses Pravary Gesu 10 & P00 1) P ]

A0 A

Smresid

faback |

|alback

i
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9. Just before the second Message Box after the “User Primary Group ID is 100” and after the + symbol
there is a double arrow symbol. This will allow us to swap portions of the policy that come after that
->>- double arrow to another location in the VPE policy.

. X K-
i User Primary Group 1D s 100 | : falback . | Successful +“
falbback
AD Query +-3 Deny
falbadk s E D |

10. Click the ->>- double arrow.

Access Policy: /Common/Agility-Lab-Access-Profile | fdefndngs | (tndngs: ey [defaut], alow)

- falback me]-’m Vorioble faback " B Fallback Usey iPrmaany Groug 1D & 100 I' Mu!'m Serershl im
AD Quinty

AL Muth
Falack

T

i

You are now in swap mode. To cancel swapping please press:  Cancel Semp Mode

11. You will now notice a vertical arrow pointing to other locations in the VPE where this section high-
lighted in green can be swapped.

12. Click on the Vertical Arrow
Access Policy: /Commaon/Agility-Lab-Access-Profile | edendngs | (endngs: Deny [sefa], sow)

falback faback aback | faback | User Prmary Group B0 & 1000
(522 o o 222« ] it i |25 o e | 20 P m——— N
AD By ilhack
+——Jen ]
bl B Macies

13. Now click the AD Query action in your policy and go to Branch Rules tab
14. Click the X to the right in the gray box for the Branch Rule
15. Click Save to save your settings

Access Policy: [Common/Agility-Lab-Access-Profile | e entngs  (Esdngs: Doy [detakL Al)

[t -+ | Lo e [+ o] ot i 2525+ ] s i |22 o {1 ey |55+ o] g ) | 2255+ ] remtd o d |
=1

A0 Aty

k] v Mary

16. Your policy should now look like this. Now you can see how the Swap function can help with moving
action objects throughout the VPE

S 1 Apply Access Policy

Access Policy: /Common/Agility-Lab-Access-Profile | Edit endings | (Endngs: Deny [defau], Alow)

17. Click Apply Access Policy to save and implement or work
Now let's see what can be seen in the logs when set at the default logging level of Notice.
TEST 1
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Use the following additional configuration options to refir
configured the system using the Setup Utility.

EE} Access

Overview 3 Active Sessions tificate
Frofiles ! Policies Access Reporis

Authentication OAuth Reports N
Single Sign-Cn SWG Reports

Federation Event Logs ~  URL RequestLogs der
Connectivity / VPN Dashboard Settings 'h‘
| « Fun Config Sync/HA Utlity

Secure Web Gateway

Access » Overview : Event Logs : Settings

essions Access Reports OAuth Reports - | £ eports ~ | EventLogs -

Name = Description Access System Logs URL Request Logs Access Profiles £

default-log-setting Default log setting forall . Enabled Enabled Agility-L ab-Access-Profils

Edit APM Log Setting
+& General Information Publisher*:
"6 e ICommanisys-db-access-publisher v
<& URL Request Logs
& Access Profiles . :
. ) Access Policy © Per-Request Policy :
</ S50 Objects MNotice v Matice v
ACL : 580 :
Motice » MNotice v
Secure Web Gateway : ECA :
Motice » MNotice v
OAuth - FingAccess Profile -
Motice » MNotice b
YOI Endpoint Management System :
MNotice » MNotice A
[ OK " Cancel ]

1. Review the current Access Policy Logging (Access ? Overview ? Event Logs -> Settings)

2. Select default-log-setting, then Click Edit to view settings.

3. Select Access System Logs
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‘@ PuTTY Configuration
Category:

Session Basic options for your PUTTY session
Logging 5 the destinat Lt tt

Terminal pecify the destination you want to connect to
Keyboard Host Name (or IP address) Port
Bell 10.128.1.245 22
Features )

Window Connection type:
Appearance Raw Telnet Rlogin @ SSH Senal
BEHE“D.L" Load, save or delete a stored session
Translation
Selection Saved Sessions
Colours Rgilitylab

Connection
Data Default Settings Load
Proxy agilitylab
Telnet Saye
Rlogin

1 SSH Delete
Serial

Close window on exit:
Always Never @ Only on clean ext

About Open Cancel

4. Logon to the BIGIP APM console using an SSH client (PuTTY from your desktop). Select agilitylab
> Load > Open

5. Maximize your SSH window to reduce line wrapping when reviewing the logs from the CLI.

6. From the CLI prompt, type tail —f /var/log/apm and hit Enter so you can start see the logs being
displayed
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_UE-E?I’HEIIT!E
student |

Password

Logon |

With the SSH console logging, open a browser and access the APM as the user student.

Virtual S=rver ] [ User-Age=nt haadear ] [ Ci=ntIP

r
Us=rname= [ Branch Rul= ] | Policy Result |

7. Notice the logs being produced at the different stages of the users session as it first reaches the VIP,
then when the user authenticates, receives message boxes or other policy actions, and then when
the user reaches the policy result.

With the *default logging* level, there are no session variables being logged.

In the Next test we will turn up logging to Informational and restart the user session and then in the last test
change logging level to Debug and notice the differences from Informational and Notice logging levels.

8.7.4 Turning up the heat on Logging

Now let’s test more verbose logging. You can step up from Notice to Informational and then to Debug if you
want to see the differences yourself. For the purpose of this test though | will jump straight to Debug. You
can use the GUI to make the log level changes to Debug or you could use the Traffic Management Shell
(TMSH) command from the CLI to adjust the logging.

STEP 1
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Edit APM Log Setting

.;2 General Information Publisher*:

":‘ Access System Logs [Commaon/sys-db-access-publisher L Create

& URL Request Logs —

* Access Eraﬂles Access Policy : Per-Request Policy :

4/ 880 Objects Debug w Notice v
ACL 530
Notice » Motice v
Secure Web Gateway : ECA :
Notice W MNotice v
OAuth FingAccess Profile
MNotice w Motice v
Vol - Endpoint Management System :
MNotice W Motice v

| oK | cancel |

1. Change Access Policy log setting to Debug (Access -> Overview ? Event Logs ? Settings, select
default-log-setting, then click Edit)

TIP: Make sure you change setting back to Notice when not troubleshooting. High levels of logging not only
consume more disk space, but also consume other resources, such as CPU, when enabled.

TEST 2

1. Once you have the logging level increased restart you user session with the browser to the APM VIP
and walk through the policy message boxes and other actions taking note of the additional verbosity
in the logs you see in the SSH terminal window.

For sake of saving space in this document we will not include the screen shots showing the Informational
and Debug logging messages and allow you to experience that yourself during your tests.
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8.7.5 SessionDump Command

SessionDump is a command line utility that shows sessions and their associated session variables (like
GUI Reports)

The sessiondump command has sever switches that can be used and you can further enhance your trou-
bleshooting by additionally using other CLI utilities like grep to help filter the results to certain information.
As you can see from the examples below, the first command simple provides all keys to be dumped for
any/all user sessions while the second using grep allows you to filter the output to those associated with a
given username. Refer to the screen shots below if you need additional detail.

This first example uses just the —allkeys switch.

sessiondump —allkeys
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This second example also uses the —allkeys switch. However, it also adds the |grep command to search for
the “username”

sessiondump -allkeys | grep ‘student’
STEP 1

1. On the command line, if you still had the tail command showing logging then stop that now by typing
CTRL-C

Remember back in previous labs we learned that Session Variables cannot be displayed in the Reports
screens if the User Session is not in an *Active* state. Well that is the same with the CLI sessiondump
utility. There must be active sessions through APM in order to dump details.

2. Once you are at the command prompt again try using the sessiondump —allkeys command first. Did
you receive any data after running the command? If not, then why?

Secure Logon
for F5 Networks

Username
student

Password

........i

Logon

3. If all your previous sessions have expired then startup and new session as a user and logon to APM
and click through the message boxes.




4. Now on the console type: sessiondump —allkeys. You should see a long list of information.

Compare that with running: sessiondump —allkeys | grep student You should then only see the lines that
had the username you specified in the command to be returned

Now let us have some fun with using this utility to help with SSO troubleshooting/validation.
STEP 2

Access Policy = Accass Profiles : Accens Profles Lisi
0 - Access ProfleList Access Polcy Sync  CAFTCHA Coniguraton List  NTLW

+ |~ Shius = Name AL W0 Prolie Trpe  AZCHid Polly Expont  Cogy  Logi W Sl Farion  Pain
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1. Edit the VPE for the Agility-Lab-Access-Profile policy we have been working with.

Access Policy: /Common/Agility-Lab-Access-Profile | em endeg | (g Doy [detact], sio)

[t 22« Logion s |52 o vt s [ 5% - assage e [ 2% o o] 0 cuery |22+ oo s et 2055 4 o] et s o} o |

2. Add two new actions to the policy after the AD Auth on the successful branch.

I |
emgprgio o ]

[z | semtation || somorerems | Koot sesant i) | (et sty (bt ) | [ ool Prme |

AL Ay ey iietive] daiiss Condol Lsts [A0L8)

A G Fusoiage Raagn (s AL e sesoan 1. Bt o uniy et Dl oy Ron: irabaratin

Ao Fosource Ramign | greesion Evsaed srigrmend of Conres iy Fuscur: e, BaEeon, snd A0

T Policy Meanin Mirheskh Cordrollor el ks,
ke st A oma st (v Sersar L on iy wiven deploving wifth Nerslop or KenlebSopn.
(e AL My Paiv i, (il L b (AT 5 4 frwm i d e ch s RADILS o LW

LW gy i Aoy Mg AL el i (o Bnirired oy wrisy’ LDV oy Framndmin s

P iy s o Limcsl Pl Bl
RS Pollcy Aasign kg B 38 DI B3 e s R e B Toe] o e o [eesdag Gty
Foomcance Bomign Mg Conewnity Remcunien
i A TMAT pymamacaly st Rk Do s SNAT seitings
@ SOGekwhdMaorg Btk Snghe Son (S50 cedential g and s S50 vrties
5 b Kk Mok S € e Gty {SET] Siberves
Wariable dsin sk b v, <onfupration sawtabies, or [ el seson vaiahier
ertnog and | Assagn A & Yarhiboq st aehion |irds

3. First after AD Auth add the SSO Credential Mapping action from the Assignment Tab. Click Add Item

e
[ Pregssties | [ Bannch. Rudes |

B [S50 Croontiad Magping |

Wariable Assign: 550 Credential Mapping

fi |

S50 Token Usermanme  Laamame o Logon Rege —
Em‘. !nﬂtrllwmhnl l.l'!l."l'“dﬂ'\l.'! !
Persavord Froms Logon -

5500 Token Passwond || Poge (=
et {semssion logon lnst passwerd ) ]

4. Keep the default settings and click Save.
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| Logam | Authentication | Assigremert | | Encipoiet Severty Chenver e} || Lot
AL Aciskyy ariyy i Aoea Conlrod Lk (A015]
AD G Risude A Mo A4 ] s st 0 e AT Doy gt sk i

b R Aamagn aprossion- buvad sssagniand of Condas Doy Risour os, eeron, sl A

[P Piolicy M Foarewack®, Corpoolliee pokl e ]
Cltrkn Srmawt A oma Ermable (- Smarihcrems illons whon dploying wilh Nersdop: o Kerilesidop
Do A1 Ay ] g Actima Control (Lsts [ACL3 ofl Friarss i i drontory sy i FADHLE & L0

LW gy it Aoyt Mgy AT el iy it s, it LW rinsg Framvmaleie iy

& Poid Assky Mgy Liral Traffe Poid
P Py s Mo e v, e 1o s B0 sty hoalenet on the Bt Do {ativecs
Fairs o Asagni Mgy i bty AascenTan
Ficauber carrasins ! SAT

i by il Fns Diowvasin ol SAAT sedTings.

S el Mapge Wil gl Sagyrv-( S5 Cbadeinials Co e e, W50 saiahies
AN b i s & T Wik ity [N |

Wariabia Aanign Bt WEEE, oF [ vk . vy

‘Wnktep and Lo Aasign B Webler: ared Weitiog Links

oo A IHdg:

5. Next add after the SSO Credential Mapping action add a Pool Assign action from the Assignment tab.

6. In the next window click the Add\Delete link.

]
[ [ Propusmes”| Tt k|
[Pond i |
Pl Ansigeand
| e Pl 1 (£33
iy Ay | fol

e @ oy hglty-| s Focd

| el | [ 10t i s o e g, p ki bl b e Hgs

7. Then select the radio button for /Common/Agility-Lab-Pool. Now click the Save button.

Access Policy: /Common/Agility-Lab-Access-Profile (Endngs: Deny [defaut], Alow)

8. Then click Apply Access Policy link on top left of page.
TEST 2
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Username
student I

Password

Logon

1. Restart a new APM user session. Logon and follow through all the policy actions

M M 100128. 000000/ my

f Authentication Reguired .
5 e i 101 2010 10044F et 8 e

Please click the link below 1o
continue.

Log In

2. This time instead of seeing a browser error you should be getting prompted for authentication for a
website which is the site being hosted on the pool member that we assigned to the policy. Why are
we getting prompted for authentication though? Did we not add the SSO Credential Mapping to the
policy as well?

3. Let’s use the following command at the console to check if we are getting credentials mapped to
token variables properly: sessiondump —allkeys | grep ‘sso’ You should see two lines that show
something like this following picture.

If you see the two lines with session.sso.token.last, then we know the credential mapping is happening and
the username should be displayed accordingly. So what's missing?

STEP 3
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se the following additiol

g | Access configured the system us
) » System Device Certil
Overview « DNS
Profiles  Policies k| Access Profiles
(Per-session
Authentication Policies) W
Single Sign-Cn FPer-Request

Mhmlimimem

1. Next go to the Access Policy menu, click on Access -> Profiles/Policies -> Access Profiles (Per-
Session Policies) .

Access » Profiles / Policies : Acc Profiles (Per-

73 - AccessProfles | Pe

|[earet] [(Crea.. | [impor |

‘ [~] status | ~ Access Profile Name: + Application | = Profile Type | Per-Session Policy ‘ Export |Cow | Logs Virtual Servers ‘ < Partition / Path
O Agility-Lab-Access-Profile All Edit Export.. Copy.. defaultlog-setting Agility-LTM-VIP  Common
™ access Al (none) (none)  (none) Common

Delete

2. In the list of access profiles, click the NAME of your access profile, Agility-LAB-Access-Profile

Access » Profiles ! Policies : Access Profiles (Per-Session Policies) »» Agility-Lab-Access-Profile

it -~ Properties S50/ Auth Domains | Access Policy Logs
A

General Properties
Mame Agility-Lab-Access-Profile
Partition / Path Comman
Parent Profile access
Frofile Type All
Profile Scope

3. When this page opens, look at the top, there are four tabs, click the SSO / Auth Domains tab
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Access » Profiles / Policies : Access Profiles {Per-Session Policies) »» Agility-Lab-Access-Profile

Properties 550 [ Auth Domains = Access Policy Logs

o

S50 Across Authentication Domains

Domain Mode '® Single Domain '=' Multiple Domains

Domain Cookie

¥/ Sacure
Cookie Options | Persistent
I HTTP Cnly
S50 Configuration | Agility_Lab_SS0O_NTLM

4. On this page, use the drop down menu on the SSO Configuration row to select
Agility_Lab_SSO_NTLM. Then click Update

| Apply Access Policy
|

Access Policy » Access Profiles : Access Profiles List » Agility-l

74 ~ Properties SS0 f Auth Domains  Access Policy Lot

5. Then click Apply Access Policy on the top left of the page and apply the policy on the next page.
TEST 3

Secure Logon
for F5 Networks

Username
‘student

Password

1. Restart your user session again to the VIP and logon and click through the actions.

If necessary, you can kill your existing session by navigating to Access Policy ? Manage Sessions, then
select the user/session and Click Kill Selected Sessions
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2. Now what do you see when the policy has completed? Are you seeing the web application without
being prompted for an additional logon prompt from the application? If so, then you were successful.

8.7.6 ADTest Tool

In this section we will get familiar with anther CLI utility to assist in verifying proper authentication and query
capabilities to an Active Directory domain. We need to prepare for this lab by making a quick change to the
BIGIP’s configuration.

STEP 1
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System » Configuration : Device : DNS

% » Device *  Local Traffic * | AWS -

Properties
10.128.20.100
DNS Lookup Server List
| Edit || Delete | [Up [Down
Mdr&ss:|
| Add
BIND Forwarder Server List ]

Edit || Delete | [Up |Down

Mdr&ss:l agilitylab.cor|
| Add

DMS Search Domain List

it | Dsiee | (Up] [Dovn:

DMS Cache |
IP Version | IPvd | = |
Update

1. Navigate to System > Configuration > Device ? DNS
2. Highlight 10.128.10.100 in the DNS Lookup Server List and click Delete.

3. Also highlight and Delete the DNS Search Domain List of agilitylab.com
4. Click the Update button.

The /usr/local/bin/adtest utility is a test tool for APM'’s Active Directory Module
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tYPICAL USAGE

Auth Test with Administrative username & pass-
word (not necessary)

Auth Test without just username and password

Query Test With Administrative username and
password

The ADTest tool can help point out potential issues with a BIG-IP’s configuration or interoperability issues

on the server’s side.

COMMON ERRORS

ERROR: query with ‘(sAMAccountName=student)’ failed in
krb5_get_init_creds_password(): Preauthentication failed, principal name:
administrator@agilitylab.com (-1765328360)

Test done: total tests: 1, success=0, failure=1

The cause of this is
simply failed admin-
istrative  credentials
while attempting a

query

ERROR: query with ‘(sAMAccountName=student)’ failed in
ldap_sasl_interactive_bind_s(): Local error, SASL(-1): generic failure: GSSAPI
Error: Unspecified GSS failure. Minor code may provide more information
(Cannot find KDC for requested realm) (-2)

Test done: total tests: 1, success=0, failure=1

The cause of this is
typically failed DNS
resolution

Refer to the screen shots below if you need additional information regarding the options of ADTest.

1ery] chgpswd] join|chgmpswd:
timing
realm
hostname
port
adminName
ord

check new password against domain password policies
fetch primary group

fetch nested groups

fetch password expiration time
cross-realm support (UPN enable)
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The username or password is not correct

Please try again.
Username

!

Password

Logon

1. Try logging on to the VIP as a user again after removing the DNS entries. You will notice that your

logon will likely fail and you will receive the following screen.

Session Details - b0B4e988 *

< Export to CSV File
Local Time

2014-05-30 13:38:57
2014-05-30 13:58:57
2014-05-30 13:58:57
2014-05-30 13:59:10
2014-05-30 13:39:12
2014-05-30 13:59:16

2. Review the session details for this logon session in reports or manage sessions. As we can see from

:J “iew Report Constraints  Gurrent default report name: "All £

Log Message

Received User-Agent header: Mozilla%2f2.0%20(Windows%20NT%206. 1%30%20WOWE4 )%
Received client info - Type: Mozilla Version: 5 Platform: Win7 CPU: unknown Ul Mode: Full Jg
New session from client IP 10.10.50.27 (ST=/CC=/C=) at VIP 10.10.50.71 Listener /Common/
Username "apmdemo’

AD module: query with ‘(sAMAccountName=apmdemo)’ failed: (D)

AD module: authentication with "apmdemo’ failed: (1589641232)

the session details the AD Query is failing as well as AD Auth

3. Now we can

test from the console. Open a console/ssh session. Using the following command let
us first test authentication using the ADtest utility. adtest -t auth -r “agilitylab.com” -u student -w

password. What result did you get with that test?

4. Now let’s try

a query test. adtest -t query -r “agilitylab.com” -A Administrator -W adminpass -u

student -w password. What result was returned?




System » Configuration : Device : DNS

I ~ Device * | Local Traffic

Properties
Address:| 10.128.20.100)
10.128.20.100 A
DNS Lookup Server List
| Edit || Delete | [Up|[Down
Addrass:l
BIND Forwarder Server List ]
| Edit || Delete  Up| Down
ﬁ.ddrass:| agilitylab.com
| Add
localdomain -
DNS Search Domain List :
| Edit || Delete | [Up|[Down|
DNS Cache
IP Version [1Pva [+
Update

5. Go back to the DNS Settings section and re-add the DNS server IP and domain. Then re-test the
Auth and Query using the ADtest utility.

8.7.7 iRules Logging Assistance

As many know one of the most useful features of F5 BIGIP TMOS is the flexibility provided by iRules.
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With APM and iRules you can accomplish many things, in fact you can now use iRules to create APM
sessions. We are not going to go over that here however for the purpose of how iRules can be used for
troubleshooting we will provide some highlights.

Often you can run into problems wherein an application single sign-on is not being processed and complet-
ing as it should. What happens as a result of the initial setup not working im/_static/class4tely is that many
people start second guessing what is happening as traffic passes from the clients browser, to the front
client side of the BIGIP VIP, then what F5 VIP is actually able to SEE, next What does LTM see, APM see,
what is being passed along the way at each stage of the transaction through the BIGIP, and of course what
does the BIGIP APM then forward to the Backend Server Application and How does that Backend Server
Application respond? Fortunately, iRules can be very beneficial in this process to collect and subsequently
log specific data at each stage which greatly enhances the troubleshooting capabilities.

We all know that TCPDump can be your friend in capturing data to analyze however at times the application
workflows between client f5 and server and encryption along the way can hamper what TCPDump could
capture for analysis. Another issue with TCPDump is that is captures a lot of data that then needs to be
analyzed. Granted TCPDump provides a filtering capability to weed through that extra data however when
you compare it to using some targeted iRules to collect APM session variables and data to be output to logs
it makes it easier to review the application flow more specific to the steps you are trying to validate.

By default, APM in the current code release automatically secures that variables that are entered into the
logon page on APM. Furthermore, the password is hidden from the reports screen session variable view
and hidden from the database. Yet there are times when the Admin of the APM may need to have access
to the decrypted password to either verify that the correct information is being keyed by user, received
by APM and sent from APM to servers. Fortunately, there is a way using an iRule to do just this for our
troubleshooting purpose.

TEST 1
1. First open a console session to the BIGIP.
2. From the command prompt type: tail —f /var/log/Itm

3. Hit the enter key several times to move the text on the screen up to the top so you have a clear screen
to start reviewing log data during this test.

4. Now open a browser and access the APM VIP and logon as a user.

o

When you reach the end of your APM policy take a look at the console session and note whether or
not the logs provide any details about the username or password you just used to logon to APM.

Now in another browser open the APM Admin GUI.
Go to the reports screen and run the All Sessions Report.
Open the Session Variables link for the current session you have just started as the user.

Navigate down to the SSO folder and expand it.

© © ® N o

1

11. Review the SSO Token Password and verify it displays the password you entered. Or can you?

Review the SSO Token Username and verify it displays the username you entered.

12. No, you cannot because it is obscured by default.

Next, we will implement an iRule to assist the Admin in verifying what password is being entered by the
user.

An iRule has been created already and supplied for you so you won’t need to create it yourself you only
need to apply it to the Virtual Server under the Resources Tab.

STEP 2

1. Open the properties for the Virtual Server.
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2. Click the resources Tab.
3. In the iRules section, click the Manage button.
4. In the right-side box scroll down to find the iRule hnamed Agility-201-Troubleshooting
5. Highlight the iRule and click the arrow button to move it to the left box.
6. Click the finished button.
TEST 2
1. Navigate to Manage Sessions and Kill all existing sessions.

2. In the console screen, hit the enter key several times to move any existing output up to the top of the
window, then enter the following command tail —F /var/log/Itm

3. In the browser for user session testing, restart the session back to the APM VIP and logon with your
username and password.

Click through to the end of the policy.
Now go back to the console session and review the log messages.

Do you see the username you entered in the logon page?

N oo o &

Do you see the password you entered in the logon page? If you answered yes then you were suc-
cessful. Congratulations!

8.7.8 TCPDump Troubleshooting Assistance

Beginning in BIG-IP 11.2.0, you can use the “p” interface modifier with the “p” modifier to capture traffic
with TMM information for a specific flow, and its related peer flow. The “p” modifier allows you to capture a
specific traffic flow through the BIG-IP system from end to end, even when the configuration uses a Secure
Network Address Translation (SNAT) or OneConnect. For example, the following command searches for
traffic to or from client 10.128.10.100 on interface 0.0:

tcpdump -ni 0.0:nnnp -s0 -c 100000 -w /var/tmp/capture.dmp host 10.128.10.100

Once tcpdump identifies a related flow, the flow is marked in TMM, and every subsequent packet in the
flow (on both sides of the BIG-IP system) is written to the capture file.

8.8 Conclusion

In this lab, you learned how to use various tools including APM logs, ADTest, TCPDump to aid in trou-
bleshooting common Access Policy Manager (APM) issues relating to Access Policy configuration, user
authentication, and session variables.

8.8.1 Learn More

Links & Information
* Identity & Access Management Labs
http://clouddocs.f5.com/training/community/iam/html/
» BIG-IP APM 13.1.0 Knowledge Center

https://support.f5.com/csp/knowledge-center/software/BIG-IP?module=BIG-1P%20APM&version=
13.1.0
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https://support.f5.com/csp/knowledge-center/software/BIG-IP?module=BIG-IP%20APM&version=13.1.0
https://support.f5.com/csp/knowledge-center/software/BIG-IP?module=BIG-IP%20APM&version=13.1.0

* Manual: F5 BIG-IP Access Policy Management Operations Guide
https://support.f5.com/kb/en-us/products/big-ip_apm/manuals/product/f5-apm-operations-guide.html
» Manual: F5 BIG-IP Edge Client Operations Guide

https://support.f5.com/kb/en-us/products/big-ip_apm/manuals/product/f5-edge-client-operations-guide.
html

» K13595: Frequently used tools for troubleshooting BIG-IP APM and Edge Gateway issues
(11.x)

https://support.f5.com/csp/article/K13595

+ K14184: Troubleshooting BIG-IP APM portal applications
https://support.f5.com/csp/article/K14184

» K12444: Overview of the Client Troubleshooting Utility for Windows
https://support.f5.com/csp/article/K12444

+ K11898: Information required when opening a support case for BIG-IP APM

https://support.f5.com/csp/article/K11898
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Class 9: Multi-Factor Auth for Cloud Applications

This lab will teach you how to configure APM environment in order to configure multi factor authentication
(MFA) using F5 Adaptive Authentication, google authenticator(GA) and DUOQO. Also, you will be able to
configure Single Sign On (SSO) for cloud apps (AWS, Salesforce).

This class covers the following topics:
+ Create a basic APM Policy
Setup AWS Connector

Setup Salesforce Connector
» Set up Google Authenticator (GA) as Second Auth Factor
Set up DUO as Second Auth Factor

Expected time to complete: 3 hours

9.1 Getting Started

All lab prep is already completed if you are working in the Ravello blueprint. The following information will
be critical for operating your lab. Additional information can be found in the Learn More section of this guide
for setting up your own lab.

Please follow the instructions provided by the instructor to start your lab and access your jump box.

Note: All work for this lab will be performed exclusively from the Windows Jumpbox. No installation or
interaction with your local system is required.

9.1.1 Lab Topology

The following components have been included in your lab environment:
« 1 xF5BIG-IP VE_13 (10.1.1.245)
— Provisioned with APM
* 1 xWindows 7 (10.1.1.199)
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— Jumpbox machine

— Jumpbox user (external_user)
* 1 X Windows Server 2008 (10.1.1.245)

— AAA server (Active Directory)

— User (administrator)
* 1 X Windows 7 Internal (10.1.1.198)

— Internal server used to demo SSO to RDP servers
* 1 X Linux LAMP Webserver

— Internal Portal

Lab Components

The following credentials will be utilized throughout this Lab guide:

HOST/RESOURCE| USERNAME PASSWORD
BIG-IP Configura- | admin password
tion Utility (GUI)

BIG-IP CLI Ac- | root password
cess (SSH)

Jumphost Access | external_user password
Windows Server | administrator password
2008 (AD) Access

Sales User sales_user sales
Sales Manager | sales_manager manager
User

Partner User partner_user partner

9.2 Pre-Work Activities

In this module you will create or download all the requirements to configure the MFA for Cloud Apps Lab

9.2.1 Lab — Pre-Work

Estimated completion time: 10 minutes

438



439



9.2.2 Task - Create AWS Account

1. Go to AWS page

https://console.aws.amazon.com/console/home

2. Click create new AWS account

dWs

\/_7

Signine
Email address of your AWS account

To sign in as an |IAM user, enter your account ID
or account alias instead.

New to AWS?

Create a new AWS account

Create an AWS account

Email address

| !

Password

| |

Confirm password

| |

AWS account name €

| |

[ Continue ]

Sign in to an existing AWS account

© 2018 Amazon Web Services, Inc. or its affiliates.
All rights reserved.

Privacy Policy | Terms of Use

A403, Complete all of the required fields.



https://console.aws.amazon.com/console/home

Note

Note: Payment information — Default Usage tier is free for 1 year with 750 hours a month compute (we
will not be using any compute for this lab) and 5GB storage (we will not be using any storage
for this lab).

9.2.3 Task - Create Salesforce Account

https://developer.salesforce.com/signup

lightning platform

Get your very own Developer Edition
A full-featured copy of Lightning Platform, for FREE.

1. Go to Salesforce page

Name

First Last

Email

Your email address

Role

«

Developer

Company

Company Name

Country

United States v

Postal Code

Username

Ex: name@yourcompany.com

2. Click create new Salesforce account

3. Complete all of the required fields.

441


https://developer.salesforce.com/signup

442



9.2.4 Task - Create (or use an existing) public domain

1. You can use my.freenom to create a new
public domain

https://my.freenom.com

2. Go to Services, and then, Register a New
Domain.

3. Introduce your new domain mytestvlab.tk
(select your own),

and check availability.

Services v Partners v About Freenom

Register a New Domain

Freenom World

Free and Paid domains

Domain Price Chart

Check
mytestvlab.tk Availability

2domains incart [EEEECIS

Yes mytestvlab.tk is available!

4. At the bottom, click Checkout

1 domain in cart Checkout

5. Click in “Use DNS”, and then “Use your
own DNS”

and introduce the hostnames :
“art.ns.cloudflare.com” and “

ines.ns.cloudflare.com”.
Select also a Period of 12 Months (Free)

6. Finish the configuration signing in or
registering with a personal

account
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9.2.5 Task - Download Google Authenticator and DUO

1. Download Google Authenticator client to 1. Android
your smartphone. (a) https://support.google.com/accounts/
answer/10664477?co=GENIE.
Platform%3DAndroid&hl=en
2. i0S
(a) https://itunes.apple.com/us/app/
google-authenticator/id388497605?
mt=8

2. Download DUO client to your smartphone 1. i0S
(a) https://itunes.apple.com/us/app/
duo-mobile/id422663827 ?mt=8
2. Android
(a) https://play.google.com/store/
apps/details?id=com.duosecurity.
duomobile&hl=en
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9.2.6 Task - Create a DUO account

— |
w \ 4
Get Your Free Duo Account

Current customers can upgrade now to try more features.

First Name Last Name
Email Address = (201) 555-5555
Company / Account Name Select an Option v

“1I'm an MSP, Reseller, or Partner

"1 By signing up | agree to the Terms and Privacy Policy

I'm not a robot e

reCAPTCHA
Privacy - Terms

Create My Account

1. Sign up for a DUO account.

& Soarch for users, roups, applcations,or devices B Personal  Oscar Sanchez v

Dsshbons > Aspicatons

Applications

2. Login to the Duo Admin Panel and
navigate to Applications’ (@ F5 BIG-IP APM Protect this Application | Read the documentation

then click Protect an Application and
locate F5 BIG-IP APM

in the applications list.

o
F5 BIG-IP APM Auentcatontog | B Femovs epiaton

See the F5 BIG-IP APM documentation to integrate Duo into your F5 BIG-IP device.

Details

3. Click Protect this Application to get your
Integration Key,
Secret Key,and API hostname. We will
use this information later.
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9.2.7 Task - Log in to Ravello

, , http://tbctrainingportal-xxxxxxsrv.ravcloud.com
1. IGo_to th_e U:?]L provided by thz instructor and 1. Username = latam studentxX
Og|ln using the username an password 2. Password = f5DEMOs4u
assigned to you.
2. Search LATAM_MFA_Cloud_Apps_Agility
environment, then click on the link and
verify that the VMs are running.
| "
iﬁiL' Date and Time
Date and Time | Additional Clocks | Internet Time
Date:
Thursday, April 05, 2018
Time:
2:44:36 PM
[ ) Change date and time...
Time zone
(UTC-06:00) Guadalajara, Mexico City, Monterrey
[ Change time zone...
Daylight Saving Time ends on Sunday, October 28, 2018 at 2:00 AM. The
clock is set to go back 1 hour at that time.
Notify me when the clock changes
Get more time zone information online
How do I set the clock and time zone?
[ oK ] [ Cancel ] ‘ Apply
3. Connect to Windows 7 External VM. You
can use either Console shortcut or a RDP
client.
Then verify time settings and modify if it is
necessary.
) Recent
Notepad
-'d o %} 1011251
‘% Remote Desktop Connection 3 '@ 1011198
A= WordPad 3
=
% Services
f PuTTY
@ Event Viewer
W | BIG-IP Edge Client
a XAMPP Control Panel
ﬁ WinSCP
447
»  AllPrograms
|Ss:r:r“- programs and files 2 l } Log off ‘ 3 ‘
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9.3 Lab 1: Create a basic APM Policy

In this module you will learn how to configure a basic APM Policy

9.3.1 Lab — Create an APM Policy

This lab will teach you how to create a basic APM Policy using the GUI. Estimated completion time: 20
minutes
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9.3.2 Task - Setup Virtual Server

1. Go to Local Traffic -> Virtual Servers ->
Create

Local Traffic » Virtual Servers : Virtual Server List » New Virtual Server...

General Properties

Name webtop_demo_vs
Description
Type [ standard 4)
Source Address
Destination Address/Mask 10.1.10.47
Service Port 443 (HTTPS 4)
Notify Status to Virtual Address
State [ Enabled 4
[Basic %)
Protocol [(Tcp 4)
Protocol Profile (Client) (tep 3]
Protocol Profile (Server) [ (Use Client Profile) D
HTTP Profile [‘nttp 4
HTTP Proxy Connect Profile [ None D)
FTP Profile ('None 3]
RTSP Profile (None %)
Selected Available
/Common clientssl-insecure-compatible
i f5demo_client_ssl << clientssl-secure
SSL Profile (Client] = =
( ) crypto-server-default-clientss|
>> splitsession-default-clientss|
wom-default-clientss!
Selected Available
/Common
SSL Profile (Server) << apm-def.ault-serverssl
crypto-client-default-serverss|
>> pcoip-default-serverss|
serverssl
SMTPS Profile (None 3]

2. Enter the following values (leave others de-
fault)

Name: webtop_demo_vs
Destination Address: 10.1.10.
47
Service Port: 443
HTTP Profile: http
SSL Profile (Client):
f5demo_client_ssl
Source Address Translation:
Automap
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9.3.3 Task - Create a Connectivity Profile

1. Go to Access -> Connectivity/VPN -> Profiles | = - - =5
-> Add

x
Create New Connectivity Profile

& General Settings
5 +; Compression Settings
& Network Access
& App Tunnel
& Citrix Client Settings
45 Win/Mac Edge Client

Profile Name*:
webtop_demo_cp

Parent Profile*:
ICommon/connectivity |-

& Server List FEC Profile :
& Location DNS List Select a value... |v
4 Mobile Client Settings

& Android Edge Client Description :
& Android Edge Portal
% i0S Edge Client

b Partition :
& i0S Edge Portal Common

& F5 Access for Chrome OS

& F5 Access for Mac OS.

2. Enter the following values (leave others de-
fault)
Name: webtop_demo_cp
Parent Profile: /Common/
connectivity
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9.3.4 Task - Create an AD Server as AAA

1. Go to Access -> Authentication -> Active Di-
rectory -> Create

2. Enter the following values (leave others de-
fault)

Name:
webtop_demo_aaa_srvr
Domain Name: f5demo.com
Server Connection: Direct
Domain Controller: 10.1.20.
251
Admin Name:
service_account
Admin Password: password

Access » Authentication » New Server...

General Properties

Name

Type

webtop_demo_aaa_srvr

Active Directory

Configuration

Domain Name
Server Connection
Domain Controller
Admin Name
Admin Password
Verify Admin Password

Group Cache Lifetime

Password Security Object
Cache Lifetime

Password Security Object
Cache Lifetime

Kerberos Preauthentication
Encryption Type

Timeout

f5demo.com

Use Pool @ Direct
10.1.20.251
service_account

........

30

[ None

<«

Days
Days

Days

seconds

Cancel Repeat | Finished
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9.3.5 Task - Create a container (webtop)

1. Go to Access -> Webtop -> Webtop Lists ->
Create

2. Enter the following values (leave others de-
fault)
Name: webtop_demo_webtop
Type: Full

Access » Webtops : Webtop Lists » New Webtop...

General Properties

Name ‘| webtop_demo_webtop “
Type Full s
Configuration
Minimize To Tray Enabled
Show a warning message when
the webtop window close HELEE
Show URL Entry Field Enabled
Show Resource Search Enabled
Fallback Section
Initial State ’ Expanded %
Cancel = Repeat = Finished
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9.3.6 Task - Create a Portal Access

1. Go to Access -> Connectivity/VPN: Portal Ac-
cess List -> Create

2. Enter the following values (leave others de-
fault)
Name: portal_intranet
Link Type: Application URI
Application URI: http://10.1.
20.32
Caption: INTRANET

General Properties

Name
Description

ACL Order

portal_intranet

[First %)

Ci i \ Basic

D)

Match Case For Paths

Patching

Publish on Webtop
Link Type

Application URI

[Yes s

Type[ Full Patching :}
HTML Patching
JavaScript Patching
CSS Patching

Flash Patching

| Java Patching

Enable
[ Application URI %)

http://10.1.20.32

Customization Settings for English

Language
I Caption
Detailed Description

Image

English
INTRANET

Choose File No file chosen

View/Hide

Cancel | Create
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9.3.7 Task - Setup APM Profile

1. Go to Access -> Profiles / Policies -> Access
Profiles (Per Session Policies) -> Create

2. Enter the following values (leave others default)
then click Finished

Name: webtop_demo

Profile Type: 211

Profile Scope: Profile

Languages: English

===
T
: —

] e e —]

Access » Profiles / Policies : Access Profiles (Per-Session Policies) » New Profile...

General Properties

Languages

Default Language (

Name webtop_demo
Parent Profile access
Profile Type (Al )
Profile Scope \ Profile ::
Language Settings
Additional Languages [ Afar (aa) 4] Add
Accepted Languages Factory Builtln Languages
English (en) Japanese (a

Chinese (Simplfied) (zh-cn)
Chinese (Traditional) (zh-tw)
Korean (ko)

Spanish (es)

French (fr)

>> | German (de)

English (en) 4)

Cancel | Finished

3. Click Edit for webtop_demo, a new browser tab
will open

¥ [~ Status | » Access Profie Name

P access

®  webtop_demo

+ Appication | Profle Type | Per-Session Pocy |

r o Edt

4. Click the + between Start and Deny, select Lo-

Access Policy: /Col

mmon/webtop_demo  cdit endings

Add New Macro

(Endings: Allow, Deny [defaut])

. ]
gon Page from the Logon tab, click Add Item by ‘
[togon |[ [ Assignment | (erver-side) | (Glent-Side) | { General Purpose |
" Citrix Logon Prompt Configure logon options for Citrix clients.
External Logon Page: Redirect user to externally hosted form-based web logon page
HTTP 401 Response HTTP 401 Response for Basic or SPNEGO/Kerberos authentication
HTTP 407 Response HTTP 407 Response for Basic or SPNEGO/Kerberos authentication
©  Logon Page Web form-based logon page for collecting end user credentials (used with most deployments)
OAuth Logon Page ‘OAuth Logon Page used for OAuth Client authentication
Virtual Keyboard Enables a virtual keyboard on the logon page for entering credentials
VMware View Logon Page Display logon screen on VMware View clients
Cancel Add Item Help.
Properties | [ Branch Rules |
Name: [Logon Page ]
Logon Page Agent
| Split domain from full Username ‘\\W:] ‘
| CAPTCHA Configuration ‘\ “None ¢
Type Post Variable Narme: Session Variable Narme: Clean Variable  Values ~ Read Only
1 (e 3 [username | [username | (No #) (No #)
2 [ password ¢ [password | [password |
3 [none %) [fieta3 | [feta3 |
4 [none %) [Feld4. ] [field4. |
5 [none % [fietas | [ferds |
Customization Import
|Language |\’?¢J Reset all defaults |
|FomI e—— [Secure Logon <br> for F5 Networks "
4
L .. |[Username |




9.3.8 Task - Add the Access Policy to the Virtual Server

1. Go to Local Traffic -> Virtual Servers ->
webtop__demo_vs

2. Modify the Rewrite Profile setting to rewrite,
Access Profile to webtop_demo and Connectiv-
ity Profile to webtop_demo_cp, then click Up-
date

Content Rewrite

Rewrite Profile +

HTML Profile

rewrite

None %

4»

Access Policy

Access Profile

Connectivity Profile +

Per-Request Policy
VDI Profile

Application Tunnels (Java & Per-
App VPN)

OAM Support
ADFS Proxy

PingAccess Profile

webtop_demo  §
webtop_demo_cp
None %

None %

~ Enabled

| Enabled
| Enabled

None %

A
v

3. Test access to https://webtop.vlab.
f5demo.com (you can use the bookmark in
Chrome) from the jump host, you should see a lo-
gon page.
You can login with any user:

- sales_user

+ sales_manager

* partner_user

9.4 Lab 2: Setup an AWS Connector

In this module you will learn how to configure an AWS Connector

9.4.1 Lab — Setup AWS Connector

This lab will teach you how to create a SAML AWS connector. Estimated completion time: 30 minutes
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9.4.2 Task - Download AWS metadata

1. From the jumpbox machine (Win7) , open new window browser tab
to https://signin.aws.amazon.com/static/saml-metadata.
xml and download de xml file to the Desktop. This file will be used to
create and AWS external SP Connector on the BIG-IP.
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9.4.3 Task - Create an external SP connector to AWS

1. Logon onto BIG-IP, then go to Access -> Fed-
eration: SAML Identity Provider -> External SP
Connectors -> Create -> From Metadata

Create v

Custom
From Metadata

From Template b

2. Enter the following values (leave others default)
then click OK
Select File: saml-metadata.xml
Service Provider Name:
AWS_EXT_SP

x
Create New SAML Service Provider

Select File™

sami-metadata.xml
Service Provider Name™:

AWS_EXT_SP

Select Signing Certificate -

Select a value... >

OK H Cancel
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9.4.4 Task - Create a local IDP Service to AWS

1. Logon onto BIG-IP, then go to Access -> Feder-
ation: SAML Identity Provider -> Local Idp Ser-
vices -> Create

2. Enter the following values (leave others de-
fault) on the General Settings
Idp Service Name: AWS_IDP_DEMO
IdP Entity ID: https://webtop.vlab.
f5demo.com/idp/f5/

x
Create New IdP Service

& General Settings
& SAML Profiles
' Endpoint Settings

1P Service Name*:
AWS_IDP_DEMO |

6 Assertion Settings
' SAML Attributes
4 Security Settings

1dP Entity ID*:
hitps:/webtop.viab.5demo.com/idplfs/ ]

1dP Hostname Settings

Name Qualifier :

Scheme
https

Description :

Log Setting :
From Access Profile

v Create.

3. Enter the following values (leave others default)
on the Assertion Settings.

Assertion Subject Type:
Unspecified
Assertion Subject Value:

%{session.ad.last.attr.

sAMAccountName }

Authentication Context Class Refer-

ence:
urn:oasis:names:tc:SAML:2.

O:ac:classes:PasswordProtectedTransporit

x
Create New IdP Service

Assertion Subject Type :
Unspecified

& General Settings
& SAML Profiles

" Endpoint Settings
& Assertion Settings
4" SAML Attributes
" Security Settings

st atirsAMAccountNamej] |~

Authentication Context Class Reference :

Assertion Validity (in seconds) :
600

[T Enable encryption of Subject
Encryption Strength
AES128

T

x
f  Create New IdP Service

& General Settings

S oatn P SAML Atributes
" Endpoint Setings Add...

& Assertion Settings

' SAML Attibutes (1] Name - [ Format [ valuets | Encyo (e

" Security Settings
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9.4.5 Task - Download IdP metadata from BIG-IP for AWS

Access » Federation : SAML Identity Provider : Local IdP Services
- 304

SAML Service Provider ~ = SAML Identity Provider ~ = SAML Resources = JSON

Name -« SAML SP Connectors Access Profi
AWS_IDP_DEMO
1. Go to Access -> Federation: SAML Iden [ Edt |[ Delete | [ Bind/UnbindSP Connectors | [ ExportMetadata |

tity Provider -> Local IdP Services, select the

< x
AWS_IDP_DEMO object, then click Export Meta- | Sl SUACELLILE
data. Leave the Sign Metadata to No, and then

click Download. Sign Metadata: | No

v

No user configurable settings

[T] Use VMware View Format

Download " Cancel
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9.4.6 Task - Bind IdP and SP Connector to AWS

1. Go to Access -> Federation: SAML Iden-
tity Provider -> Local IdP Services, select the
AWS_IDP_DEMO object, then click Bind/Unbind SP
Connector. Then select /Common/AWS_EXT_SP as
SP connector and click OK.

Access » Federation : SAML Identity Provider : Local IdP S

er * SAML ldentity Provider -

[ Edst | [ Delete JI WMSPMII Export Metadata

x
Edit SAML SPs that use this IdP

SP Connectors associated with this IdP Service

Create SP Connector ~

| ‘ SAML SP Connection Name «

ICommon/AWS_EXT_SP
[ /Common/saml_office365
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9.4.7 Task - Create an IdP provider in AWS

Welcome to Identity and Access Management

1AM users sign-in link:

@
IAM Resources

Users: 0

Groups: 0

Customer Managed Policies: 0

Security Status

Delete your root access keys
Activate MFA on your root account
Create individual IAM users

Use groups to assign permissions

[

Apply an IAM password policy
1. Sign in to the AWS Management Con-
sole and open the IAM console at https:/
/console.aws.amazon.com/iam/ then click

Identity Provider

Roles: 0

Identity Providers: 0

‘‘‘‘‘‘‘‘

- 1 out of 5 complete.

< <€ < < <

Create Provider

()  Provider Name #

No records found.

2. Click Create Provider

Configure Provider

Choose a provider type.

Provider Type* SAML

Provider Name* f5demo

3. Enter the following values (leave others default)
on the Configure Provider tab, then click Next
Step

Provider Type: SAML

Provider Name: £5demo

Metadata Document:
PATH\\AWS_IDP_DEMO_metadata.
xml

For the metadata document choose
the file that you already downloaded.

Maximum 128 characters. Use alphanumeric and *._-

characters.

Metadata Document* C:\fakepath\AWS_IDP_DEMO_n Choose File

Provider Name
Type

4. Verify the information you have pro-
vided, and then click Create.

Verify Provider Information

f5demo

SAML

Verify the following provider information. Click Create to finish.
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9.4.8 Task - Create a new Role in AWS

1. In the left navigation pane, click Roles.

Search IAM <

1AM roles are a secure way to grant permissions to entities that you trust. Examples of entities incl

Roles

Dashboard

What are IAM roles?
Groups
Users

- 1AM user in another account
Roles
Policies

« Application code running on an EC2 instance that needs to perform actions on AWS resources
+ An AWS service that needs to act on resources in your account to provide its features

Identity providers
Account settings

Credential report
Additional resources:

« 1AM Roles FAQ
Encryption keys « 1AM Roles Documentation

« Tutorial: Setting Up Cross Account Access

« Common Scenarios for Roles

Q search

Role name v

+ Users from a corporate directory who use identity federation with SAML

1AM roles issue keys that are valid for short durations, making them a more secure way to grant ac

Description

2. Click Create Role

Q, Search

Role name ~

3. Enter the following values (leave others default)
on the Select type of trusted entity tab, then click
Next: Permisions

Type of trusted entity: sAML 2.0

SAML provider: £5demo

Select: Allow programmatic and

AWS Management Console

Attribute: SAML: aud

Value: https://signing.aws.

amazon.com/saml

Create role

Select type of trusted entity

S AWS service @ Another AWS account
[ | Jesiypest =

Allows users that are federated with SAML 2.0 to assume this role to perform actions in your account. Learn more

Choose a SAML 2.0 provider

If you're creating a role for AP access, choose an Attribute and then type a Value to include in the role. This restricts access to users with the specified

@ Allow programmatic and AWS Management Console access

atiributes.
SAML provider | (5demo -
Allow programmatic access only
Attribute | SAML:aud
Value* | hitps:/signin.aws.amazon.com/sami
Condition

e

© Add condition (optional)

Web identity

Create new provider (7' | Refresh

Attach permissions policies

Choose one or more policies to attach to your new role.

Create policy | Refresh
Filter: Policy type ~  Q admin Showing 12 results
Policy name ~ Attachments ~  Description
@) » ¥ AdministratorAccess 0 Provides full access to AWS services and resources.
» W8 AmazonAPIGatewayAdministrator 0 Provides full access to create/edit/delete APIs in Amazon A465
» W8 AmazonWorkSpacesAdmin 0 Provides access to Amazon WorkSpaces administrative act...
» W8 AmazonWorkSpacesApplicationManagerAdi. 0 Provides administrator access for packaging an application i
» W8 AWSCloudeAdministrator 0 Provides administrator access to AWS Cloudd.
» W8 AWSCodeBuildAdminAccess 0 Provides full access to AWS CodeBid via the AWS Manage.

» i AWSSeniceCatalogAdminFullAcoess

Provides full access to service catalog admin capabiities



9.4.9 Task - Create a AWS SAML resource in BIG-IP

1. Go to Access -> Federation: SAML Re-

sources -> Create.

2. Enter the following values (leave others default)
on the New SAML Resource tab, then click Fin-
ished.

Name: AWS_SAMI_DEMO

SSO Configuration: AwsS_IDP_DEMO

Caption: AWS (SAML)

Access » Federation : SAML Resources » New SAML Resource...

General Properties

Name AWS_SAML_DEMO

Description

Publish on Webtop Enable

Configuration

‘ SSO0 Configuration

‘ AWS_IDP_DEMO &

Customization Settings for English

Language English

I Caption AWS (SAML)
Detailed Description

Choose File  No file chosen View/Hide

Image

Cancel = Repeat | Finished
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9.4.10 Task - Assign the AWS SAML resource

1. Go to Access -> Profiles/Policies -> Access
Profiles, then click Edit for webtop_demo, a new
browser tab will open

1| = S|~ Acess Prole Name

Saaren,

* Aagbcatian | + Proie Type | Per-Session Py

u o
" EEE

2. Click the + between AD Auth and Advanced
Resource Assign, select AD Query from the Au-
thentication tab, click Add ltem

icy: X it Endings | (Endings: Allow, Deny [default]
Access Policy: /Common/webtop_demo  edit enai (Endings: Al [default))
fallback | _[T———*" fallback [ Successful o % fallback
Start 21221 { L ogon page 212 uocestl | ndvanced Resource assion |12 1> plow |
At |
= Deny,
Add New Macro
[pegin yping o search \
Logon jon | [Assignment ) ity (Server-side) || (Client-Side) | General Purpose |
AD Auth Active Directory authentication of end user credentials
O  oquey Active Directory query to pull user attributes for use with resource assignment o other functions, such as AD group

Clent Cert Inspection
CRLDP Auth

F5 MFA Device Registration
F5 MFA User Verification
HTTP Auth

Kerberos Auth

LDAP Auth

LDAP Query

LocalDB Auth

NTLM Auth Result

OAuth Authorizatic

mapping
Check the result of client certificate authentication by the Local Traffic Client SSL profile

Certificate Revocation L

Point (CRLDP) cli

F5 MFA Device Registration

F5 MFA User Verification

HTTP authentication of end user credentials

Kerberos authentication, typically following an HTTP 401 Response action

LDAP authentication of end user credentials

LDAP query to pull user attributes for use with resource assignment or other functions, such as LDAP group mapping
Local Database Authentication

NTLM authentication of end user credentials

OAuth 2.0 Authorizati for scope management

OAuth Client
OAuth Scope

oCsP Auth
On-Demand Cert Auth
OTP Generate

OTP Verify

Cancel  Add Item

OAuth Cllent
OAuth Scope

Oniine Certficate Status Protocol (OCSP) dlient certificate authentication

Dynamically initiate an SSL
Generate One Time Passcode (OTP)

Verify One Time Passcode (OTP)

Help

3. Enter the following values (leave others default)
then click Save
Server:
webtop_demo_aaa_srvr

/Common/

Properties* || Branch Rules

Name: [AD Query

Active Directory

Type ("Query s
Server | /Common/webtop_demo_aaa_srvr 4 |
SearchFilter
4
Fetch Primary Group | Disabled %
Cross Domain Support. | Disabled ¥
Fetch Nested Groups [ Disabled %)
Complexity check for Password .
R | Disabled %
Max Password Reset Attempts (34)
Allowed =~

Prompt user to change passwor
before expiration

O T —

Add new entry

7

8

Cancel m (*Data in tab has been changed, please don't forget to save)

Insert Before: [ 1 %)

Required Attributes (optional)

=i
EEE
EEE
BIE[E
=EE
=R
EEE
EEE

Help
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4. Click on the AD Query object, a new window
will open. Click on the Branch Rules tab

Access Policy: /Common/webtop_demo

b, |:LDg oo bk

Edit Endings | (Endings: Allow, Deny [defout])
[ "] user Primary Group ID s | prer——— a
Successtul ] User Primary Group ID i 100 e s Ao | 2% 1§ i |
AD Query,
AD Auth falback Deny.
fallack
{0 |




9.5 Lab 3: Setup a Salesforce Connector

In this module you will learn how to configure a Salesforce Connector.

9.5.1 Lab — Setup Salesforce Connector

This lab will teach you how to create a SAML Salesforce connector. Estimated completion time: 30 minutes
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9.5.2 Task - Create a local IDP Service to Salesforce

1. Logon onto BIG-IP, then go to Access -> Feder- | ==~ ===

ation: SAML Identity Provider -> Local Idp Ser-

vices -> Create

Ba{Cenera [Setirps 1dP Service Name*:
S SAML Profiles SALESFORCE_IDP_DEMO |
" Endpoint Setings.
8 Assertion Settings 4P Eniity ID*:
4 SAML Attributes hitps:/iwebtop.viab. demo.comyidp/fs/ ]
" Security Settings
Name Qualifier :
1dP Hostname Settings
Scheme : Host :
https v
Description :
Log Setting

From Access Profile v Create

2. Enter the following values (leave others default)
on the General Settings
Idp Service Name:
SALESFORCE_IDP_DEMO
IdP Entity ID: https://webtop.
vlab.f5demo.com/idp/£5/

x
Create New IdP Service

& General Settings Assertion Subject Type
& SAML Profiles Eval Address v
" Endpoint Settings
& Assertion Settings Assertion Subject Value*:
4 SAML Attributes %{session.ad last attrmail) 2]
" Security Settings
Authentication Context Class Reference :
2 2. Transport ™
Assertion Validity (in seconds) :
600
1 Enable encryption of Subj
Encryption Strength
AES128 v
==

3. Enter the following values (leave others default)
on the Assertion Settings.
Assertion Subject Type: Email
Address
Assertion Subject Value:
%${session.ad.last.attr.mail}
Authentication Context Class Refer-
ence:
urn:oasis:names:tc:SAML:2.
O:ac:classes:PasswordProtectedTransport

Edit IdP Service 2

& General Saings Signing Key
i 3a. Promes ICommonfIDP_CERT_FSDEMO key | ¥
Endpoint Setlings
& Assertion Settings. Signing Cartificats -
J SAML Attributes. ICommonADP_CERT_FSDEMO.crt .
Security Settings
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9.5.3 Task - Download IdP metadata from BIG-IP for Salesforce

1. Go to Access -> Federation: SAML Iden-
tity Provider -> Local IdP Services, select the
SALESFORCE_IDP_DEMO object, then click Ex-
port Metadata. Leave the Sign Metadata to No,
and then click Download.

Access » Federation : SAML Identity Provider : Local IdP Services

% ~  SAML Service Provider ~ | SAML Identity Provider ~ | SAML Resources | JSON W
—

SAML SP Connectors Access Profiles

AWS_EXT_SP

[]] Name =
[] AWS_IDP_DEMO
SALESFORCE_IDP_DEMO

[ Edt ][ Delete | [ Bind/Unbind SP Connectors | [ Export Metadata |

x
2. Export IdP Service

I Sign Metadata: |No v I

No user configurable settings

[] Use VMware View Format

Cancsl

Download
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9.5.4 Task - Create an IdP provider in Salesforce

1. Log in to Salesforce https://login.
salesforce.com

salesforce

Username

| |

Password

[[] Remember me

Forgot Your Password? Use Customn Domain

Not a customer? Try for Free

2. In Quick Find search box, type single, and then
click Single Sign-On Settings. After that click the
Edit button and check the SAML Enabled box,
and then click Save.

Single Sign-On Settings

Single Sign-On Settings
Configure singe sign-onin order o authentiate users in saesforce.com from external environments. Your organization has the folowing optons avaiabie for singe &

+ Fecersied authenscstion. 3 single s

Federated Single Sign-On Using SAML
SAML Enabled

SAML Single Sign-On Settings New | New from Metadta File New from Metadata URL

No SAML Single Sign-On Settings

SETUP
Single Sign-On Settings

Single Sign-On Settings

| save | |cancel

Federated Single Sign-On Using SAML

SAML Enabled (g

| save | | cancei|

3. Click New from Metadata
file.Then click Choose File, select
SALESFORCE_IDP_DEMO_metadata.xml export
file you downloaded from BIG-IP, and then click
Create.

SAML Single Sign-On Settings | New || New from Metadata File || New from Metadata URL

No SAML Single Sign-On Settings

SAML Single Sign-On Settings

Create configuration using an XML file (1 M8 or smaller) containing SANL 2.0 settings from your identity provider. (Salesforce doesn't store this flle )

[Create] [cancel

MetadataFile | Choose File | SALESFORCE...data_xml
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AriName  [ebtop

Ihitps /webtop viab f5demo |

| Choose File | IDP_CERT_FSDEMO crt
Generate self-signed certificate ¥
RSASH

Entity 10 [ttps /isaml salesforce.com
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9.5.5 Task - Create a new user in Salesforce

1. Log in to Salesforce https://login.
salesforce.com

salesforce

Username

|

Password

[J Remember me

Forgot Your Password? Use Custom Domain

Not a customer? Try for Free

All Users

On this page you can create, view, and manage users.
In addition, download SalesforceA to view and edit user details, reset passwords, and perform other administrative t.

View: [AllUsers ¥ | Edit| Creste New View

Als

New User | |Reset Password(s) | | Add Multiple Users

(| Action Full Name + Alias Username
() | Edit Chatter Expert Chatter  chatty.00d6a0 0jgs6h25: alesforce.com
() |Edit Sanchez Oscar  OSanc 2330.com
(] |Edit User Integration integ com
() |Edit User, Security sec igl com
. s . . New User | |Reset Password(s)| | Add Multiple Users
2. Under Administration, click Users -> Users ->
New User.
[ New User e i Poge @

3. Enter the following values (leave others default)
on the New User.
First Name: sales
Last Name: Manager
E mail: sales_manager@yourdomain
Username:
sales_manager@yourdomain
Nickname: sales_manager
Role: vP, North American Sales

User Edit Sove ) [Save & ] [cance

General nformation 1 = Reured iomatin
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7 User License: Free

Repeat steps to the following users and change the
Role as you want:

Sales User = sales_user@yourdomain

Dartnar llcar — ~ o o+ e mmv Qs 11 am ] o~ o 4




9.5.6 Task - Modify the users in Active Directory

1. From the Win 7 Jumpbox open a Remote Desk-
top Connection to Win 2008 server 10.1.1.251
Log in using username: administrator and
password: password.

Recent
& 1011.251
% 1011198

ﬂ Motepad

‘% Remote Desktop Connection ‘ »

A=\ WordPad »
—

-«ni . Services

ity

‘ﬁ‘ BIG-IP Edge Client

. XAMPP Control Panel
ﬂ WinSCP

»  AllPrograms

|55m’:r‘1 programs and files L2 ' ) Log off ‘ 2 ‘

2. Open the Active Directory Users and
Computers**console, then right-click on the
**Sales Manager user and then click Proper-
ties, modify the E-mail parameter according to
the user that you already created at Salesforce.
(sales_manager@yourdomain). Repeat steps
to the following users:

Sales User =

sales_user@yourdomain

Partner User =

partner_user@yourdomain

B Active Directory Users and Computers
File Action Wiew Help
e 2E40(XOd= M3 e = Ta%w
T Active Directory Users and Comput | Name [ Tvoe [ Descriotion 1
[ 5aved Queries ‘admin Manager Sales Manager Properties [21x]
E] 4 fsdemo.com Admin User
& [ Buikin Contractor Admin Diskin |  Envionment |  Sessons |  Remoteconwol |
& ] Computers Contractor User Remole Desklop Services Proffle | PersonalVirual Deskion | COM+ |
2] Corporate 3, Contractors General | Address | Account | Profie | Telephones | Organization | Member Of
EI y :umtilns(nrvtv:r“:rs ) & 2 Employees
& (] ForeignecurityPrincpals | go", o' z) St
&[] Managed Service Accounts ‘
® [ Users HR Manager
HR User
I First name: [Sales Initials:
Jose User
82, Lora_aduing Last name: Manager
2, Managers l—
> Gales M.
Partner Admirinistrator LEaae es Hanaget
Partner User Description: This is the WW manager for all Lorax sales
8partrers
#50les Office: [New vork
Sales Manager
Sales User
Service Account Telephane number. [212:555-8654 Other,
E-mail sales_manager@mytestviab.ti
‘wieb page: _ Oter. |
4| | |
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9.5.7 Task - Create an external SP connector to Salesforce

1. Logon onto BIG-IP, then go to Access -> Fed-
eration: SAML Identity Provider -> External SP
Connectors -> Create -> From Metadata

Create -
Custom

From Metadata

From Template b

2. Enter the following values (leave others default)
then click OK
Select File: SAMLSP-XXXX . xml
Service Provider Name:
SALESFORCE_EXT_SP

Use the xML file that you downloaded from
TASK 3.

*®
Create New SAML Service Provider

Select File™:
SAMLSP-00DGADD0002iRAN xm
Service Provider Name*:
SALESFORCE| EXT_SP |
Select Signing Cerfificate :
Select a value... »
OK “ Cancel
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9.5.8 Task - Bind IdP and SP Connector to Salesforce

1. Go to Access -> Federation: SAML
Identity Provider -> Local IdP Services, se-
lect the SALESFORCE_IDP_DEMO object, then click
Bind/Unbind SP Connector. Then select Common/
SALESFORCE_EXT_SP as SP connector, and click
OK.

D‘ Name -« SAML SP Connectors Access Profiles.
[7] AWS_IDP_DEMO AWS_EXT_SP

SALESFORCE_IDP_DEMO

[ Edt ][ Delete | [ Bind/Unbind SP C | [ Export ]

x
Edit SAML SPs that use this IdP

'SP Connectors associated with this IdP Service

Create SP Connector ~

(1] sAML SP Gonnection Name ~

[7] /Common/AWS_EXT_SP
/Common/SALESFORCE_EXT_SP
[] /Common/saml_office365
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9.5.9 Task - Create a Salesforce SAML resource in BIG-IP

1. Go to Access -> Federation: SAML Re-

sources -> Create.

=

2. Enter the following values (leave others default)
on the New SAML Resource tab, then click Fin-
ished.

Name: SATLESFORCE_SAMI,_DEMO

SSO Configuration:

SALESFORCE_IDP_DEMO

Caption: SALESFORCE (SAML)

Access » Federation : SAML Resources » New SAML Resource...

General Properties

Name SALESFORCE_SAML_DEMO
Description
Publish on Webtop Enable

Configuration

‘ SSO Configuration ( SALESFORCE_IDP_DEMO 3|

Customization Settings for English

Language English

I Caption SALESFORCE (SAML)

Detailed Description

Image Choose File No file chosen View/Hide

Cancel | Repeat = Finished
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9.5.10 Task - Assign the SALESFORCE SAML resource

P — -

1. Go to Access -> Profiles/Policies -> Access | L——— — ]
Profiles, then click Edit for webtop_demo, a new
browser tab will open

2. Click on the Advanced Resource Assign —— =
object, a new window will open. Click Add/Delete, | [zl '
then choose /Common/AWS_SAML_DEMO and | |meeeem

/Common/SALESFORCE_SAML_DEMO from the | |~ r—
SAML tab and click Update, then Save.

[ static AcLs 0/0 | [[Portal Access 1/1 | [SAML 2/2* | [ Webtop Links 0/2 | [ Webtop 1/1 ] Show 5 more tabs

! @ /common/aws_samL_DEMO

/Common/SALESFORCE_SAML_DEMO

Access Policy: /Common/webtop_demo  canenangs  (Endngs ssow, ey [oefuat)

[ e T e B S 'm;'wm e g
ot s,
3. Click Apply Access Policy in the top left and
then close the browser tab
oo e oo ——
() ions and Links
Q AWS (SAML) Q SALESFORCE (SAML) Q INTRANET

4. Go to https://webtop.vlab.f5demo.
com from the jump host,
You can login with any user:
- sales_user
+ sales_manager
* partner_user
You should see two saML resources AWS and
SALESFORCE
5. Click on the AWS and SALESFORCE links. You

should be able to access both because of SSO
(SaML).

9.6 Lab 4: Set up Google Authenticator (GA)
In this module you will learn how to configure Google Authenticator as Second Auth Factor

9.6.1 Lab — Set up Google Authenticator (GA)

This lab will teach you how to configure Google Authenticator as Second Auth Factor. Estimated completion
time: 30 minutes

481



9.6.2 Task - Create the VS used to generate GA tokens

1. Log in to the BIG IP then go to Local Traffic ->
Virtual Servers -> Virtual Server List. Click on
Create.

 Dorpton - Apicton  Omtoson S o Tpe | Rseus © Pt Pan
@ weoop.demon 1015047 40 (TTPS) Swnams ot Cammon

2. Enter the following values (leave others default)
and then finished.
Name: VS_GENERATE_TOKEN
Destination Address: 10.1.10.80
Service Port: 443
HTTP Profile: http
SSL Profile
f5demo_client_ssl
iRules: generate_ga_code

(Client):

Local Traffic » Virtual Servers : Virtual Server List » New Virtual Server...

General Properties

Name VS_GENERATE_TOKEN
Description
Type \ Standard ::

Source Address

Destination Address/Mask 10.1.10.80

Service Port 443 [ HTTPS 3)

Notify Status to Virtual Address

State [ Enabled 4|

Configuration: | Basic 7]

Protocol \TCF'it\
Protocol Profile (Client) [tep $)
Protocol Profile (Server) [ (Use Client Profile) D
HTTP Profile (“http 4
HTTP Proxy Connect Profile \ None :]
FTP Profile ('None 4]
RTSP Profile ('None %)
Selected Available
/Common clientssl-insecure-compatible
SSL Profile (Client) f5demo_client_ssl << clientssl-secure )
crypto-server-default-clientssl
>> splitsession-default-clientss|

wom-default-clientss!

Selected Available
/Common
SSL Profile (Server) << apm-de@ult—serverssl
crypto-client-default-serverss|
>> pcoip-default-serverss|
serverss|
Resources
Enabled Available
ICommon _sys_auth_ssl_cridp
generate_ga_code | << _sys_auth_ssl_ocsp
iRules _sys_auth_tacacs

>> | _sys htips_redirect
ga_code_verify

Up Down
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9.6.3 Task - Generate a token

1. Open a Chrome browser and click on generate-
gacode bookmark. You should see the GA gen-
erator App.

—
/ D https//generategacode. X \\{

<« C | @ Secure | https//generategacode.viab.fSdemo.com

i1 Apps [ generategacode () BIG-IP® - apm.fSder [] webtop

Google Authenticator key (shared secret) generator

account: [ @

secret: *optional 10 character key (additional chars truncated). random secret used if blank
generate QR code? () *a request will be made to Google to generate QR code

Submit

2. Enter the account: sales_manager and do-
main: f5demo.com. Also check the generate
QR code, and then click Submit

P o NG
/ D hitpsi//generategacode: %\ \

& C | & Secure | hitps://generategacode.vlab.fSdemo.com

i Apps [} generategacode (®) BIGIP® - apmiSder [l webtop

Google Authenticator key (shared secret) generator

account: [sales_manager @ [f5demo.com

secret: *optional 10 character key (additional chars truncated), random secret used if blank

generate QR code? ¥ *arequest will be made to Google to generate QR code

[ Submit

3. Open up your Google Authenticator app and
touch the “plus sign”, select scan barcode and
scan the QR code. Save the secret, we will need
it soon.

account: sales_manager@f3demo.comkey (secret): G4ZEITWDILBJE4ZCM

4. Go to Local Traffic -> iRules -> Data Group
List .Click on google_auth_keys.

Local Traffic » iRules : Data Group List

% - | iRule List

Data Group List

iFile List Statistics

-

‘ Search

E‘ ‘ Type ‘ « Name

Address aol

String google_auth_keys

String images
"~ Address private_net
7) String  sys APM_MS_Office_OFBA_DG
Delete...

Local Traffic » iRules : Data Group List » google_auth_keys
o

Properties

General Properties

Name google_auth_keys

Partition / Path Common

Type String

Records
String: sales_manager
Value: G4ZEIWDJLBJE4ZCM
Add

String Records
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5. Create a new record, using the info saved in
step 3. Click Add and then Update.

Edit  Delete Record

Update | Delete Data Group

String: sales manager




9.6.4 Task - Update the VS with the verification iRule

1. Go to Local Traffic -> Virtual Servers -> Virtual Server

List, then find the Virtual Server webtop_demo_vs and
click on it.

- 24

r

Local Traffic » Virtual Servers : Virtual Server List

Virtual Server List | Virtual Address List | Statistics
—

Search

[v] ‘ |~ status ‘ 4 Name

@
@

VS_GENERATE_TOKEN

webtop_demo_vs

Enable | Disable | Delete...

2. In the following page, choose Resources and click on
manage in the iRules section

3. Find the ga_code_verify irule in the right list and click
on the arrows pointing left. The irule should now moved to
the left side. Then Click finished.

Resource

Cancel || Finished

Enabled

Up | Down
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9.6.5 Task - Update the Access Policy

1. Go to Access -> Profiles/Policies -> Access
Profiles. Find the webtop_demo policy and click
on Edit.

# - Access Profles

V| =] Status | Access Profle Name + Application ¢ Profile Type  Per-Session Policy
M access Al (none)
¥ weblop_demo Al O et

Delete... | Apply

Access » Profiles [ Policies : Access Profiles (Per-Session Policies)

Per-Request Polcies

Polcy Sync Customization

Search

2. In the VPE (Visual Policy Editor), click the +
between AD Auth and AD Query.

Access Policy: /Common/webtop_demo  editendings | (Endings: Alow, Deny [defaul])

L oy Successul | LT ey L
A Query |
0 Auth il

Deny
falback E

[segin ping o seareh

\

External Logon Page
HTTP 401 Response
HTTP 407 Response
©  Logonpage
OAuth Logon Page

Virtual Keyboard

Cancel | Add item

Logon |’ ) (‘Assignment | Endpoint Securty (serversie) | (ClientSide) | [ General Purpose|
i Logon Prompt Configure logon options for Citix dlents

VMware View Logon Page  Display logon screen on VMware View ciients

Redirect user to externally hosted form-based web logon page

HTTP 401 Response for Basic or

HTTP 407 Response for Basic or SPNEGO/Kerberos authentication

‘Web form-based logon page for collecting end user credentials (used with most deployments)
OALth Logon Page used for OAuth Client authentication

Enables a virtual keyboard on the logon page for entering credentials

3. In the Logon tab, choose Logon Page and
then Add Item
Properties || Branch Rules |
Name: [Get Ga Code
Logon Page Agent
[ spit domain rom fu username [(nos) ‘
| caprona confiuration [Thone’s) ‘
Type Post Variable Name Session Variable Name Clean Variable Values  Read Only
1 (e 3 (

4. Modify the values according to the picture
(leave others default) and then Save.
Name: Get Ga Code

[ga_code_attempt [ga_code_attempt [(No %) No ¢

2 [none 3 [password | [password | [(No %)

3 [none % [fietd3 | [fieta3 | [No %)

4 [none 3 [Fielaa | [fielaa | [(No 4]

5 [none %) [fietds | [fretds | (No 4] No 4
Customization import
Language |: ent) Reset all defaults

Form Header Text

Logon Page Input Field #1

[Google Authenticator Token

Logon Button

[Submit

Front Image

Save Password Checkbox

[Replace Image] [Revert to Default]

[Save Password

New Password Prompt.

[New Password

Verify Password Prompt

[Verify Password

Password and Password
Verification do not Match

[Password and confirmation do not match.

Cancel | Save

Help

Post Variabl:e ga_code_attempt
Session Variable:
ga_code_attempt

Form Header Text: Empty

1 oaoon Pace Inniit Fiald: ~~A~~1 -4
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9.7 Lab 5: Set up DUO

In this module you will learn how to configure DUO as Second Auth Factor.

9.7.1 Lab — Set up DUO as Second Auth Factor

This lab will teach you how to configure DUO as Second Auth Factor. Estimated completion time: 30
minutes

9.7.2 Task - Get the values from DUO Admin Panel

[—

Applications

Hame & e Appicatonpoicy

1. Log in to the Duo Admin Panel and navigate to
Applications. Then click on ¥F5 BIG-IP APM.

F5 BIG-IP APM

See the F5 BIG-IP APM documentation [7 to integrate Duo into your F5 BIG-IP device.

Details

Integration key DIAT1YEVND2T7USIE8K7

Secretkey | Click to view
Don't write down your secret key or share it with anyone.

APl hostname | api-fd136d88.duosecurity.com

2. Copy the values for:
Integration key
Secret key
API hostname

488



9.7.3 Task - Configure the Proxy for APM

1. Search the section [radius_server_iframe] and
modify the following values according to your DUO
account

* ikey

* skey

* api

el el
()= » Compuer » LocDok C) » Program s » Duo Secury Authntcation rry + cont »
v Newfolder - O e
R
1. In the Win 7 External open (as e
administrator) the file C:Program Files-
Duo Security Authentication Proxyconfauth-
proxy.cfg
[E=3fen =)
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9.7.4 Task - Modify the Access Policy to include DUO

1. Go to Access -> Authentication -> RADIUS ->
Create.

Access » Authentication » DUO_RADIUS

Properties
I — |

-

General Properties

Name DUO_RADIUS
Partition / Path Common
Type RADIUS
Configuration
Mode Authentication
Server Connection ) Use Pool @ Direct
Server Address 10.1.10.199
Authentication Service Port 1812
Secret | essesesses
Confirm Secret eesesenses
NAS IP Address
NAS IPV6 Address
NAS Identifier
Timeout 60 seconds
Retries 3
Character Set
Service Type [ Default #]
Update | Delete

2. Create a new record, using the following info
and then Finished.
Name: DUO_RADIUS
Mode: Authentication
Server Connection: Direct
Server Address: 10.1.10.199
Authentication Service Port: 1812
Secret: password
Confirm Secret: password
Timeout: 60

+ Applcation | ¢ Profle Type | Per-Session Policy

(none)

M weblop_demo m 0 Edt

3. Go to Access -> Profile / Policies -> Access | == =
Profile then locate the webtop_demo profile and
click Edit.

Add New Macro

=% Macro: Verify Google Token  (rerminals: Successful, Failure [default))

4. Click on Add New Macro

Select Macro template: [ Empty

Name: Terminals: Out [default]

Empty macro with one terminal
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9.7.5 Task - Configure the APM to use the DUO Service

1. Go to Access -> Profiles / Policies -> Cus-
tomization -> Advanced

Form Factor: © Editor
553 Customization Satings Ector Theme: [Eclipse ~ | Gotoline 1]
3 () Acoess Profies T
@) Per Request Polces
@ () Webtops

2. Navigate to Access Profiles -> /Com-
mon/webtop_demo -> Common -> header.inc
and insert the line <script src="https://
apil-—XXXXXXXX.duosecurity.com/frame/
hosted/Duo-F5-BIG-IP-v2.Jjs"></script>
at the end of file and then Save.

NOTE: Use the api URL from your DUO
account.

3. Click on Apply Access Policy

| ONLINE (ACTIVE)
f | standalone

I Apply Access Policy

4. Restart the Proxy DUO Service. Go to Start
-> Services and then click Restart

File Action View Help
e |@BEc=Hm > nw

G, Senvices (Local)

Choose one of the following two
factor authentication methods

GOOGLE
DUo

5. Goto https://webtop.vlab.f5demo.com.
You should see the Google Authenticator and
DUO options to use as Second Factor. Try to
log in with any user:

493




494



Class 10: Privileged User Access

Welcome to the Self Guided Priviledged User Access Hands-on Lab Guide. The following labs and exer-
cises will instruct you on how to configure the IrulesLX Priviledged User Access Solution.

10.1 Lab Network Setup

In the interest of focusing as much time as possible configuring and performing lab tasks, we have provided
some resources and basic setup ahead of time. These are:

+ Cloud-based lab environment complete with Virtual BIG-IP.
+ The Virtual BIG-IP has been pre-licensed and provisioned with Access Policy Manager (APM).

» Pre-staged configurations to speed up lab time, reducing repetitive tasks to focus on key learning
elements.

If you wish to replicate these labs in your environment you will need to perform these steps accordingly.

Note: All work for this lab will be performed within the BIG-IP GUI and CLI. No installation or interaction
with your local system is required.

10.1.1 Authentication — Credentials

The following credentials will be utilized throughout this Lab guide. All other credentials will be indicated at
the time of use.

Credential Use User ID | Password
BIG-IP Configuration Utility (GUI) | admin 491L17Y2018
BIG-IP CLI Access (SSH) root 491L17Y2018

10.1.2 Utilized Browsers

The preferred browser for this lab is Firefox. Shortcut links have been provided to speed access to targeted
resources and assist you in your tasks. Except where noted, either browser can be used for all lab tasks.
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10.1.3 General Notes
As noted previously, environment staging has been done to speed up lab time, reducing repetitive tasks to
focus on key learning elements. Where possible steps that have been optimized have been called out with

links and references provided in the Additional Information section for additional clarification. The intention
being that the lab guide truly serves as a resource guide for all your future federation deployments.

10.1.4 Acknowledgements

This lab is built upon the work of prior F5 Agility’s and the work of many individuals behind the scenes in
addition the 2018 Agility Lab Team. Many thanks to Michael Coleman and Bill Church.

10.1.5 Presented by

No Presenter, but written by Michael Coleman & stolen mostly from Bill Church.

10.2 Lab 1: WebSSH and APM

The Privileged User Authentication (PUA) solution is made up of three parts.
1. WebSSH2 Client Plugin
2. Ephemeral Authentication Plugin

3. Access Policy Manager (APM) policy configuration

10.2.1 Requirements

* BIG-IP with TMOS v13.1.0.2 or greater.

» 1-5 |IP addresses for virtual servers (see Resource Table)

10.2.2 Prerequisites

BIG-IP with at least APM and iRules LX licensed and provisioned
The build_pua.zip or build_pua_offline.zip installation script found here:
https://raw.githubusercontent.com/billchurch/f5-pua/master/build_pua.zip

https://raw.githubusercontent.com/billchurch/f5-pua/master/build_pua_offline.zip

Note: These requirements, and prerequisites have all been provisioned ahead of time for you.

10.2.3 Installation Overview

The installation will consist of installing and testing (in order)
1. BIG-IP Preparation

2. Script download and execution
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3. Customization of APM policy

10.2.4 Resource Table

Resource Description Value

WebSSH_proxy_vs_IP | Virtual server IP Address of WebSSH2 service. 10.1.10.240
APM_Portal vs_IP Virtual server IP Address of APM portal for authentication 10.1.10.240
RADIUS_proxy_vs_IP | Virtual server IP address of RADIUS proxy service 10.1.10.240
LDAP_proxy_vs_IP Virtual server IP address of LDAP proxy service 10.1.10.240
LDAPS_proxy vs_IP Virtual server IP address of LDAPS proxy service 10.1.10.240
LDAP_server_|P IP Address of site LDAP or AD server (required for LDAP use) | 10.1.10.240
RADIUS_server_IP IP Address of site RADIUS server (if RADIUS bypass is used) | 10.1.10.240

10.2.5 Installation

This script will configure a reference implementation of the F5 Privileged User Authentication solution. The
only requirements are a running and licensed system (“Active”), initial configuration complete (licensed,
VLANS, self IPs), and preferably already provisioned for LTM+APM+ILX. The script will check for and can
enable it for you if you wish.

You will be prompted for IP addresses for 5 services:

* WebSSH Proxy - This IP may be shared with other IPs on the BIG-IP system if the protocol/port
(tcp/2222) do not conflict. This proxy is ultimately called by the APM web top. It’s also important to
note that SNAT may not be used on this virtual server. (webssh_proxy)

* RADIUS Proxy — This runs the RADIUS Ephemeral Authentication Service. This IP may be shared
with other IPs on the BIG-IP system if the protocol/port (udp/1812) do not conflict. (radius_proxy)

» LDAP Proxy — This runs the LDAP Ephemeral Authentication Service. This IP may be shared with
other IPs on the BIG-IP system if the protocol/port (tcp/389) do not conflict. (Idap_proxy)

» LDAPS Proxy — This runs the LDAPS (ssl) Ephemeral Authentication Service. This IP may be shared
with other IPs on the BIG-IP system if the protocol/port (tcp/636) do not conflict. (Idaps_proxy)

» Web top — This runs the LDAP Ephemeral Authentication Service. This IP may be shared with other
IPs on the BIG-IP system if the protocol/port (tcp/443) do not conflict. By default SNAT is disabled
for this vs as the WebSSH proxy may not interoperate with SNAT. If you change this option be sure
to institute some sort of selective disable option (iRule) when connecting to the webssh_proxy as a
portal resource.

WebSSH, LDAPS, and web top will all be initially configured with a default client-ssl profile, after testing this
should be changed to use a legitimate certificate.

A blank APM policy is created and attached to the web top vs “pua_webtop”, this policy will need to be built
out for the pua_webtop service to operate correctly.

Note: For this lab, the scripts have been preloaded to /tmp, and we will be using build_pua_offline.sh
and using Offline Installation Method. The online instructions, in the event you wish to deploy in your own
environment, can be located here: https://raw.githubusercontent.com/billchurch/f5-pua/master/docs/PUA%
20Solution%20Install%20Guide.docx If the scripts do not appear in /tmp, they have also been copied to
/root.
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10.2.6 Offline Installation Method

This method utilizes the build_pua_offline.sh/zip method to install the PUA solutions from a closed network
or a BIG-IP with limited or no Internet connectivity.

10.2.7 Run Installation Script

Note: This lab utilizes the Non-Interactive Install mode. A file called pua_config.sh may be placed in the
same directory as build_pua.sh or build_pua_offline.sh to fully automate the install, or provide defaults for
a “semi-automatic” deployment. See pua_config.sh as an example.

When started, build_pua.sh or build_pua_offline.sh both check for the existence of this file.

Additionally, most of the variables set in the top of pua_config.sh and pua_config_offline.sh may be overrid-
den by this file.

1. Run /tmp/build_pua_offline.sh or /root/build_pua_offline.sh
2. Win.

10.3 Validation

10.3.1 WebSSH2 Client

1. Open a web browser and DO NOT navigate to the first URL given by the script. The IP show in the
script is internal and will not be accessible externally. Instead, you will have to use the IP from the
Student Portal “Webtop” link.

example: https:/{[}VS_IP{]}:2222/ssh/host/10.1.0.240

2. Enter the username testuser with any password and click login.

—
oo

] https://192.168.20.62:2222/ssh/

<« C O https://192.168.20.62:2222/sshfhost/192.168.30.205 g

Authentication Reguired
https:{/192.168.20.62:2222

Username  testuser

Password esssss

Cancel Log In

3. You should be greeted with a tmsh prompt to the BIG-IP the script was installed on, logged in as the
user *testuser®.
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®® % - 5hy19216830.205 x

= C A Not Secure | htips://192.168.20.62:2222/ssh/host/192.168.30.205

testuser@(pual3l-build) (cfg-sync Standalone)(Active)(/Com
mon) (tmos )#

10.3.2 APM Policy and Portal Mode

1. Open a web browser and navigate to the second URL given by the script.
example: https://[Public IP of Virtual Server]
2. The sample USG Warning and Consent Banner should appear, click OK.

e B DoD Warning Banner x

& C A NotSecure | hiis://192.168.20.63/my. policy

USG Warning and Consent Banner
You are accessing a U.S. Government (USG) Information System (IS)
that is provided for USG-authorized use only. By using this IS
(which includes any device attached to this IS), you consent to the
following conditions:

The USG routinely intercepts and monitors communications on this IS for
purposes including, but not limited to, penetration testing, COMSEC
monitoring, network operations and defense, personnel misconduct (PM), law
enforcement (LE), and counterintelligence (Cl) investigations.

At any time, the USG may inspect and seize data stored on this IS.

= Communications using, or data stored on, this IS are not private, are subject to
routine monitoring, interception, and search, and may be disclosed or used for
any USG autharized purpose.

This IS includes security measures (e.g., authentication and access controls) to
protect USG interests--not for your personal benefit or privacy.

= Notwithstanding the above, using this IS does not constitute consent to PM, LE
or Cl investigative searching or monitoring of the content of privileged
communications, or work product, related to personal representation or
services by attorneys, psychotherapists, or clergy, and their assistants. Such
communications and work product are private and confidential. See User
Agreement for details.

OK, Proceed To Application

3. Enter a random username other than festuser and any password. Click Logon.
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B 192.168.20.63 X

= C A Not Secure | https://192.168.20.63/m

Secure Logon
for F5 Networks

Username

|Utheruser |

Password

Logon

4. You should be directed to the webtop, click the WebSSH Portal icon.

®®@® g r5pynamic Webtop

“ A Not Secure | btps://

S

iEn ter an internal resource

@ Applications and Links

Q ‘WebS5H Portal

5. You should be presented with another WebSSH2 screen, logged into the BIG-IP the script was in-
stalled on as the user you provided in step 3.

B F5 Dynamic Webtop * B ssh:f192.168.30.205
C A Not Secure | btps://192.168.20.63/5-

Last login: Sun Feb 18 18:40:12 2018 from 192.168.30.205
otheruser@ (pual3l-build) (cfg-sync Standalone)(Active)(/Common) (tmos)#

= Menu | ssh://otheruser@192.168.30.205:22 | SSH CONNECTION ESTABLISHED
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